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Abstract: Internet of Things (10T) is one of the fast growing
technological paradigm in terms of architecture, standards,
protocols, infrastructure deployment, Quality of Service (QoS),
Service Level Agreements (SLAS), service provisioning, cross
domain and cross platform implementations. 10T involves the
techniques and technologies for sensing, actuation,
communication, computation, networking and storage. In such a
demanding environment the need for cross layer QoS
functionalities are essential to address the issues like resources,
mobility, security and energy management. The detailed review of
literatureson 10T architectures and QoS implementationsis made
and it is observed that thereisa need for crosslayer QoS model in
10T environments and is one of the critical research challenges. A
novel approach to address the above challenge(s) in an loT
environment requires an appropriate lathering of functional
modules to different layers to meet different QoS requirements.
Hence we propose a novel cross layer QoS framework supporting
adaptable and distributed decision making in the loT environment
as a cross layer implementation addressing energy optimization
and bandwidth efficiency. The results are verified by
implementing the proposed framework in realistic 10T systems for
verifying QoS parameters like delay, energy and bandwidth.

Keywords : Internet of Things [10T], Quality of Service [QoS],
Service Oriented Architecture [SOA], Heterogeneous network
[hetnet], Service Level Agreement [SLA]

I. INTRODUCTION

loT considers and includes the functionalities of
information gathering, information processing, analysis,
networking and communication for the overall 10T paradigm
[1], [2]. An loT system is an extension to existing
heterogeneous network systems with additional and extended
nodes such as Radio Frequency ldentification (RFIDs),
Sensors, Actuators, machines, smart mobiles and other
identifiable objects / applications on Internet and Global
Position System (GPS). These extended nodes get the real
world data to the Internet and onto the systems for different
applications by systems and end users. 10T with increased
sophigtication and ubiquitous nature [1] has many open
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research areas to be addressed as discussed by John [1] & as
in [2], [10] on various enabling technologies and application
areas. QoS issues and challenges in heterogeneous networks
and 10T are being discussed in various research papers at
various research levels. QoS issuesin loT still require more
research in terms of analysis, design, modeling, protocols,
and standardization, architecture, security and QoS solutions.
Compared to QoS in traditional networks, the QoS in loT
environment is relatively less stabilized. More research and
improvement is needed for QoSissuesin loT asthe paradigm
of 10T is one of the fast growing one, and because of the
scalability, wide spread application areas, deployment
complexities and ubiquitous nature. The traditional QoS
parameters are inappropriate for 10T environment [3]. It is
crucial to bring in multi-objective optimization [2] for
effective QoS implementation, decison making and
adaptability to deal with critical QoS parameters like energy,
infformation accuracy, security, throughput, availability,
response time and bandwidth utilizations.

In the proposed work, QoS is implemented and managed
by acrosslayer QoS framework to guarantee the total QoS by
adaptability and decision making. The model uses the loT
functional modules as re-distributable across layers to lather
the functional modules to appropriate layer for achieving
effective QoS. Implementations are carried out to measure
the operationa efficiency with respect to energy usage and
bandwidth using distributed decision making. The result
shows that the proposed framework has given an improved
operational efficiency in loT systems for energy and
bandwidth.

The paper is organized into remaining sections as, the
details the review of related research worksin section 11, and
section |11 discusses the proposed QoS architecture and cross
layer framework for 10T environment, the implementation
and results are discussed in section 1V, and finally the paper
discusses the conclusion in section V.

II. LITERATURE REVIEW

From the literature review it is determined that the QoS,
QoS implementation and QoS support is embedded into the
loT systems at Individual layers by different methods like
‘algorithms and techniques for scheduling and optimization’
at perception layer for field nodes, and at network layer by
‘scheduling and routing’. QoS is also implemented based on
various concepts and research ideas like — ‘QoS based on
message classification’, ‘QoS aware service oriented [oT’,
‘Using priorities and grouping for QoS’, ‘behavior patterns of
intelligent sensor applications for QoS’, ‘service models used
for implementing QoS’.
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The IoT-A (Internet of Things Architecture) reference
model in [17] discussesthe |oT domain areas which are very
wide. There is no single architecture / model for al loT
implementations, so there a need for a reference model to
arrive at specific model/architecture. The reference model
concept for 10T architectureisone of the motivation to define
across layer QoS framework. As per the vision by 10T-A on
Internet of Things, the main motivation for creating the
reference model isto bring in interoperability of solutions at
the communication level, aswell as at the service level across
various platforms which defines a model with common
understandings [17]. There are various conceptua and
practical architecturesfor 10T for techno-functional and QoS
implementations [2] [3] [6], and these architectures are using
three layer architectures with layers as. perception layer,
network layer and application layer. 10T-A defined an IoT
reference model and |oT architectural reference model by
loT European Research Cluster (IERC) which can be used to
arrive a 10T reference architecture. The process and steps
which can be used to arrive at any specific architecture [17].

The authors in [3] explains the implementation of a QoS
model in |oT architecture with top down decision making
process across three layers (application, network and
sensing) using different optimization algorithms at each
layer. The implementation of message scheduling algorithms
for 10T sub groups (Priority & Effort based) by service
differentiation and assigning them traffic priorities is
implemented in [4] which works for cross layer QoS support
using multihop-Low Energy Adaptive Clustering
Hierarchy(LEACH) method [4].

The authorsin [5] study different QoS implementationsin
loT environment for intelligent sensors applications (mote)
and provisions QoS improvement. The QoS implementation
done by mapping the behavioral patterns to QoS parameters
(reliability, availability, energy efficiency, accuracy and
real-time) as a cross-layer solution and impacts behavior
patterns of mote applications. The adaptability of QoS
implementation across layers, should depend on the dynamic
behavior patterns. The common behavior patterns are:
one-shot vs. iterative, fixed period vs. changeable,
schedulable vs. non-schedulable, Initiative vs. reactive [5].
QoS architecture in [6] is defined by the three layer
architecture, and by classifying application types and QoS
levels for implementing the QoSin loT.

In [7] the QoS support is based on the concept of general
publish/subscribe for service oriented & general 10T systems.
The QoS aware implementation for publish/subscribe system
for 10T uses methods of ‘deadline aware system’ and ‘smart
dispatch’ for implementing QoS mechanism in IoT systems.
This was missing in traditiona publish/subscribe systems,
the message broker is modified in these systems to meet QoS
in 10T systems and results in better resource allocation and
minimizes number of failures [7]. An approach for QoS
service of RFID tracking systems is discussed in [8]. This
approach optimizes the number of packets exchanged
between reader and tags by optimizing the collisions of
responses between tags and reader is another energy
efficiency QoS implementation using ‘anti-collisions
protocols’.

Authors in [9] describe the QoS enablement based on
services models and service differentiation for WSNs
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integration in 10T which is achieved by the categorization of
loT applications and service models. For availability,
response time and reliability as QoS metrics in wireless
sensor network (WSN)/IoT a computational modeling based
on QoS using routing protocols is presented which uses
directed graph and mathematical models for different service
compositions.

The QoS maximization and network lifetime improvement
using anew consensus protocol with distributed optimization
is presented in [14] by Giuseppe et a for a resource
constrained 10T environment.

For utilizing the cloud services, 0T systems use the cloud
as an extended system. Consumers and service providerswill
have opposite and conflicting preferencesin terms of service
level agreements (SLAS). For achieving the QoS in a cloud
based 10T environment a negotiation protocol based on the
‘game of chicken’ is adapted for agreements of SLAs and
QoS [18].

Extending the QoS for 10T applications using 3GPP
LTE-advanced (LTE-A) networks is another QoS scheme in
loT. The 3GPP LTE-A systems have discontinuous
reception/transmission (DRX/DTX) mechanism to maximize
the sleep periods of devices and guarantee their QoS and
energy saving. For achieving the optimization of DRX/DTX
parameters to support QoS in loT DRX/DTX is extended in
an loT environment by guaranteeing packet loss rate, packet
delay and traffic bit-rate [12].

The multi-dimensional QoS for parameters energy,
accuracy and latency in WSNs in areal pervasive hedthcare
fall-detection application is achieved by adding additional
modulesin [15]. For the locally calculated consensus locally,
getsthe global consensusin an iterative manner for achieving
QoS improvement in a service oriented 10T. The QoS
improvement is implemented by improving trustworthiness
and robustness using a decision making process and
distributed consensus algorithm [16].

The detailed review of QoS architectures and
implementations in the 10T environments [19] indicate the
usage of hardware/devices, protocols, middleware
components, specific agorithms and combination of
hardware and software components to achieve QoS. Some of
the architectures design with additiona layers are basically
implemented by splitting the functions of these layers into
more than three layers for ease of support, maintenance and
implementation. The loT environment is dynamic and
ubiquitous, the need for adaptable algorithms for scheduling
and routing and distribution of computing isamajor research
area to explore. Though there are various approaches and
models to achieve QoS improvements, a comprehensive QoS
model for these dynamic loT environment with adaptability,
computation distribution in combination with dynamic
routing seem to be missing as per the understanding and
investigations made by the authors.

In thiswork we propose a comprehensive cross layer QoS
model for implementing the concepts of dynamic, adaptive,
auto configurable functional components for achieving
effective QoS for energy and bandwidth.
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I11. PROPOSED ARCHITECTURE AND CROSS
LAYER FRAMEWORK
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Fig. 1. ThreeLayer hourglass|oT architecture embedding
the functional modules at each layer

There are loosely defined architectures, protocols, standards,
and management system for 10T [1] [2] [10]. There are many
defined conceptual architectures, services and service
oriented architectures [16] discussed and implemented by
individual researchers, and there are specific architectures
adapted and implemented in product companies. Most of the
loT architectures are based on service oriented architecture
concepts. The IERC provides 10T-A, the architecture
reference model [17] for 10T which defines the reference
model and detailed steps to arrive at specific architecture for
any loT implementations.

For our research work we adapt a three-layer architecture
in the hourglass shape (narrow neck) asin Fig. 1, to indicate
the limited control in network layer functions and large
functional components at end layers. Managing and
controlling the 10T functional modules can be majorly
possible in application and perception layers, and in most of
the loT systems the mgjor functions of |0T are implemented
at two end layers.

The network layer does the layer specific functions
(similar to mobile networks), as it requires some of the
critical issues (ex. adaptability, dynamic IP addressing) to
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be tackled to get control and manage the deployable

components/network devices which are majorly on public

domain.

The functions of the three layer architecture are briefly
discussed to identify the adaptable and distributable functions
at the crosslayer and for better understanding of the functions
for QoS framework implementation.

Application Layer: The applications, systems and
end-users of thislayer consists of functional which consume
the real world data. The real world action is taken based on
the analysis, computations and decisions using the real world
[19].

o End Users, Applications & Systems: The functional
modulesin the application layer will be domain specific.
The functions and actions by the functional modules in
this layer will be based on the data received from lower
layers representing the real objects or situations. These
modules are not adaptable which are required at
application layers. These modules are not adaptable
which are required at application layers.

. Modules specific to 10T data: As the lIoT data is
continuous and large requires the functions of
optimizing for redundant and duplicate data from field
devices. The functional modules also would include the
functions of storing data for historic references, and data
retrieval for dynamic decisions and adaptability and
based on historic data. For effective QoS these modules
and components can be considered as adaptable &
distributable between application & perception layers.

Network Layer: The data from lower layer will be routed
or communicated to upper layer and vice versa by the
network layer. Network layer will have the components for
networking and communication devices, protocols and
routing / communication functions.

Perception Layer: The data sensing / gathering are the
functional modules in the perception layer which collect the
data from the machines, real world connected objects, and
people. Using the combination of control commands received
by upper layers and application systems/ users of the domain
and sensed data, the additional functional modules in the
layer can perform the functions of controlling field devices/
actions.

. Edge Nodes: The edge nodesin the 10T systems are
basically the smart embedded devices such as System on
Chips (SoCs), Microcontrollers etc. with limited of
storage, computing and communication capabilities.

. Field Devices. These are devices sensing the real
world data with or with-out any intelligence and are
capable of sensing information / data for a specific
domain / application. For example sensors, RFID,
actuator, mobile devices and other objects accessible
directly or indirectly and providing the field data in the
0T environment by enabling 10T application for actions
using real world data / situation. The layer components
can include devices, machines and objects with
computing capabilities and participating in 10T data.
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The data gathering can happen either at perception layer
from filed devices, if the layers are reversed upside down
then the data sensing and gathering for 10T enablement can
also happen at application layer if the data is from devices
like smart phones or other Internet enabled smart machines.

Based on thereview and study of existing |oT architectures
and QoS implementations, the proposed cross layer QoS
framework which categorizes the functionalities (with proper
definitions given to different parameters) and their servicesto
support the distributive nature of the loT platform in a
heterogeneous environment. The functional modules,
architecture layers, QoS parameters and SLASs are tightly
linked, interdependent, and related to each other. The model
is based on the concept of adaptability and distribution /
re-distribution of theloT functions/ functional modules on to
any selected layer for achieving effective QoS and SLAS.
SLAswhich are always tied with quality of service and other
contractual agreements between users and different service
providers. The priorities of QoS requirements by
stakeholders and architecture perspective could be different,
but the implementation and management should be done by
an integrated QoS model.

The QoS parameters are the factorsthat defines and control
the quality of service (QoS). The QoS parameters for each
layer are different and some of the QoS parameters will have
impact on QoS across layers and they are considered as cross
layer QoS parameters. The QoS parametersidentified at high
level for different 10T layers as per various reviews and
implementations are summarized aslisted in the review paper
[19]. The Table 1 provides the layer wise and crosslayer QoS
parameters.

TABLE 1 QoS Parametersand QoS Metrics

QoS Parametersand QoS

Metrics

e Service time, Availability of
service,

e Accuracy of service, Service
delay, Service load &
priority

e |Information or Data accuracy

Application | e Network deployment cost,

Layer Service usage cost

e Service Level Agreements
[SLAS] & service
degradation penalties

o Fault tolerance

e Services perform cost, load,
perform time, Reliability

e Latency, Bandwidth, Deay,
Packet lossrate, Jitter

Network o Network resources utilization

Layer e Life span of sensing networks

o Rdliability, Throughput,
Real-time

e Range for sensng and
actuation coverage

Perception e Sampling parameters

Layer e Synchronization Time

e L ocation/mobility

loT Layer Cross Layer QoS

Parameters

10T Coverage
Availability
Responsetime
Security
Data Qudlity
Energy
Bandwidth
Consumption
| Efficiency

From the literature review some of the key QoS parameters
at different layers are considered for distributable across
layers and for adaptability. Some of QoS parameters of
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application layer are: service time, services availability,
service delay, service accuracy, service load, service priority,
information accuracy, network deployment cost, service
usage cost, SLAs & penalties for service degradation and
fault tolerance and more.

The QoS parameters of network layer are: latency,
bandwidth, packet loss rate, delay, jitter, and network
resources utilization, life time of sensing networks,
reliability, and throughput and real-time.

The QoS parameters for perception layer are: Range for
Sensing and actuation coverage, sampling parameters, time
synchronization and location/mobility. The QoS parameters
common across layers are: 10T coverage, response time,
energy consumption / efficiency.

The volume and variety of QoS parameters across layers
demand the need for adaptability at each layer as adaptability
and distribution is minimally addressed. The QoS parameters
are measured and tracked by different SLAs defined as
contractual agreements between users and service providers
for providing QoS for any specific 10T implementation. The
functional modules specific to layer(s) are non-adaptable and
non-distributable. The functional modules would include
functionalities like making the decisions, computations,
analysis, interoperability between layers, control functions,
data gathering and many more 10T functions and domain
specific functions. The functiona modules which are
adaptable can be distributed / re-distributed across layers for
effective QoS achievement. Let us consider the set of layers
and functional modules for an 0T environment as L and M.

Let L = (1, 2...i) bethe set of layers D

For threelayer architecture the value of i=3. The total number
of layersi, varies based on the number of layers of the loT
system.

Let M = (1, 2, 3...j) bethe complete set of functional
modules across layers (modules of all layers). 2

The total number of functional modules j, varies based on
the number of functional modules in each of the layer. Some
ground rules to be considered for defining the functional
modules:

° Each of the functional module is considered distinct
by its name, function and action.
° If the name of the functional module is same it is

considered to perform same actions / function
irrespective of the layer.

For example ‘compression’ as a functiona module is
assumed to perform compression using same ‘algorithm’ or
‘steps’ irrespective of the layer it is implemented otherwise it
is considered as different functiona module. So if we
consider it as same functional module which can either be
implemented in layer 1, then we represent the ordered pair as
(1, ‘compression’) and as (3, ‘compression’) if it is
implemented at layer 3.

Adaptability of functional modules may depend on two
factors: (@) Depends on the external factors like data, traffic,
and environment variables etc.
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and (b) dependency with functional modules of other
layers for the overal functions of the loT system. The
proposed QoS framework defined here provides the solution
by categorization & optimization of functional modules in
the layered architecture. The loT functional modules can be
distributable and can be adapted across layer(s) for effective
QoS.

Layer specific (non-adaptable and non-distributable)
functional modules: Thefunctional moduleswhich are layer
specific, non-adaptable and non-distributable are defined by
the intersection of the sets of functional modules.

For identifying and defining the distinct set of functional
modules and type of functional modules as: (i) distributable /
adaptable modules and (ii) layer specific, we apply the
concepts of set theory. For example, let

M; = (‘dashboard-control’, ‘compression’, ‘decision
making’, ‘data sharing’) - be functional modules of layer 1.

M3z = (‘decision making’, ‘compression’, ‘data sharing’,
‘sensing’)- be the functional modules of layer 3.

M;N Ms3= (‘dashboard-control’, ‘sensing’) isthe set layer
specific which are non-adaptable and non-distributable
functional modules of layer 1 and 3 which will be defined as
ordered pair as: {(1, ‘dashboard-control ’), (3, ‘sensing’)}.

The generic layer specific sets for each layer can be defined
as.

Mis = (mzs1, Mi1s2, Mis3 ..... M1sn) modules specific for layer 1,
Mzs = (mzs1, Mzs2, Mzs3 ..... Mzsn) modules specific for layer 2,

Mss = (m3s1, M3s2, M3s3 ..... M3sn) modules specific for layer 3.

Application Lgyer
4 —— ]

Application Layer
specific modules

}\Mmmbﬂ m]M |

Adaptable N L
L - etwork Layer,

distributab m m

le Modules etwork Layer

specific modules
Across P

layers

Z (Myep M5y Mgz e, 4/ |

| My =/4"1a1: Myap M3 for Myat) |
<« —_———

Perception Laye

Perception Layer
specific modules

Fig. 2. Layer specific and adaptable functional
modulesin athree Layer hourglassloT
architecture.

Adaptable (adaptable and distributable) functional
modules: The functional modules which are adaptable,
adaptable and distributable are defined by the mutually
exclusive set of sets of functional modules. For the defined
sets M; and Mz as:
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(M1 UM3) — (M1 N M3) = (‘compression’, ‘decision making’,
‘data sharing’) isthe set of adaptable functional modules are
can either be adapted at layer 1 or layer 3. If we adapt both
modules at layer 3 then the ordered pair will be defined as
{(3, ‘compression’), (3, ‘decision making’), (3, ‘data
sharing’)}.

The generic adaptable sets for each layer can be defined as:

Mia = (Maat, Maa2, Maa3 ..... Mmnak) @daptable modules across
layers. Here n is the number of layers and adaptable modules
vary from 1 to k, and k is the total number of adaptable
modules of all layers. A generic lathering of functional
modules specific to layers and distributable modules are
shownin Fig 2.

The set of functiona modules Mia are layer specific
functions which are non-distributable. When the functions
are not similar then the functions will be mutually exclusive
with respect to the functions of other layer, where
distributivenessis minimal. Adaptability and distributiveness
can be incorporated in such heterogeneous 0T environment
by keeping the QoS specified or for improving the QoS.

V. IMPLEMENTATIONANDRESULTS

Implementation:  From  our  categorization and
identification we consider the functional modules ‘data
redundancy’ or ‘data compression’ a the perception layer as
adaptable modules. It is illustrated that the bandwidth and
latency improvement is achieved if we adapt the modules
either to eliminate ‘data redundancy’ or ‘data compression’
at the perception layer. The illustration is done using the
defined cross layer QoS architecture for 10T environment.
The loT implementation is done using a mobile APP
(Android) for the functionalities of perception layer (for
‘data gathering’ and other functionalities) and application
layer (for data processing and data access and more).

The application designed is implemented and run for a
construction company for six months at different site
locations to capture the field data of objects movements
(material and labor movement data). The Fig. 3 shows the
specific implementation block diagram.

\' | é )
T |
"
o [, LG Network Layer routing -
f‘b - -] -]

Data Gathering, adaptability &
decision making

Application Layer functions

Fig. 3. — Implementation block diagram

Verification: Implementation is verified for QoS
parameters bandwidth, energy and latency. The bandwidth
parameter is measured based on the users (number of
applications) with different data rates for different types of
data like text, images, audio, video and documents on different
network scenarios like GSM, data rate package, exclusive IP
network (WiFi) and some of 4G
networks with devices of
different capacities.
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Technology Stack: Android, Java, MySQL for storing the - —
data, cloud to host the mobile APP and web application TABLE 2 Latency for different file sizes/ network
developed using PHP. speeds
Testing conditions and duration: The application is
adapted and run for a construction company for a duration of
six months and at situations with and without internet
connections.
Implementation is carried out using the defined
architecture and QoS framework to verify the adaptation, 50 215 >0 o4 0.1
learning, and security aspects. The implemented android o . 20 02 0.08
mobile application does the following functions/ functional >0 01 004
modules categorized in perception and application layers as 200 80 izz 232 jj
below: 200 A T
e Capture data at fields using the GPS and time sensor. The 200 84 00 . o
data captured includes — images, documents, audio and 00 s ”
sensed data for load/unload/arrival of materials. The P o 500 2 0
captured data forms the inward inventory, crew data 500 215 =5 1 oa
counts and machinery run hours and distances. 500 215 0 02 0.08
e The perception layer implements the adaptability ‘data 1000 400 1000 52 208
compression’. 1000 400 1000 17 6.8
e Loca caching module (adaptable depending on network 1000 410 1000 3 1.2
availability) take care of decision making. 1000 400 1000 1 04
o Application layer component pushes data to cloud storage. 5663 o 5000 563 225.2
The data is shown in summary in the dashboard and 5000 2000 S0gy 88 35.2
same made available for data analytics. 2000 Sos0 5000 16 64
e The security is implemented by providing access to the 5000 > 2
system by authorized login id and password. 10000 4000 10000 1126 1204
10000 4100 10000 176 70.4
. oo Al 10000 32 12.8
Results: The system used functional modules for local 10000 4200 20000 m m
adaption and decision making at perception layer and

application layer for processing the gathered data
Verification is done for varied file sizes from 50 kb to 10 Mb

to find the latency time which directly related to bandwidth Time Taken / Latency - Pre and post adaption (standard conditions)

and energy. The adaptable module a perception layer 1 s e
compress the file sizes from the initial size (captured image / T Tt L e it
size) of 50 Kb to 2 Mb. The data of standard files sizes, 0 / L o e
network speed and latency is shown in Table 2. Thegraphin s
Fig. 4 and Fig. 5 showsthefilesize and latency for varied file 800 / B ety

sizes in different network speed conditions pre-adaptation
and post-adaptation.

From the results it is evident that the volume of data
exchanged based on adaptability improves the energy and
bandwidth (latency) efficiency. The graphs indicate the
energy and bandwidth consumption before and after
adaption. The results shows that the adaptability and
optimization improves the energy conservation, computing
power in turn improves the bandwidth efficiency and optimal

storage leads to improvement of QoSin loT environment. 26 00DHERBEDDHD
For Varied Network Speeds

Time Taken / Latency

Fig. 5. — Latency pre and post adaption for varied
network speeds
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File Sizes Pre-adaption, File Sizes Post-adaption

adaddt

File Size in Kb

2 4 6 8 10 12 14 16 18 20 22 24
For Varied Network Speeds

Fig. 4. — Filesizespre and post adaption for varied
network speeds

V. CONCLUSION AND FUTURE WORK

The new QoS framework and the overall scope of research is
identified and defined based on the investigations of various
QoS implementations in |oT environment by different
researchers. By the reviewsit is understood that achieving

QoS by cross layer QoS model with decision making and
adaptability isless addressed. The model categorizesthe 0T
functional modules for adaptability, distributable and
decision making. The cross layer QoS framework is defined
for achieving QoS optimization and improvement. The
implementation of categorized modules at perception layer
and application layer for energy efficiency and bandwidth
optimizations show the transreceiving and storage
efficiencies. Implementations carried out using the proposed
model to measure the QoS parameters bandwidth and latency
before adaptation and post adaptation. The results show that
the architecture, QoS framework and adaptable models help
in improving the QoS parameter values and thereby
improving the QoS in designed |0T system.

The future work will involve implementing machine
learning and deep learning a gorithms by varying adaptability
in functional modules across layers to achieve effective QoS
using defined architecture and framework.
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