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Abstract: Like the other multimedia that is spread on the 

Internet, images are also vulnerable to theft and attacks. 
Protecting the image is therefore an urgent necessity because it 
represents a large proportion of the digital content. Authentication 
and ownership protection are the basic demands of image security  

and these are achieved by applying watermarking techniques. For 
the Muslim world, the Holy Quran has its sanctity, which does not 
accept any controversy or doubt. As part of keeping pace with 
modern technology, digital copies of the Holy Qur’an are 

available, which are widely distributed all over the world. 
Therefore, it is necessary to ensure that these copies maintain 
their integrity and ensure that there are no malicious 
manipulations. In this paper, we propose an image watermarking 
scheme to authenticate the images of digital version of Holy 
Quran using discrete wavelet transform DWT. Here a fragile 
watermark is used to  clarify whether there is any modification 
occurred to the intended images. Initially the cover image is 
decomposed by DWT where 2nd and 4th level coefficients are 
exploited for watermark embedding. The intended watermark is 
obtained by scrambling the original cover image. Then the 
scrambled image is inserted into the DWT coefficients by several 
trials using different embedding gains. To evaluate our system and 
see how effective it is to detect any error or manipulation, PSNR, 
SSIM and MSE are employed beside that they are acting as an 
imperceptibility measure. Results proved that our method has 
achieved a good level of imperceptibility and can detect any slight 
tamper. It is necessary to bear in mind that this method is valid for 
application to normal color images as well and gives an excellent 
level of efficiency. 

Keywords: Holy Quran, Authentication, Discrete Wavelet 
Transform (DWT), Fragile watermark, Image watermarking, 
Scrambling.  

I. INTRODUCTION 

The worldwide expansion of the internet has contributed 

significantly to provide multimedia resources and digital data 
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exchange in its various forms (image, text, audio and video). 
Despite the fact that the Internet has overcome many of the 
obstacles facing the web users by providing them with an 
inexhaustible source of digital information, but on the other 
hand that is accompanied by increased piracy, copyright 
violations and digital content manipulation [1]. Therefore, 
the property rights protection and data integrity ensure have 
imposed themselves as an imperative concerns. Images 
represent a very important aspect of human life all over the 
world. It can be used to express diverse forms of information. 
For the Muslim world, the ease to obtain a digital version of 
the Holy Quran is one of the most important advantages 
provided by the internet. This has facilitated the acquisition 
of a portable soft copy of the Quran in mobile phones in 
addition to other smart devices. However, this could expose 
the distributed Quran copies to malicious attempts by some 
saboteurs to mislead the believers and confuse them about 
some of the doctrinal things on which their faith is based. 
Therefore, ensuring the validity of soft copies of Quran is a 
non-negotiable subject that cannot be overlooked [2]. 
Reaching this goal is via applying the watermark technique. 
Given the very sensitive nature of the Qur’anic text, so it is 
better to treat Qur’anic pages as an image. Therefore, image 
watermarking is the most appropriate way to detect any 
manipulation while maintaining the quality of the 
watermarked text image at the same time. Authentication or 
tamper detection is realized by using a fragile watermarking 
algorithm. The more fragile the watermark becomes, the 
more likely it is to discover any little manipulation. Image 
watermarking algorithms can be categorized to the following 
denominations: spatial domain and transform domain [3].  In 
spatial domain watermarking, the watermark is inserted into 
the host image by directly changing predefined pixels values 
via bit permutation [4]. The number of bits which are 
modified inside the pixels should be considered otherwise, 
the watermark will be noticeable. Spatial watermarking 
algorithms are simple and easy to be implemented with low 
cost but, it doesn’t guarantee a sufficient level of robustness 

as the watermark can be removed easily. For transform 
domain a robust watermarked image is obtained by 
exploiting the transform coefficients to hide the watermark. 
This technique withstands against attacks due to the fact that 
the secret information is spread in the whole spectrum [5]. 
Discrete Wavelet Transform (DWT) and discrete cousin 
transform (DCT) are considered as the most popular 
transforms. But DWT is dominant due to its better ability to 
localize time and frequency. 
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The remainder of the paper is summarized as follows. 
Section Ⅱ provides a summary of the methods and 
applications presented by previous researchers. Section III 
presents the proposed methodology while section IV 
provides system evaluation. Section V presents results and 
discussion while section VI concludes the paper and its 
future directions.  

II. LITERATURE REVIEW 

Image authentication dilemma has received great attention 
in watermarking field. But most of algorithms focus on 
traditional images and few are interested in images of the 
Holy Scriptures texts. The Holy Quran occupies a very great 
position in the Islamic society. Modern technology has 
contributed to provide soft copies of the great book. Given 
the spiritual importance of the Qur'an, any malicious attempt 
to mislead the believers must be taken into account. 
Obviously, it is imperative to make sure that the widespread 
Quran copies are authentic and to detect any alteration. The 
previous methods are either very simple so it is easy to detect 
the presence of a watermark or so complex that it takes a 
great time to insert and extract the watermark. Since 
watermarking is applied to about 604 pages, it should be fast, 
effective and requires less information during the extracting 
process [6]. 

 Kurniawan combines DWT with spatial domain for gray 
scale Quran images authentication [2]. Firstly DWT is 
applied to the host Quran image to get its wavelet 
components. The hash value of the original image is obtained 
and with the help of DWT coefficients. That matrix is used to 
alter the LSB of pixel values in the new image to produce a 
watermarked image. The same previous method was adopted 
in [7] in addition to applying the logarithm on images other 
than Quran images. 

A non-blind robust scheme for gray scale image is 
implemented in [8]. This one select the most convenient 
blocks in the host image for watermark insertion. Then the 
DWT factors of each selected block is obtained where SVD 
coefficients of LL sub-band and the watermark signal are 
calculated to have the watermarked image. 

Singh provides a contribution for identity authentication of 
medical images [9] by embedding both text and image 
watermarks. DWT, DCT and SVD are applied on cover 
image besides the watermark image whilst the text 
watermark is encrypted. The S component of watermark 
image is inserted in the S vector of the host image and the text 
mark is embedded in the diagonal component of second level 
of host image. 

An approach to assure the integrity of Holy Quran verses is 
implemented in [10]. Here RIPEMD160 and SHA256 hash 
functions are employed integrity check in addition to using a 
compression technique for the Arabic letters. This technique 
requires the hash value for each single verse during 
authentication process besides each verse has two different 
hash values obtained from RIPEMD160 and SHA256. This 
makes the extraction process more complicated. 

Another robust algorithm to protect gray scale images of 
Arabic text is employed by Alotaibi et al. [11]. This one 
combines both IWT and DCT to hide the gray scale 
watermark. First of all the host image is analyzed by IWT 
then DCT is applied to the lower side-band LL. Finally the 

watermark is embedded in the lower to medium coefficient of 
DCT. 

In [12], spatial domain and transform domain are joined 
together and produced an algorithm for Holy Quran pages 
authentication and manipulation recovery. Discrete wavelet 
transform DWT is employed to decompose the cover image 
to its DWT coefficients and the watermark is embedded. 
Then the watermarked DWT coefficient is converted back to 
the spatial domain where another watermark is hidden via the 
least significant bits.   A chaotic map is used to obscure the 
presence of a watermark and protect it from local attack. This 
algorithm provides a high level of imperceptibility and a high 
ability of tamper detection but this is at the expense of 
complexity plus it requires the existence of the host image 
during extraction process. 

Olanrewaju presented a non-blind algorithm to validate 
and protect the digital copy of Holy Quran by employing a 
fragile watermark [13]. The Host image is decomposed using 
2nd and 4th discrete wavelet transform DWT and the 
watermark image is inserted into its coefficients. This method 
is evaluated depending on small values of embedding factor 
K and when K is increased, the values of PSNR and SSIM 
decreased significantly. Also, the embedding procedure 
doesn’t provide a sufficient level of security to the 
watermark. 

III. PROPOSED METHODOLOGY 

     Our work focuses on the authentication of the copies of 
the Holy Quran that are circulating among Muslims through 
the Internet or smart devices and discover any alteration. 
Quran images are used to reach that goal through applying 
image watermarking technique in transform domain where 
DWT is assigned to decompose the Quran cover image. The 
watermark is specified by scrambling the cover image itself. 
This in turn contributes to reduce the required data during the 
watermark extraction when there is any doubt. As Quran 
pages are nearly 604 one, so using a blind algorithm is more 
flexible to reach the desired goal. 

A. Image scrambling 

Digital image scrambling is a method to encrypt the image 
content.  Its purpose is to disguise the image to become 
difficult for intruders to be distinguished. So the original 
image is converted by scrambling into random format which 
is meaningless and unrecognizable by users [14]. 

Like other methods, our procedure split into two parts. The 
first step is concerning of embedding the specific created 
watermark into the host Quran image to get the watermarked 
Quran image. Then the second step comes to authenticate the 
watermarked distributed Quran image.  

B. Embedding Procedure 

The embedding process of our proposed algorithm is 
illustrated in fig.1. The PNG cover image of digital Holy 
Quran pages has size of 512 x 368 and for the watermark 
image the size is 64 x46 or 32 x23. The host image and the 
watermark image are shown in fig. 2. 
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Fig. 1. The embedding process. 

   The watermark insertion steps are as follows: 
1) Watermark generation and this is done by scrambling 

the host image. So each Quran page has its own unique 
watermark which generated by scrambling the Quran page 
image itself. 

    
                         (a)                                              (b) 

Fig. 2.(a)The original Quran image, (b)The watermark 
image. 

2) The cover Quran images are decomposed using DWT into 
2nd (LL2, LH2, HL2, and HH2) and 4th (LL4, LH4, HL4, 
HH4) levels coefficients. This is accomplished by 
employing Haar filter Matlab tool and the output is shown 
in fig. 3 and 4. 

    

Fig. 3.2nd level DWT. 

 

 

 

Fig. 4.4th level DWT. 

3) The watermark image is inserted into the host Quran image 
coefficients using various values of embedding gain.  

4) IDWT is performed to reconstruct the image and get the 
watermarked image. 
Due to the sensitive nature of Holy Quran, the watermark 

should be unnoticeable. So as a confirmation on this issue, 
PSNR and MSE values are used as a measure of 
imperceptibility between the original image and the 
watermarked image. As image fidelity is a vital requirement 
for this application. 

C. Extraction Procedure 

The process of detection and hence validating the Quran 
page image content is done by reversing the embedding steps. 
As our algorithm is blind so, there is no need for the existence 
of the cover image.  The whole procedure is illustrated in 
detail in fig. 5. On this basis, document authentication is 
achieved according to the following steps: 
1) The watermarked image is decomposed into its DWT 2nd 

(LL2, LH2, HL2, and HH2) or 4th (LL4, LH4, HL4, HH4) 
level coefficients and this is determined based on the level 
used in the embedding process. 

2) Identifying the DWT coefficient in which the watermark 
was inserted and having the original watermark, the 
watermark is revealed from the required coefficient. 

3) Then, IDWT is carried out to merge the image parts and 
the output is the extracted host image EHI. 

4) The aforementioned original watermark is descrambled to 
produce the original host image OHI. 

5) Finally OHI and EHI are compared together to decide 
whether the image is authentic or exposed to tamper or 
manipulation. This is achieved by identifying the error 
between the two versions. To confirm the validity of the 
image, the resulting error shouldn’t exceed the value “1” 

and other than that value, the image is tampered. 

 

Fig. 5.The authentication process. 
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IV. SYSTEM EVALUATION 

A. Imperceptibility 

The main objective of this algorithm is to reveal any 
manipulation in the Quranic content by any saboteur. 
However, this is conditional on maintaining the image quality 
and integrity due to the paramount importance of the Holy 
Quran in the Islamic community. For this sake PSNR, SSIM 
and MSE are employed as a measure of imperceptibility 
evaluation between cover image and the resulting 
watermarked image [13]. 

The PSNR can be expressed in (1):   

         (1)    
Where PSNR is expressed in decibel (dB) and is defined as 

the ratio between the maximum value of the image pixels and 
the noise affecting that image [15]. 

Where MSE can be represented by (2): 

  (2) 
Where: 
N: The number of image pixels 

 : Original host image,    

: Watermarked image 
And SSIM can be defined in (3): 

 (3) 
Where:  
l: luminance component 
c: contrast component 
s: structure component 

α, β and  are parameters to adjust the components 

V. RESULT AND DISCUSSION 

The proposed algorithm uses two different levels of DWT 
to insert the identified watermark into the PNG format-stored 
host image. The first is the 2nd level DWT decomposition and 
the other one is the 4th level DWT decomposition. 

A. Watermark Insertion in 2nd Level DWT Coefficients 

    The sizes of cover image and watermark image are 512 
x 368 and 64 x 46 respectively. The two datasets of 
embedding gain values (k) are (0.001, 0.002, 0.003, 0.004) 
and (2.1, 2.3, 2.5, 2.8, 3). The value of k should be carefully 
chosen as it is exploited to control the watermark invisibility. 
Increasing K value strengthens the watermarking algorithm 
and makes it more robust but on the other hand it degrades the 
quality of the watermarked image as it reduces the 
imperceptibility between the original and watermarked 
images. Here the watermark joined with k is inserted into the 
four DWT coefficients (LL2, LH2, HL2, HH2) separately i.e. 
at each time one coefficient is employed to include the mark. 
The values of PSNR, SSIM and MSE for each region at the 
different embedding gain are listed in table Ⅰ and table Ⅱ 

respectively. 
    The results in table Ⅰ and Ⅱ indicate that for our 

algorithm the four host regions have almost convergent 
results of PSNR values and as the value of k increases, the 
value of PSNR decreases. Also SSIM values decrease with 
increasing k, while MSE value goes up. According to these 
values, it’s found that LL2 is the most appropriate region to 

hide a watermark, keeping in mind that other regions are also 
efficient.

 
Table-Ⅰ: PSNR (dB) for 2-level DWT Decomposition with No attack 

 
 

K 

A2(LL2) V2(LH2) H2(HL2) D2(HH2) 

PSNR PSNR PSNR PSNR 

ours Olanrewaju’s ours Olanrewaju’s ours Olanrewaju’s ours Olanrewaju’s 

0.001 INF 75.3453 INF 75.3453 INF 75.3453 INF 75.3453 

0.002 INF 69.3247 INF 69.3247 INF 69.3247 INF 69.3247 

0.003 INF 65.8029 INF 65.8029 INF 65.8029 INF 65.8029 

0.004 INF 63.3041 INF 63.3041 INF 63.3041 INF 63.3041 

……          ……..           ……..          ………       ………          ……..         ……….        ……….         ……… 

2.1 87.6598 45.6937 88.8408 45.1793 88.8408 45.1340 86.2084 45.7399 

2.3 52.5290 45.6664 51.6349 45.0213 51.6292 44.9197 51.6247 45.6116 

2.5 49.9751 45.6378 49.1683 44.8742 49.1749 44.7960 49.1687 45.4848 

2.8 49.6785 45.5099 48.8469 44.3772 48.8520 44.3149 48.8488 45.1604 

3 49.6785 45.3554 48.8469 44.0692 48.8520 44.0525 48.8488 45.0382 
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Table-Ⅱ: SSIM and MSE for 2-level DWT Decomposition with No attack 
 

 

 

K 

A2(LL2) V2(LH2) H2(HL2) D2(HH2) 

Olanrewaju’s Ours Olanrewaju’

s 
Ours Olanrewaju’

s 
Ours Olanrewaju’s Ours 

SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSIM MS
E 

SSI
M 

MSE 

0.00
1 

1 0.00
19 

1 0 0.99
98 

0.00
19 

1 0 0.99
99 

0.00
19 

1 0 0.999
8 

0.00
19 

1 0 

0.00
2 

1 0.00
76 

1 0 0.99
94 

0.00
76 

1 0 0.99
94 

0.00
76 

1 0 0.999
4 

0.00
76 

1 0 

0.00
3 

1 0.01
71 

1 0 0.99
89 

0.01
71 

1 0 0.99
88 

0.01
71 

1 0 0.998
8 

0.01
71 

1 0 

0.00
4 

1 0.03
04 

1 0 0.99
82 

0.03
04 

1 0 0.99
81 

0.03
04 

1 0 0.998
2 

0.03
04 

1 0 

……          ……..           ……..          ………       ………          ……..         ……….        ……….         ………     …………            ………….                ……… 

2.1 0.998
3 

0.50
29 

1 0 0.99
79 

0.58
36 

1 0 0.99
79 

0.58
64 

1 0 0.998
3 

0.50
05 

1 0 

2.3 0..99
82 

0.49
95 

0.99
98 

0.00
34 

0.99
78 

0.61
25 

0.99
88 

0.00
43 

0.99
77 

0.61
42 

0.99
88 

0.00
48 

0.998
2 

0.51
47 

0.99
88 

0.00
48 

2.5 0.998
2 

0.50
17 

0.99
98 

0.19
19 

0.99
76 

0.63
60 

0.99
81 

0.22
47 

0.99
76 

0.63
49 

0.99
81 

0.22
41 

0.998
1 

0.52
64 

0.99
81 

0.22
48 

2.8 0.998
0 

0.54
67 

0.99
99 

0.23
82 

0.99
71 

0.72
42 

0.99
80 

0.28
51 

0.99
70 

0.71
99 

0.99
80 

0.28
47 

0.997
9 

0.57
64 

0.99
80 

0.28
49 

3 0.997
8 

0.57
65 

0.99
99 

0.23
82 

0.99
76 

0.78
25 

0.99
80 

0.28
51 

0.99
76 

0.77
19 

0.99
80 

0.28
47 

0.997
8 

0.59
88 

0.99
80 

0.28
49 

 

B. Watermark Insertion in 4th Level DWT Coefficients 

For 4th level DWT decomposition, the cover image size is 
512 x 368 and the size of the watermark image is 64 x 46. The 
two datasets of embedding factor values (k) are (0.001, 0.002, 
0.003, 0.004) and (8.7, 8.9, 9.1, 9.3, 9.5). Here the watermark 
joined with k is inserted into the four DWT coefficients (LL4, 
LH4, HL4, HH4) separately i.e. at each time one coefficient 
is employed to include the watermark. The values of PSNR, 
SSIM and MSE for each region at the different embedding 
factor are listed in table Ⅲ and Ⅳ respectively. From the 
table, the values of the PSNR, MSE and SSIM are the same in 
the four embedding regions for k values of 0.001, 0.002, 
0.003 and 0.004. Increasing the range of embedding factor to 

8.7, HH4 region has a higher value of PSNR than other 
regions, while the values of MSE and SSIM are the same for 
all regions. With increasing the gain farther, LL4 region has 
the best values of these parameters. 

C. Comparison between 2nd and 4th Level DWT 

Comparing the results of 2nd level and 4th level of DWT 
decomposition, it’s found that 4th level has higher values of 

PSNR, MSE and SSIM. This brings us to the concept that the 
resulting watermarked image by 4th level DWT 
decomposition is more imperceptible than that one obtained 
by 2nd level DWT decomposition. And both cases provide an 
excellent level of imperceptibility and this is obvious in fig. 6 
and fig. 7. 

http://www.ijeat.org/
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                                                             (a)                                                                    (b) 

  Fig. 6. (a) LL2 watermarked image with k=2.1, (b) Extracted image.                                                                                                                                                                                                                                  

                                                                   
                                                      (a)                                                                 (b) 

Fig.  7. (a) LL4 watermarked image with k=2.1, (b) Extracted image.

Table-Ⅲ: PSNR (dB) for 4-level DWT Decomposition with No attack 
 

 

K 

A4(LL4) V4(LH4) H4(HL4) D4(HH4) 

PSNR PSNR PSNR PSNR 

ours Olanrewaju’s ours Olanrewaju’s ours Olanrewaju’s ours Olanrewaju’s 

0.001 INF 87.7088 INF 87.7088 INF 87.7088 INF 87.7088 

0.002 INF 81.6882 INF 81.6882 INF 81.6882 INF 81.6882 

0.003 INF 78.1664 INF 78.1664 INF 78.1664 INF 78.1664 

0.004 INF 75.6676 INF 75.6676 INF 75.6676 INF 75.6676 

……          ……..           ……..          ………       ………          ……..         ……….        ……….         ……… 

8.7 78.0189 53.8820 73.6420 53.5181 80.0184 53.5212 81.5878 53.5234 

8.9 58.9260 53.4951 58.4425 53.1115 58.0414 53.1163 58.4301 53.1176 

9.1 53.4669 53.1344 52.5848 52.7330 52.6363 52.7359 52.5061 52.7363 

9.3 51.6657 52.7558 50.7416 52.3369 50.7855 52.3401 50.8147 52.3392 

9.5 51.4111 52.4141 50.5641 51.9776 50.5780 51.9787 50.5519 51.9771 
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Table-Ⅳ: SSIM and MSE for 4-level DWT Decomposition with No attack
  

 

 

K 

A4(LL4) V4(LH4) H4(HL4) D4(HH4) 

Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours 

SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE SSI
M 

MSE 

0.001 1 0.000
1 

1 0 1 0.000
1 

1 0 1 0.000
1 

1 0 1 0.000
1 

1 0 

0.002 1 0.000
4 

1 0 1 0.000
4 

1 0 1 0.000
4 

1 0 1 0.000
4 

1 0 

0.003 1 0.001 1 0 0.999
9 

0.001 1 0 0.999
9 

0.001 1 0 0.999
9 

0.001 1 0 

0.004 1 0.001
8 

1 0 0.999
9 

0.001
8 

1 0 0.999
9 

0.001
8 

1 0 0.999
9 

0.001
8 

1 0 

……          ……..           ……..          ………       ………          ……..         ……….        ……….         ……… 

8.7 0.999
8 

0.059
2 

1 0 0.999
7 

0.064
2 

1 0 0.999
7 

0.064
0 

1 0 0.999
6 

0.064
1 

1 0 

8.9 0.999
8 

0.063
6 

0.999
9 

0 0.999
7 

0.068
8 

0.999
8 

0 0.999
7 

0.068
6 

0.999
7 

0 0.999
6 

0.068
7 

0.999
7 

0 

9.1 0.999
8 

0.067
1 

0.999
8 

0 0.999
6 

0.072
7 

0.999
2 

0 0.999
6 

0.072
5 

0.999
2 

0 0.999
5 

0.072
6 

0.999
1 

0 

9.3 0.999
8 

0.069
6 

0.999
8 

0 0.999
6 

0.075
4 

0.999
1 

0 0.999
6 

0.075
2 

0.999
1 

0 0.999
5 

0.075
3 

0.998
9 

0 

9.5 0.999
7 

0.072
1 

0.999
8 

0.007
8 

0.999
5 

0.078
3 

0.999
1 

0.009
3 

0.999
5 

0.078
0 

0.999
1 

0.008
5 

0.999
4 

0.078
2 

0.998
8 

0.009
8 

D. Effect of Salt and Pepper Attack  

The watermarked Quran image was exposed to salt and 
pepper noise with 0.02 noise density. Table Ⅴ and Ⅵ 

illustrate the values of PSNR and SSIM when salt and pepper 
attack is applied on watermarked images using 2nd and 4th 
level DWT decomposition. By comparing the obtained 
results of PSNR and SSIM of attacked image in the table Ⅴ 

and Ⅵ with the results of PSNR and SSIM without applied 
attack, it is noticeable that their values are significantly 
decreased in all cases. The lower the values of PSNR and 
SSIM of a tampered image, the greater the fragility of the 
scheme to attacks and this is the desired goal of the proposed 
algorithm.  

E. Effect of Gaussian noise 

Gaussian noise with variance of 0.02 is applied to the 
watermarked image. The PSNR and SSIM values in tables 
Ⅶ and Ⅷ obtained when the watermarked image is 
exposed to Gaussian noise for both 2nd and 4th level DWT is 
much lower than its counterpart when there is no attack. This, 
of course, shows the ability of the algorithm to detect any 
manipulations. Fig. 8 and fig. 9 illustrate the watermarked 
image after salt and pepper and Gaussian noise attacks 
respectively. 

The two aforementioned attacks tend to remove the 
watermark by altering the watermarked image features and 
manipulating the matrices values that representing the image.
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Fig. 8.Watermarked image after salt and pepper attack.          Fig. 9.Watermarked image after Gaussian Noise 
attack. 

 
Table-Ⅴ: PSNR (dB) and SSIM under Salt & Pepper Attack for 2-level DWT Decomposition 

 

 

K 

A2(LL2) V2(LH2) H2(HL2) D2(HH2) 

Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

0.001 20.770
3 

0.75
59 

20.734
5 

0.66
21 

20.757
1 

0.75
21 

20.754
3 

0.66
68 

20.782
8 

0.75
55 

20.753
4 

0.66
56 

20.694
5 

0.75
11 

20.659
9 

0.65
84 

0.002 20.731
5 

0.75
24 

20.656
6 

0.65
95 

20.783
0 

0.75
76 

20.661
4 

0.65
78 

20.743
8 

0.75
44 

20.810
9 

0.66
69 

20.791
7 

0.75
39 

20.669
0 

0.66
04 

0.003 20.729
7 

0.75
16 

20.740
4 

0.66
19 

20.745
4 

0.75
16 

20.640
9 

0.65
85 

20.785
7 

0.75
63 

20.646
3 

0.65
70 

20.798
4 

0.75
42 

20.696
7 

0.66
11 

0.004 20.766
2 

0.75
54 

20.671
0 

0.66
22 

20.742
5 

0.75
49 

20.862
0 

0.67
03 

20.745
3 

0.75
20 

20.666
6 

0.66
15 

20.733
7 

0.75
31 

20.706
7 

0.66
19 

……          ……..           ……..          ………       ………          ……..         ……….        ……….         ………      ………        ………….           ……….. 

2.1 20.716
4 

0.75
04 

20.746
0 

0.66
33 

20.797
7 

0.75
71 

20.806
4 

0.66
64 

20.768
1 

0.75
35 

20.692
8 

0.66
05 

20.772
8 

0.75
31 

20.704
0 

0.66
32 

2.3 20.663
3 

0.74
92 

20.798
9 

0.66
63 

20.737
6 

0.75
45 

20.782
9 

0.66
68 

20.729
7 

0.75
28 

20.743
9 

0.66
29 

20.710
3 

0.75
18 

20.714
2 

0.66
20 

2.5 20.710
7 

0.75
29 

20.676
7 

0.65
73 

20.757
0 

0.75
55 

20.639
1 

0.65
60 

20.738
4 

0.75
09 

20.745
0 

0.66
46 

20.714
6 

0.75
21 

20.717
5 

0.66
25 

2.8 20.619
5 

0.74
73 

20.659
3 

0.66
16 

20.760
5 

0.75
40 

20.660
8 

0.65
92 

20.730
4 

0.75
10 

20.737
6 

0.66
44 

20.724
2 

0.75
31 

20.784
4 

0.66
49 

3 20.739
1 

0.75
30 

20.733
7 

0.66
41 

20.747
0 

0.75
31 

20.757
4 

0.66
78 

20.747
1 

0.75
22 

20.777
3 

0.66
82 

20.770
7 

0.75
41 

20.609
6 

0.65
49 
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Table-Ⅵ: PSNR (dB) and SSIM under Salt & Pepper Attack for 4-level DWT Decomposition 

 

 

K 

A4(LL4) V4(LH4) H4(HL4) D4(HH4) 

Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours 

PSNR 
SSI
M 

PSNR 
SSI
M 

PSNR 
SSI
M 

PSNR 
SSI
M 

PSNR 
SSI
M 

PSNR 
SSI
M 

PSNR 
SSI
M 

PSNR 
SSI
M 

0.001 
20.760

2 
0.75
31 

20.793
4 

0.66
58 

20.680
2 

0.75
05 

20.699
7 

0.65
95 

20.724
3 

0.75
17 

20.783
8 

0.66
56 

20.773
5 

0.75
57 

20.763
7 

0.66
37 

0.002 
20.768

1 
0.75
33 

20.746
0 

0.66
44 

20.760
3 

0.75
12 

20.766
5 

0.66
47 

20.817
5 

0.75
79 

20.801
0 

0.66
65 

20.772
8 

0.75
50 

20.762
4 

0.66
72 

0.003 
20.663

9 
0.75
19 

20.800
3 

0.66
67 

20.712
7 

0.75
19 

20.721
9 

0.66
05 

20.712
3 

0.75
09 

20.706
1 

0.66
12 

20.741
5 

0.75
22 

20.654
6 

0.66
07 

0.004 
20.757

1 
0.75
34 

20.635
6 

0.66
02 

20.668
5 

0.75
06 

20.697
3 

0.66
20 

20.730
4 

0.75
20 

20.772
7 

0.66
35 

20.669
9 

0.74
99 

20.713
3 

0.66
19 

………….            …………….                  ……………….                       ………………                …………..                   …………….                      …………            ……. 

8.7 
20.710

3 
0.75
03 

20.713
4 

0.66
26 

20.770
2 

0.75
18 

20.686
0 

0.66
01 

20.666
4 

0.75
10 

20.654
1 

0.66
11 

20.750
4 

0.75
52 

20.827
4 

0.66
75 

8.9 
20.730

8 
0.75
25 

20.775
4 

0.66
49 

20.782
7 

0.75
43 

20.712
4 

0.66
26 

20.699
9 

0.75
10 

20.726
5 

0.66
45 

20.726
2 

0.75
10 

20.666
2 

0.65
90 

9.1 
20.834

5 
0.75
46 

20.846
5 

0.67
35 

20.685
1 

0.75
03 

20.663
7 

0.66
14 

20.744
6 

0.75
28 

20.729
6 

0.66
34 

20.756
5 

0.75
26 

20.769
1 

0.66
61 

9.3 
20.668

4 
0.74
89 

20.717
4 

0.66
08 

20.713
0 

0.75
30 

20.650
3 

0.65
67 

20.784
3 

0.75
46 

20.687
8 

0.65
89 

20.759
3 

0.75
43 

20.793
9 

0.66
63 

9.5 
20.736

9 
0.75
21 

20.731
6 

0.66
58 

20.766
0 

0.75
37 

20.754
8 

0.66
30 

20.720
9 

0.74
99 

20.663
7 

0.66
15 

20.750
7 

0.75
40 

20.664
8 

0.65
91 

Table-Ⅶ: PSNR (dB) and SSIM under Gaussian noise for 2-level DWT Decomposition 

 

 

K 

A2(LL2) V2(LH2) H2(HL2) D2(HH2) 

Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

0.001 22.112
5 

0.74
43 

22.262
8 

0.63
09 

22.085
6 

0.74
29 

22.274
1 

0.63
14 

22.095
8 

0.74
38 

22.262
8 

0.63
06 

22.095
6 

0.74
41 

22.268
9 

0.63
05 

0.002 22.117
3 

0.74
43 

22.251
5 

0.63
07 

22.106
6 

0.74
36 

22.260
4 

0.63
03 

22.103
5 

0.74
37 

22.254
2 

0.63
06 

22.094
5 

0.74
37 

22.260
9 

0.63
09 

0.003 22.104
8 

0.74
39 

22.259
0 

0.63
00 

22.084
7 

0.74
31 

22.259
5 

0.63
01 

22.091
4 

0.74
34 

22.240
1 

0.62
91 

22.104
6 

0.74
37 

22.246
0 

0.63
05 

0.004 22.105
5 

0.74
40 

22.248
3 

0.63
07 

22.105
4 

0.74
35 

22.257
1 

0.63
05 

22.098
3 

0.74
32 

22.243
3 

0.63
00 

22.089
4 

0.74
37 

22.259
9 

0.63
03 

……          ……..           ……..          ………       ………          ……..         ……….        ……….         ………      ………        ………….           ……….. 

2.1 22.090
0 

0.74
36 

22.253
5 

0.63
04 

22.098
9 

0.74
35 

22.256
3 

0.63
04 

22.080
2 

0.74
29 

22.257
4 

0.63
04 

22.115
3 

0.74
47 

22.253
0 

0.63
05 

http://www.ijeat.org/


 
A Dwt and Scrambling Based Blind Watermarking Algorithm for Digital Images Authentication   

2989 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: B4060129219/2019©BEIESP 
DOI: 10.35940/ijeat.B4060.129219 
Journal Website: www.ijeat.org 

2.3 22.096
9 

0.74
42 

22.274
6 

0.63
20 

22.088
1 

0.74
34 

22.234
1 

0.62
99 

22.084
4 

0.74
32 

22.242
4 

0.62
97 

22.087
8 

0.74
34 

22.236
7 

0.62
89 

2.5 22.114
3 

0.74
47 

22.286
5 

0.63
19 

22.080
8 

0.74
33 

22.229
0 

0.62
85 

22.093
3 

0.74
35 

22.212
1 

0.62
84 

22.085
2 

0.74
27 

22.240
7 

0.62
86 

2.8 22.086
8 

0.74
35 

22.293
0 

0.63
18 

22.082
2 

0.74
35 

22.223
0 

0.62
89 

22.069
5 

0.74
28 

22.210
7 

0.62
80 

22.080
5 

0.74
31 

22.224
0 

0.62
89 

3 22.110
4 

0.74
37 

22.269
9 

0.63
13 

22.073
4 

0.74
29 

22.214
7 

0.62
83 

22.074
0 

0.74
29 

22.217
0 

0.62
83 

22.083
0 

0.74
31 

22.218
5 

0.62
86 

Table-Ⅷ: PSNR (dB) and SSIM under Gaussian noise for 4-level DWT Decomposition 

 

 

K 

A4(LL4) V4(LH4) H4(HL4) D4(HH4) 

Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours Olanrewaju’s Ours 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSIM PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

PSNR SSI
M 

0.001 22.098
7 

0.74
39 

22.257
5 

0.63
10 

22.092
5 

0.7431 22.270
0 

0.63
15 

22.103
1 

0.74
37 

22.263
1 

0.63
12 

22.090
2 

0.74
37 

22.259
4 

0.63
08 

0.002 22.098
9 

0.74
35 

22.234
6 

0.62
97 

22.092
1 

0.7435 22.274
5 

0.63
11 

22.103
8 

0.74
42 

22.268
9 

0.63
10 

22.094
3 

0.74
33 

22.257
1 

0.62
96 

0.003 22.094
2 

0.74
35 

22.255
2 

0.63
09 

22.083
8 

0.7431 22.227
0 

0.62
99 

22.092
4 

0.74
35 

22.251
9 

0.63
02 

22.104
7 

0.74
40 

22.262
8 

0.63
02 

0.004 22.097
7 

0.74
41 

22.274
4 

0.63
17 

22.111
6 

0.7441 22.254
8 

0.63
04 

22.092
1 

0.74
35 

22.255
4 

0.63
02 

22.088
0 

0.74
31 

22.266
7 

0.63
07 

   ………….            …………….                  ……………….                       ………………                …………..                   …………….                      …………            ……. 

8.7 22.086
0 

0.74
32 

22.262
2 

0.63
06 

22.083
9 

0.7434 22.255
1 

0.63
06 

22.092
0 

0.74
41 

22.245
7 

0.62
98 

22.084
2 

0.74
31 

22.235
6 

0.62
9 

8.9 22.099
2 

0.74
34 

22.271
5 

0.63
17 

22.092
6 

0.7436 22.256
0 

0.63
06 

22.096
2 

0.74
33 

22.251
7 

0.63
03 

22.075
1 

0.74
25 

22.263
9 

0.63
08 

9.1 22.095
1 

0.74
40 

22.269
2 

0.63
19 

22.086
9 

0.7428 22.235
8 

0.62
99 

22.086
8 

0.74
32 

22.242
2 

0.63
01 

22.088
5 

0.74
34 

22.249
9 

0.63
01 

9.3 22.094
0 

0.74
34 

22.290
1 

0.63
29 

22.084
1 

0.7426 22.230
3 

0.62
90 

22.082
8 

0.74
26 

22.235
5 

0.63
00 

22.074
2 

0.74
28 

22.229
0 

0.62
94 

9.5 22.094
7 

0.74
39 

22.261
4 

0.63
20 

22.098
6 

0.7436 22.238
2 

0.62
96 

22.086
5 

0.74
32 

22.219
5 

0.62
85 

22.079
3 

0.74
35 

22.243
4 

0.62
93 

F. Effect of Cropping 

This type of geometrical attacks aims to distort certain 
portions of the watermarked image to adversely affect the 
watermark extraction process. Experimentally the attack is 
implemented by removing some parts from the watermarked 
image. The watermarked image is displayed in fig. 10 after 
deleting small parts of it. It’s found that the values of PSNR 

and SSIM significantly  decreased to 14.3302 dB and 0.5199 
respectively. 

 
 
 
 
 

 
Fig. 10. Watermarked image after cropping attack. 
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G. Tamper Localization 

The proposed algorithm is evaluated based on 
watermarked image quality using PSNR, SSIM and MSE. 
It’s important for our scheme to have a localization 

capability. Tamper location is identified by calculating the 
difference in pixel values between the original image and the 
watermarked one.  Thus the image of the difference becomes 
an indication of where the tamper occurred. For the original 
image in Fig. 2 (a) and the watermarked image with no 
tamper in Fig. 11 (a), the difference image between the is 
shown in Fig. 11 (b). From the difference image, it’s clear 

that the watermarked image doesn’t have any tamper. 

         
                   (a)                                                (b) 
Fig. 11. (a) Watermarked image, (b) Difference image. 

 
    But with concerning to the watermarked images in fig. 8 

and fig. 9 which are exposed to salt and pepper attack and 
Gaussian noise respectively, the difference image is 
illustrated in fig. 12.  

      
                         (a)                                      (b)                                                               
Fig.  12. Difference image for (a) Salt and pepper, (b) 

Gaussian noise attacked watermarked images. 

H. Comparison with Related Work 

Regarding to the results of PSNR, SSIM and MSE in 
tables 4.1, 4.2, 5.1 and 5.2, it’s found that for all embedding 

regions, the proposed method is superior to Olanrewaju’s 

algorithm and this led to the advantage of having an excellent 
level of imperceptibility. This was done at the expense of 
increasing the complexity of our scheme by adding the 
scrambling step.  

Also with comparing the results when attacks are added, 
we observe that the values of PSNR achieved by our 

algorithm are a little bit higher than the values obtained by 
Olanrewaju [13]. Whereas our SSIM value is lower than the 
one in Olanrewaju’s algorithm. These results lead us to the 

fact that our algorithm is more fragile than the method 
presented by Olanrewaju.  

VI. CONCLUSION AND FUTURE DIRECTIONS 

For Holy Quran text images authentication purpose, a 
blind fragile image watermarking scheme is presented in this 
paper. DWT in addition to scrambling principle are employed 
to achieve this goal. The scrambled watermark strengthens 
the performance of the algorithm. Coefficients of both 2nd 
and 4th levels of DWT are exploited to conceal the watermark 
at different levels of embedding factor K. Simulation results 
proved that the four regions of 2nd level of DWT gives 
convergent values of PSNR, SSIM and MSE for a specific K 
value and so does the 4th level of DWT coefficients. The 
proposed method has achieved a better level of 
imperceptibility than other methods. Besides, watermarking 
using 4th level of DWT decomposition is more imperceptible 
than that obtained by 2nd level DWT decomposition. After 
being attacked, the results obtained using the watermarked 
attacked image verifies that the watermark is damaged. So 
the fragility characteristic is successfully utilized. This 
algorithm is also applicable to traditional color images and 
achieves the same performance. In future research, we will 
work to find new, more effective ways to correct the 
tampered part and restore the cropped section. 
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