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Role of Some Integral Transforms in Cryptography
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Abstract: There are so many methods for the process of
cryptography in literature. In this paper we present encryption
and decryption method by using Laplace transform & Sumudu
transform and their inverses. The purpose of using this method is
for more security in communication as compared to other
methods because cipher text obtained by this method could not be
cracked by other personseadly. In thefirst part we apply Laplace
transform to trigonometric cosine function for Sumudu
transform for the same purposeFiinally we conclude by
comparing these two methods.
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[ INTRODUCTION

Cryptography is the science of making communications
unintelligible to all except authorized parties. Classicaly the
making and breaking of secret codes has usually been
confined to diplomatic and military practices. With the
growing quantity of digital data stored and communicated
by eectronics data-processing systems, organizations in
both the public and commercia sectors have felt the need to
protect information from unwanted intruson. In the
language of cryptography codes are called ciphers and the
information to be concealed is called plaintext. Transformed
message in secret form is called ciphertext.The process of
converting from plaintext to cipher text is said to be
encrypting whereas the process of changing from cipher text
to plaintext is said to be decrypting. The word Cryptography
comes from the Greek word kryptos which means hidden
and graphein means ‘to write”. After demonetization in
2016 people prefers cashless transactions like A.T.M., Pay
TM, Mobile banking, internet banking etc.to operate these
facilities password is required. Cryptology consists of
Cryptography and cryptanalysis which deals with breaking
secret messages. In Mathematical Sciences a transformation
is such a device which is useful for the conversion of one
function f(t) into another function of new
variables f(p),f (s) etc. For almost two centuries we have
used integral transforms successfully in Mathematical
sciences and Engineering field. Some authors have applied
Sumudu transform to exponential functionsin the process of
encryption and decryption [6].In this paper we are applying
Sumudu transform to trigonometric cosine functions for the
same process. Laplace transform is one of the oldest and
commonly used integra transform available in literature.
Laplace transform  technique was devel oped by the French
Mathematician Pierre Simon de Laplace in 1779 [1].
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A. Laplacetransforms[1, 2]
Def. 1The Laplace transform of g(y) is defined by

Lig»)] =F(p) = [ e ™™ g(»)dy. ,Re(p)> 0
Where e PYthe kernd of thistransform and pisisthe
transform variable which is a complex number.

Def.2 If F (p) isthe Laplace transform of g(y) then the
inverse Laplace transform of F (p) isg(y) and we
write LH{F(p)} = g().

B. Sumudu transforms:[3]
InN1990 Gamage K. Watugala has introduced a new
transform namely Sumudu  transform which is similar to
Laplace transform [3]. The meaning of Sumudu is smooth
and this is Sinhala word.Sumudu transform is theoretical
dual of the Laplace transform.
Def.3 The sumudu transform of f(x) is defined by G (u)

= fo‘” % e_Txf (x) dx over the set B of functions defined by

x|
B= {f(x) such that 3 N,x; x, > 0, [f(x)| <Ne*j,x €
(=1)7X[0,0)}

Def.4 If G (u) isthe Sumudu transform of f (x) then the
inverse Sumudu transform of G (u) isf (x) and we
writeS™1(G (u)) = f (x).

II.  METHOD OF CRYPTOGRAPHY BY
APPLYING L.T. TO TRIGONOMETRIC SINE &
COSINE FUNCTION [6, 7]

In this method we can convert the given plain text in to such
a hidden text which could not Possible to crack without key
by operating Laplace transforms. Suppose that we are given
ABCDEFGH............. Z. as a plain text. In the first
step we have to give the following alotment to |etters in the
given plain text.
A-0B->1C->2D->3E—>4F->5G->6H-
7,1-8]-9K->10,L->11,M->12,N-> 13,0 »
14,P - 15,Q > 16, R-1- 18, T - 19,U - 20,V >
21,W - 22,X > 23,Y > 24,Z > 25

Consider the trigonometric Cosine series given by
n2ym+2 1,141-yn+41-

y®cosny =y ——— 4+ ———....... (1)

2! 4!

Let Hy, Hy, Hy, ...H; be the coefficients of the eq"
-~ Wewrite

Hy™ cosny = Hyy™ — H; =4 H, -
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By operating Laplace transform to eq™ (2) we will obtain
one equation containing some new variable in denominator
and some values in the numerator (we call them as resulting
values say r;) adjusting these resulting values such thatr;
= H;'mod 26 fori = 0,1,------,j we obtain H; which is our
required cipher text.

As decryption is the reverse process of encryption we can
obtain plain text by applying I.L.T. of L{Hy™ cosny}.

To determine cipher text by applying L.T. to trigonometric
cosine function we may use the above method by
considering some series of the form Hy™ cos ny

i, ENCRYPTION & DECRYPTION OF GIVEN
MESSAGE BY APPLYING LAPLACE
TRANSFORM & INVERSE LAPLACE

TRANSFORM
Ex. (3.1): consider the plaintext given by
P A T A L G A N G Aadbyour

allotment be equivalent to

1501901160 13 6 O

Let usassumethatH, =15, H; = 0,H, = 19,H; =

0,H, = 11,H; = 6,H, =0, H, = 13,Hg = 6,Hy = 0
.Ca= (i): when m=1& n=1eq" (2) becomes

3 5 7 9
Hy cosy = Hoy—Hlj;—!+H23;—!—H33;—!+H43;—!... 3

. - _o¥ Y oY1 g2t

~Hycosy =15y 02!+194! 06!+118! 610!+
13 15 17 19

02=-131-+62- -0
12! 14! 16! 18!

Operating Laplace transform to both sides of equation (3)
we have

L{Hy cosy} =15 L[y] - Z LIy*] + 2 LIy*] - LIy"] + 5
91 _ 6 11 o 137 _ 13 15 6 1771 _
LIy®] = Ly + 5 Lyl = Ly + L LIyY]

—L[y"]

18

15 0 95 0 99 66 0 195
LHycosy} =G -G+ Gtmmtm o
102 0
18 <20 (4)
S S

Letr,=15r, =0, r, =95, r; =0, r, =99, r5 = —66,
r¢ = 0,r;, = —195,1r3 = 102,r = 0

Let uscalculate H; such that r; = H; mod 26

i.e
15 = —-11mod 26,0 = Omod 26,95 = 17mod 26,0 =
Omod 26,99 = —5mod 26,—66 = 12mod 26, 0=
0mod 26,—195 = 13mod 26, 102 = —2mod 26,0 =
—0mod 26

LetH, =—11,H, , =0,
H, =17,H;=0H, =-5,H;=12, H, =0, H, =13, Hg =—2,
H, =0 Thus cipher text for given plaintext will be
11 0 17 0 5 12 0 0 13 2 Oie

LA RAFMANTCA

Table(1) Representing encryption process by applying L aplace transforms

i H; I; = (—l)i(Zi + 1H; ' Hi'=ri — 26Kk;
r; — H;
ki =776

0 15 15 1 —-11
1 0 0 0 0
2 19 95 3 17
3 0 0 0 0
4 11 99 4 -5
5 6 —66 -3 12
6 0 0 0 0
7 13 —195 -8 13
8 6 102 4 -2
9 0 0 0 0

From the above table we see that 1,0,3,0,4,—3,0, —8,4,0 is
the key to open the given message which isin hidden form.
we may generalize the thisresult as

R(1): LetHoH;H,  Hjbe coefficients of y cosy then the
given plaintext in terms of H; under the Laplace transform
of Hy cosy can be converted to cipher text H; = r; — 26k;
wherer; = (—1)1(2i + DH; and

k; = ri—H; fori=0,1,2,34, .......,j.

T 26
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Similarly by operating Laplace transform to equation (2) for
thevalues 2,3,...... for m & n more generally we have
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R(2): LetHoH;H, .
the given plaintext in terms of H;under the Laplace
transform Ofym cosny can be converted to cipher text Hy
=r, — 26k; wherer; = (—1)In?'(2i + 1)(2i +

Hjbe coefficients of y™ cosn y then

2.......2i+m Hi &
k; =”‘—ifori=01234 -
L *{L{Hycosy} } = L™ [ 21—t (= ]+L‘1[6]—

195

L_[]+L_[ ] L_l—]+

102:| 1[_
0L+11% — 62 +0 2~ 132+ 62— 0% which
! 10! 12! 14! 16! 18!
|sthe equatlon having coefficients as lettersin the given
plaintext thus we get the plaintext given below
1501901160 13 6 O0ieP A
T A L G A N G A
Thus we may generalize the result for decryption given
bel ow
R (3): The given cipher text I;” with a given key k; Can be
converted to plaintext I;,under the inverse Laplace

transform of L[Iy™ cosny] =Y. D't

i=0 pzi+m+1

Lt [—+L_ [ il

L — ] Hycosy=15y—03;—|+193;—|—

where
_ ()i 26ki+Hi,

Hi=(-D 221(2i+1)(2i+2)..... (2i+m)]

Wherei =0,1,2,3.........j

V. ENCRYPTION & DECRYPTION OF GIVEN
MESSAGE BY APPLYING SUMUDU
TRANSFORM & INVERSE

SUMUDUTRANSFORM
By applying Sumudu transform to equation (3) we have

S{Hy cosy} =15 Sy] — = S[y°] +
S[y®] —— Sy'!] + °5[y13]__5[ 5] +

110 112 114

19 0 11
TSl - ST+ 4
6 17
oSyl

:15!1u—013u3+f—j!5u5—%!7u7+%!9u9—

St utt 4+ 211303 — 2 11515+ 117417 —
110 112 114 116

2 11910

118

Therefore  S{Hycosy} = 15u—0u®+95u® —0u’ +

99u° — 66utt + 0 u'® — 182 u's + 102 u'7 — 0 u'®

Letr,=15r;, =0, r, =95, r; =0, 1, =99, r; =
re =0,r;, =—=195,1r3 =102,ry =0

—66,

Here we obtained the same values of r; by applying Sumudu
transform to the same function which implies that we obtain
the same cipher text for given plain text by applying Laplace
transform and Sumudu transform in this case.

By taking m=n=2 equation (2) becomes
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22y4 24y6 26y8
2 — 2
Hy“cos2y = Hyy _HlT+HZT_H3T+
28y10 _ 210y12 212y14 _ 214y16 216y18
4 5 110 6 112 7114 8 116
218y20
9 s
i.e. we have
22yt 26y8
Hy2cos2y = 15y2 — 0—— +19 —0 ”
28 10 210 12 212 14 214 16 216 18
11 —6— 2 _ 132 X _
110 112 114 16
218y20
)

18

Applying Sumudu transform to equation (5) we obtain
S{Hy? cos 2y} = 15 5[y - 0 S [22] + 19 5 [2X] -
os 2l oo 2 s

] +65[=2

6 18 218y20
16 ] [ 118 ]

4
S{Hy?cos2y}=1512u? —0!4u* + 19 27 16U —

214 16

13S

114

8 10
0'8u8+112—'10u1°—62—'12u12+0!14u14 -

13—'16u16+6 '18u18 0120 u?°

Therefore we have

S{Hy? cos 2y} =30 u? — 0u*+9120 u® — 0 ud +
253440 u'® — 811008 u'? + 0 u'* —
51118080 u'+120324096 u'® — 0 u?°

La I‘0:30, I‘l = 0, rZ = 9120, r3 = 0‘ r4 = 253440‘
rs = —811008, r, =0,r, = —51118080,rs =
120324096,r5 =0

Let uscalculate H; such that r; = H; mod 26 i.e. 30 =
4 mod 26,0 = 0 mod 26,9120 = 20 mod 26,0 =
Omod 26, 253440 = 18 mod 26,—811008 =
—16 mod 26,0= 0 mod 26,—51118080 =
0 mod 26,120324096 = 22 mod 26,0 = —0 mod 26
LetH, =4,H, , =0,
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H, =20, H, =0,H, =—18, H; =16, H, =0, H, =0, Hg =22,

H, =0 Thus cipher text for given plaintext will be

4 0 20 0 —-18 —-16 0 022
EAUASQAAWA

Oi.e
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Table(2): Representing encryption process by applying Sumudu transforms

i H; r; = (—1)'2%(2i + 1)(2i + 2)H; H; =r; — 26Kk;
k. = I — Hi'
T 26
0 15 30 1 4
1 0 0 0 0
2 19 9120 350 20
3 0 0 0 0
4 11 253440 9747 18
5 6 —811008 31192 —16
6 0 0 0 0
7 13 —51118080 1966080 0
8 6 120324096 4627849 22
9 0 0 0 0
From the above table (2) we see that

1,0,350,0,9747,31192,0,1966080,4627849,0 is the key to
open the given message which is in hidden form. we may
generalize the result for encryption given below.

G(4): LetHyH, H, H; ... .H; be coefficients of y? cos2y
then the given plaintext in terms of H; under the Sumudu
transform of H y? cos 2y

Can be converted to cipher text H, = r; — 26k, Where
r, = (=1)12%(2i + 1)(2i + 2)H; and key isgiven by
k=" fori = 01,234, ...

Similarly by operating Laplace transform to equation (2.2)
for the values 3, 4,.... for m & n more generally we have

G(5): LetHyH, H, H; ........ . H; be coefficients of y™ cosny
then the given plaintext in terms of H; under the Sumudu
transform of H y™ cosny Can be converted to cipher text
H,' =r, — 26k, Where

r, = (—D2%Qi+ DQi+2) Qi+m)H, and key is
given by

k; = % fori=0,1,234, ...

V. RESULTSAND DISCUSSION

In the first part by applying Laplace transform to equation
(2) we obtained ciphertextL A R A F M A N
C AfortheplantetP A T A L G A N
G A But by applying Sumudu transform to the same
function we obtained the same cipher text .It means to
obtain different cipher texts for plain text we have to apply
integral transform to different functions. in second part by
applying Sumudu transform to new function we obtained
newciphertetE A U A S Q A A W
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V1. CONCLUSION

Firstly we conclude that Laplace transform & Sumudu
transform plays an important role in the process of
cryptography i.e. encryption & decryption. Applying both
transforms for the same plain text to the same function we
will get the same cipher text but applying both transforms to
different functions we can obtain different cipher texts for
the same plain text.

VII. FUTURE SCOPE

Now a day’s online banking, online purchasing, etc plays
an important role in daily life. For operating these online
facilities password is required for confidentiality. Also in
military services, Indian police services at every stage
confidentiality are required. Thus cryptography is very
useful field and there is scope for research in future
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