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Abstract: The rise in the demand for multimedia digital
products has led to significant copyright challenges, which
concerns proof of ownership and copy control. Digital
watermarking method provides a solution to the problems
associated to copyright protection and control. Considerable
quantities of multimedia content are printed, edited or distributed
unlawfully without the legal consent of the owner. Digital piracy
in the movie and music industry contributes to severe economic
lossesannually. The problem of digital piracy hasled to the urgent
need for digital watermarking as a method to counter the piracy.
The protection of digital content is currently the main
responsibility of the content owner since piracy is evident in all
levels of multimedia industry. Therefore, for multimedia
information, protection of content copyright has increasingly
become the sole focus of the content owner. Digital watermarking
is a vital technology, which is applicable in protecting the
contemporary multimedia digital contents..

Keywords: copyright protection, digital watermarking, visible
watermar,.

I. INTRODUCTION

With the discovery of the numeric period towards the

end of the 20th century, transfer of digital data became more
possible and easier. This revolutionary technology, which
saw the swift migration from analog to digital technology
generated a lot of anxiety regarding the protection of
copyrights because multimedia digital information is easily
accessible and transferable. People can easily edit, duplicate
and unlawfully transfer digital content without the approval
of the content owner. Digital content owners are driven to
ensure the safety of their multimedia content. The
conventional technology for copyright protection is
cryptography, which uses a secret key in order to secure the
digital content and generate a ciphered content. However,
when the cipher content is cracked, the hacker can easily
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access the protected documents. This leads to the insecurity
of theintellectual property. The owner of the content is thus,
not in a position to determine the documents accessed
illegally leading to economic losses. These uncertainties led
to the discovery of a more complex technology that can
ensure the security of multimediadigital content.

Information encrypting technology hidesvital datain other
open digital products. The technology then transfers vita
data through the delivery of open carriersleading to creation
of effective means for the realization of secure transfer of
confidential data within the network [1]. The information
hiding system is described in Figure 1 below.

Information
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Fig. 1 Branches of information hiding, Figuretaken from
(1]

Between the systems of information hiding, the digital
watermark can genuinely remedy the shortcomings
experienced in the protection of digital content. Digital
watermarking concerns marking of digital data known as
watermark, into a multimedia digital content normally
referred to as host signal or original content. The embedment
is performed in a manner that ensures the detection or
extraction of the watermark later without destroying the host
signa. Normally, malicious infections try to penetrate the
watermark protection by configuring the technology’s weak
points. Therefore, it is important to perform frequent
maintenance and system updates for the watermarking
technology to enhance the security of the technology.

Due to the growth and publication of the internet and the
increase in severa broadcast avenues, digital movies and
videos have found their ways to al spheres of life.
Accordingly, al types of illegal videos and printed contents
are dl over the internet. This violates the copyrights of the
original content owners, and hinders the growth of
multimedia digital industry. Thus, severe video
watermarking technology for protecting digital video
information has been devel oped to help curb the problem.
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There are various types of watermarking but visible
watermarking technology provides a more active protection
of digital content since it not only avoids pirates from
hacking the digital information, but also recognizes the
security of multimedia information visually. Digital
information protected by visua watermark provides
recognizable, but unbreakable copyright system, which
discovers the content owner. A visible watermarking
technology should contain information of the content that can
ensure that the security patterns are difficult to configure
making it impossible for unauthorized persons to access the
watermarked data.

This study paper gives a general view of the digital
watermarking technology. This study paper takes the
following organization; section 2 provides an overview of
digital watermarking, Properties, classification, and types. In
section 3, an overview of different watermarking approaches.
Video watermarking is discussed in section 4, and quality
assessment of visible watermarking is introduced in section
5. Section 6 is the last section and provides conclusion and
recommendations for future studies.

I1. WATERMARKING

The past few years have seen robust use of the internet
enabled by the tremendous technological advancements in
the multimedia industry. The internet usage has extremely
attained heights in multimedia technology. Since the growth
of the internet usage, digital multimedia data have remained
under great threat of hacking and unauthorized access. Larger
amounts of multimedia information are distributed, edited
and printed without the consent of the author [2]. The
unauthorized access of the digital intellectual property leads
to severe economic losses in the movie and music industry
annually. This has led to the urgent and increasing need for
digital watermarking technology to help in solving the piracy
problems. Thus, the protection of the digital intellectua
property has become the main aim of the content owners.
Digital watermarking technology has emerged as the most
efficient method of protecting digital content against
unauthorized access. The field of digita multimedia
witnesses a lot of research directed towards effective
mechanisms of applying digital watermarking technology in
the protection of the digital content [3].

Watermark isakind of text that isinserted in an image or
video to provide verification and confirmation of the image
or the video’s authority. Watermarking is considered as a
protection method for the digitalized information in the
current world. Recently, the digital market has witnessed
extensive usage of the internet to request methods to protect
the copyright of digital content. Digital watermarking
technology provides reliable solution to the disturbing
problems of pirating digital content [4].

Digital watermarking includes the embedding of a data
that represent the copyright or authentication, this data
referred to as watermark, through a series of objects (host
signal or original content) in amanner that watermark may be
discovered or withdrawn later when necessary without
destroying the host signa [5,6]. Digital watermark
technology broken down contains a detector and an
embedded. The embedded contains the watermark
information. The extractor is designed to establish the
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presence of a watermark in the digital data[7]. A simplified
watermarking system is described in Figure 2.

Host Signal

l

Embedder
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Detected
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Detector

Watermark

Fig. 2 A simpledigital watermarking scheme.

A. Watermarking Properties

Many defining properties can describe a watermarking
system, while the system will control, which properties
should be confirmed [8]. Hereafter we will highlight the main
properties of watermarking schemes [9].

» Robustness. This property enables the technology to
notice or recognize the embedded watermark after a given
signal analysis undertaking [10, 11]. In the same time, the
watermark should also be able to survive against malicious
attacks, but digital watermark cannot survive against al
types of attacks. So, the attacks techniques should be
optimized based on the application. As an example, when
authenticating digital images, we are checking the data
integrity in order to detect any manipulations [11].The
strong video watermark is a critical stratum of the digital
video watermark, which applies provisional redundancy
and partially segmented redundancy of the contents of a
video to install watermark for the copyright protection of
the video. Genera strong video watermark is an essential
digital video watermarks branch using video content
temporal and spatia redundancy in embedding watermark
information to achieve the protection of avideo copyright.
General robust video watermarking schemes include three
components:. watermark detection, aso known as
extraction, generation and embedding. The algorithm
emphasis in these three parts will aso change accordingly
from the point of view of the application of watermark
technology.

» Fiddity: In this context, the fidelity of a watermarking
system refers to the similarity of perception between the
watermarked and un-watermarked works at the point of
their presentation to the consumer [9]. This characteristic
also refers to invisibility and preserves the resemblance
between the original image and the watermarked object in
view of the human perception [10]. The mark must remain
invisible in invisible watermark in spite of the little
degradations in the brightness or contrast of the image.

» Security: Unauthorized users are not in a position to detect
and neither can they retrieve, or change the embedded
watermark.
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Capacity

Fig. 3 Characteristics of digital watermarking

» Transparency: Transparent watermark should not cause
any structure or feature loss on the original digital content.
Also, no artifacts on the original content is allowed.

» Capacity: watermarking capacity is the information
quantity that the host data can embed. The volume of data
that can be embedded using watermarking system depends
on theuse. A mark will always be a static set of bitsin the
case of images. The capacity in videos will aways be
assessed by the number of bits per frame inserted but the
number of bits per second in audio files [10]. The
reguirement in capacity is always the effort gauged against
two other essential requirements that include robustness
and imperceptibility (Figure 3). Usualy, to achieve greater
capacity it will bein the expense of the imperceptibility or
robustness level of strength or both.

» Detection Types: this property defines which resources
are necessary for the extraction of the embedded
watermark into the watermarked information

B. Classification

The classification of awatermarking system occurs on the
basis of requirements as follow:

» Robustness based classification: based on robusthess
classification takes place in terms of the following:

a) Fragile: the destruction of the watermark can be because of
small manipulations of the image watermarked [12]. This
type of watermark can be applicable in the authentication
and verification of integrity.

b)Semi Fragile: they act like fragile watermarks in the face
of intended changes but as robust watermarks against
common aterations [13] such as noises. They have been
applied in the authentication and taper control of images.

¢) Robust: the design of these watermarks is to enable them
to resist heterogeneous manipulations according to [12].
Their application isin copy control and e monitoring.

» Detection Types based classification:

a) Blind: Here, the receiver does not have access to the mark
data and original image because it is not available. For
example, the copy control applications must be in a
position to transmit varying watermarks to every user
while the receiver must be equipped to identify and
interpret the various marks [10].

b)Non-Blind: Here, the receiver requires the original
information or some data derived from it to help in the
detection process [10]. The information will aso help in
the process of algorithm extraction.

The watermarking system also classified based on the
embedding method. The technique of embedding used for the
watermark affects the algorithm of detection as well as the
strength during attacks.  According to [14], the person
responsible for the process of designing a watermark must
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evaluate the costs and benefitsin the simple characteristics of

fidelity, payload, and robustness. Based on the embedding

process, we can have two different approaches:

a) Spatial Domain: For example, if the host content is an
image, and we need to embed an invisible watermark, the
spatial domain watermarking system inserts information
into in the outer image, altering image characteristics or
pixels[12]. These algorithms must weigh between amount
of converted bits into pixels and the chances of the
watermark being invisible [14]. These watermarking
schemes are recommended for tamper detection and
document authentication.

b) Transform Domain: The techniques embed watermarking
data in transform coefficients of the digital content,
subsequently scattering the data via the frequency
spectrum [10]. This process makesit difficult to detect and
strengthens alterations from alterations arising from the
processing of signals. The most commonly used transforms
include Discrete cosine transform (DCT) [10], discrete
wavelet transform (DWT) [15] as well as discrete lifting
transform (LWT) [16].

The classification of watermarking according to
perceptivity occursin two classes namely:

a) Visible watermarking: This refers to the process of
embedding information into a multimedia such as a
video or image to make it perceptible to a human
observer.

b) Invisible watermarking: Invisible digital watermarking
(IDW) is a specia kind of steganography, at which
hiding information in digital content to prove integrity,
ownership, or provide additional information. In the case
of copyright, robustness against destruction and spoofing
will beits priority.

1. WATERMARKING TECHNIQUES

The Digital watermarking techniques are categorized in
terms of the algorithm used on the method of embedding. The
watermark embedding algorithm isaprocess to embed binary
data into an origina product to prove the ownership or
copyright information. The embedding algorithm must take
into account the balance between the invisibility of the
watermark and its robustness. Generally, watermarking
techniquesis classified based on different embedding domain
of the watermark into two classes, spatial and transform
domain or the frequency domain. In the video water marking
algorithm, the techniques of watermarking can be classified
into three forms depending on the embedding position of the
watermark: video watermarking algorithm during the
encoding process, original video-based watermarking
algorithm, and video watermarking algorithm after
compression.

A. Spatial Domain Water marking Schemes

In this category of watermarking techniques, the
embedment of the watermark occurs by modifying the raw
content directly (i.e., the pixel values of the main
image/video) of the original product.
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In image and video watermarking, the most important
advantages of spatial domain-based methods are its
simplicity to be implemented with low computational
complexities. These techniques, therefore, are used in video
watermarking extensively, where performance in real timeis
the main concern [2]. The watermark that results from the
process may or may not be noticeable, depending on the
value of the intensity of the pixel. picture cropping, for
example, is a common tool by image editors to remove the
watermark [17]. Hereafter we will introduce main techniques
of the spatial domain-based watermarking techniques:

1) Correlation-based Techniques: where the watermark
W(i, j) is added directly to the original content (i, j) in
relation to (1).

I.,G D=13D)+aW(, j) (1)

Where « is a gain factor, lw is the watermarked content,

and (i, j) istheindex of 2D data array. As the gain factor a
increase, the watermark quality contents will be expensed.
2) Least Significant Bit Modification (LSB): LSB is the
most straightforward method since the least essential bits
contain the most irrelevant data as well as the ateration does
not lead to perceptible changes. In the midst of these
approaches, there are types that use only the mild points[18]
as well as type that applies cryptography on the message in
the watermark before the process of embedding [19], In the
latter case, a key is used to create a cipher called ”data mark”
isand thisis embedded in the cover image. Thiskey helpsin
determining the points, which the embedding process must
modify. In the process, the agorithm is an inverse to the
embedding. It is essential to analyze the object and isolate its
least significant bit. Together with the cryptography keys, the
extracted bits help in decoding agorithms to recover the
initial watermark. However, it is a widely used technique
because of its simplicity but has certain shortcomings such as
like poor quality of the produced video, inability to deal with
arange of attacks, and alack of imperceptibility and the least
robustness[20].
3) Singular Value Decomposition (SVD): SVD refers to
linear algebra numerical analysis used in many applications
in the processing of image. It helps in decomposing a matrix
with alittle truncate error according to (2)

| =UDV' 2

Where | refers to the original matrix, while D is a
diagonal matrix of the Eigen values of |, U, and V are
orthogonal matrices with dimensions MxM and NxN
respectively, and T indicates matrix transposition. In [20],
they decomposed the cover image and added the watermark
using a scaling coefficient asin (3).

D+aW={,, DV @

The multiplication of U, VT and Dw results in the marked
image lw:

lw=U DV’ (4)

The possibility of thisarose from the basisthat the singular
values of (SV) of SVD were highly stable. There was a

Retrieval Number: C5773029320/2020©BEIESP
DOI: 10.35940/ijeat.C5773.029320
Journal Website: www.ijeat.org

2745 & ciences Publication

separation of the cover image into blocks and the SVD
application to each block in another approach [22]. The
watermark dimension must be proportional to the blocks size
with a watermark copy fixed in each block. The method
increases the quality of the watermark in terms of resistance
against attacks and robustness.

B. Transform Domain Watermarking Schemes

In such atechnique, the watermark is joined into the cover
image/video field and therefore, does not influence the
quality of the selected video or image directly. The most
commonly used transforms include Discrete Wavelet
Transform (DWT) Discrete Cosine Transform (DCT), and
Discrete Fourier Transform (DFT). The embedment of the
watermark occurs evenly in the general domain of the initial
information. The transformation methods initially help in
converting the host video/image into frequency domain. The
information of the watermark is stored in form of transformed
field coefficients. In the end, the application of the inverse
transform helps in obtaining the watermarked image/video.
Many kinds of research focused on using the DWT because
of the multi-resolution characteristics [2]. The DWT gives
both frequency and spatial domain features and this makes it
Human Visual System (HVS) compatible. Moreover, the
DWT helps in enhancing invisibility and robustness when
combined with other algorithms.

Discrete Cosine Transform (DCT):

This transform (DCT) has introduced by [23] and has been
used and studied extensively since. It is an orthogond
transform, used widely in the processing of images due to its
computational efficiency and itsenergy compaction property.
Theideathat informsthe orthogonal transformsisthe need to
convert the image to a new domain where it is represented
ideally by uncorrelated coefficients, of which very few carry
significant energy, and the remaining ones can be quantized
to zero to noise ratio but is also more robust against various
attacks like frame dropping and frame averaging. Typica
steps of DCT watermarking based techniques found in the
literature [10, 25] are described heresfter divide the image
into atypical 8x8 non-overlapping blocks.
1) For each 8x8 block, apply forward DCT.
2) Selectively, select some blocks based on predefined
selection criteria
3) From selected blocks, identify some coefficient, based on
coefficient determination method.
4) Implant watermark by amending the selected coefficients
5) Apply inverse DCT transform on every block.

Discrete Wavelet Transform (DWT):

Discrete wavelet transforms (DWT) [15] has achieved
considerable concentration in several signal processing
programs, which also includes image watermarking. The
undermining theory behind DWT comes from a series of
resolution analysis [26] that decomposes the image into a
band-limited components set that can be re-used to
reconstruct the original image exactly.
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One of its main advantages is the likeliness of the structure

of data, which obeys the resolution and prevailing
decomposition at all levels. At level-1 of DWT, the
decomposition of an image is into four sub-bands denoted
LL (lower resolution approximation image), LH(vertical),
HL (horizontal), and HH(diagonal), where LH, HL, and HH
represent the finest scale wavelet coefficients, and LL isthe
coarse-level coefficients. This process of decomposition is
repetitive to enable the calculation of multiple scales. There
is a continuous decomposition process until the required
scale levels values are determined. Due to the sensitivity of
the human eye to the low frequency part (LL sub-band),
embedding of the watermark may be in other three sub-bands
in retaining desirable quality of the image [27, 29]. Figure 4
shows two levels of the wavelet transform.

As introduced in [29], DWT-based watermarking
techniques utilized the spatial information and the frequency
the transformed data information to gain robustness.
Embedding watermarks in three sub-bands (LH, HL, HH)
allowsthe watermarking techniquesto increase its robustness
without the noticeable impact of the original image quality.
the most natural implementation of the DWT-based
watermarking is to use the CDMA sequence in the detail
bandsasin (5)

LL, HL,

HL,

LH,

HH,

LH,

Fig. 4 Two levelsDWT

®)

W +aW|, , UV eHLLH
IVVUN = ‘

W U,VeHH,LL

Where Wi is the wavelet coefficient of the image, Xiisa
watermark bit, and a isthe scaling factor.

C. Hybrid Domain Water marking Schemes

In such hybrid domain watermarking techniques, different
literature tries to merge between earlier domains for
appreciation of the overall effectiveness of the watermarking
technique.

SVD-DCT based water marking:

Sverdlov et al. [30] introduced a new combined approach
based on DCT and SVD that is proved buoyant to the
diversity of attacks. The algorithm steps are summarized as
follow:

1)DCT application to the complete cover image.
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2)Zig-zag sequence usage, mapping of the DCT coefficients
to the four quadrants.

3)Apply SVD to every separation. These four separations
represent minimum to maximum frequency bands.

4)Use the single DCT-transformed visual watermark values
to amend the singular every separation of the cover image
values.

SVD-DWT based water marking:

Ganic and Eskicioglu [31] proposed an SVD-DWT based
watermarking technique, which is similar to [39] discussed
earlier. SVD-DWT main steps are;

1)Apply 1l-level DWT on the cover image that will
decompose the cover image into 4 sub-bands.

2) SVD application on each sub-band of the cover image.

3) Use the single DWT-transformed visual watermark values
to amend the singular every separation of the cover
image values.

Watermarks extractions from every sub-band and the
respective Pearson correlation coefficient values with the
unique watermark image has been documented, which
indicates that obtained watermark from the LL band provides
the best visual quality and correlation value. This technique
has a concern about its performance since its robustness
against histogram equalization, sharpening, and contrasting
is not very good.

V. VIDEOWATERMARKING

Video watermarking has some properties that make it
different from the watermarking of the other digital contents.
Since the video is consist of a sequence of provisional
progressive images, however, in fact, we can't consider it as
simple as a combination of images, because the nearby
frames have both high correlation and asignificant anount of
temporal and spatial redundancy. Consequently, video
watermarking is not only similar to the image watermarking
in some characteristics like robustness, security,
imperceptibility and watermark capacity, but aso has its
characteristics, such as processing is done in rea time,
constant code rates, random detection, and the ability to be
used aong with standards of video coding. Generally, in
different applications, watermarking techniques need to
achieve different requirements. Performance in the video
watermarking technique is evaluated by analyzing their
robustness, real-time processing, watermark capacity, and
imperceptibility. Additionaly, for watermarking techniques
in the compressed domain, a bit increase rate (BIR) may be
assessed as one of the performance metrics.
video watermark embedding algorithm has different types
according to the embedding position; the following is the
main types of video watermark embedding algorithm [1]:
1)Original Video-Based Watermarking: where the
original video is perceived as a sequence of static images
and watermark data is embedded into the original image,
and then the watermarked video is recompressed. The
main advantage of the algorithm include

a)is not dependent on the video compr ession techniques.
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b) its implementation is simple, and we can re-use many
watermarking schemes introduced initialy for static
images.

This original video-based watermarking has some
drawbacks:

a)We have to decode the compressed host video before
embedding and encode it back after finishing the
watermark embedding.

b)To extract the watermark, we have to do complete
decoding, which isvery costly.

c) If the video goes for compression with a high compression
ratio, the embedded watermark can be removed easily.

2)Encoding  process-based video  watermarking

algorithm: watermark embedded by utilizing redundant
spaces of the video in the process of compression coding,
including motion vectors, quantized DCT coefficients, ...
etc. Advantages of thisalgorithm are;

a)using quantized coefficients to embed watermark is
efficient and straightforward, with minor impact on the
code rate of video streams.

b)the embedding process can be combined with the standard
video coding. Thus, the watermark can be embedded and
extracted in real-time.

Video watermarking algorithms in the encoding process
has some drawbacks:

a)limited embedding capacity since the video coding
parameters impactsit.

b)we have to modify the encoder and decoder, which may
limit the introduction of some watermarking techniques.

3) Post Compression Video Watermarking: Embedding
algorithm try to find redundant space in the compressed
bitstream and embed the watermark information into it.
The advantage of this agorithm:

a) efficient and independent of the corresponding codec.
b) high fidelity and computational redundancy are
small.

Post compression video watermarking drawbacks:

a) limited capacity due to limited availability of the
redundant space for watermark embedding.
b) poor robustness.

A. Visible Watermarking Embedding

The Visible Watermarking Embedding process enables the
perceptive insertion of a watermark W into an origind
video/image V so that the watermark is visible by the human
vision system (HV'S). The objective of visible watermarks is
to be noticeable without a vital effect on the quality of the
origina video/image. However, most of the visible
watermarks are irreversible, and thus authenticated users
cannot reconstruct the origina content of video/image with
the same quality after watermark extraction. This introduces
a limitation in different applications like medical, military,
and law. from this point, a need to have a reversible visible
watermark is raised.

Recently, in [32], a new visible watermarking technique
using Seam Carving [33] to be robust against inpainting.
Seam Carving is an efficient algorithm for resizing images
adaptively. Where they are doing resizing of the image by
duplication or repeating a seam, that is represent the optimal
path of the pixels having minimum energy from left to right
in case of vertica adjustment or top to bottom in case of
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horizontal adjustment. In the literature, There is multiple
reversible visible watermarking approach that can be used
for such application as in [34, 35, 36, 37] but, these
approaches are sensitive to quantization errors introduced by
standard image/video compression standards. Thus, these
approaches are not appropriate for most Internet applications
where video content needs to be compressed in prior
real-time transmission.

B. Video Encoder

Many of the visible watermarking techniques depend on
the structure of the used video encoder. The Video Encoder
process utilizes the H.264/AVC standard encoder to
compress the provided video.

The process of encoder utilizes motion estimation and
spatial pre-determination to ensure maximization of residual
faults to be encoded. The encoder calculates the residual data
to be encoded by computing the difference between the
origina frame and the predicted one. Using DCT, The
consequential residual data is de-correlated and labeled
ensure the minimum possible protection of valuable data and
still redlize adequate standards of image quality. The
quantized converts coefficients are then inverse quantized
and inverse transformed to recover the residual error E,
which also involves the quantization error generated by the
lousy property of the average video codec. Reuben A.
Farrugia [38] suggested a contemporary reversible visible
watermark, which uses two Video Encoder processes. In the
first encoder process, they receive the watermarked frame I w,
computes motion prediction, and spatial estimation to
compress the video. in the second process, the encoder
receives the original video stream | and compresses it using
the motion vectors.

V. QUALITY ASSESSMENT FORVISIBLE
WATERMARKING EMBEDDING SCHEMES

The HV Sthat isused to measure quality generates subjective
value scores according to the regulated environment, such as
display resolution and viewing distance. In the past decade,
several mechanisms have been proposed to defined
perceptual metrics. The metrics defined a distortion threshold
above which the HVS will notice the impact of the
watermark. Structural similarity metrics (SSIM), isone of the
widely used metrics. While Mean Square Error (MSE) and
classical perceptual metrics change with changes in contrast,
intensity, spatial, and scale adjustments. On the contrary, the
SSIM considering the idea that HVS is designed for
processing structural data (relative spatial covariance) from
images. Thus, experts recommend the study of objective
mechanism which is helpsto evaluate the quality of an image
important to study the objective mechanism for the
evaluation of image quality for variable visible watermark
technologies, which depend on models of visual ideas. The
table below provides a list of different quality metrics
applicable in evaluating the visible watermarking schemes
[39]:
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Metric Description
Determines the standard ‘error’ square,
where error refers to the quantity
Mean Squared Error(M SE)

provided by the estimator from the
amount that needs to be determined.

Information Fidelity Criterion | The quantity of the data distorted

(IFC) image offers about the original.
Noise Quality Measure According to the Peli’s contrast
(NQM)

! ) ) Ratio of the highest possible power of
Peak Signal-to-Noise Ratio

an image and
(PSNR) 0

the power of

reconstructed noise

) . . Ratio between average signal powers
Signal-to-Noise Ratio (SNR) )
to average noise power

Structural Similarity Metric Measure the likelihood between two

(SSM) images

Mean SSIM (MSSM) the average of value of SSIMs

Approximation of quality index from a
local setting

Concerns local collective data, which

Universa Quality Index (UQI)

Visua Information Fidelity determines the amount of information

(VIF) capable to transmit from the reference
image to the human server
multi-scale

implementation of VIF

pixel domain

pixel-based VIF (VIFP)

VI. RESULT AND DISCUSSION

Spatial domain based-watermarking techniques are widely
used due to its simplicity. However, it still suffering from
robustnessissues against illegal attacks. Table 1 iscomparing
the main watermarking methods based on the spatial domain.

In transform-based watermarking techniques, the host
image or video is transformed to the frequency domain, then
the watermark pattern is embedded using the embedding
technigue. The main advantage of this technique is it
robustness, however it has limited capacity. Table2 give a
comparison between the main transform-based techniques.

In transform-based watermarking techniques, the host
image or video is transformed into the frequency domain;
then, the watermark pattern is embedded using the
embedding technique. The main advantage of this technique
is its robustness. However, it has limited capacity. Table 2
gives a comparison between the main transform-based
techniques.

The hybrid transform-domain techniques exploit the
strengths of different transformers in order to enhance the
total performance of the watermarking system.

Tablel Spatial-Based watermarking typical techniques

Spatial-based Watermarking
Watermar | Image/

Method k type video Watermark Embedding
|. Bayoudh, | Blind-invi | Video | Encoding Use dynamic
S. Jabraand | sible Watermark multi-sprites
E. Zagrouba before
[41] embedding
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Z. Bahrami, | Semi-blin | Video | Raw , | Based on key
and F. A.|d - embedded frames  and
Tab[42] invisble pixel by pixel. | block
classifications
R. Liu and | invishle Image | Watermark SVD
T. Tan[21] same based-embedd
dimension as | ing. high
image probability of
false-positive

2748

Tablell Transform-Based watermarking typical

techniques
Transform-based Watermarking
Technique | Watermar | Imag Water mark Embeddin
k type elvide g
0
Singh and | Invisible-bl | Video | Apply Arnold | DWT
K.M [43] ind transform  on | based
the watermark embedding
Y -compon
ent
K.R. vishle Image | Use Seam | DCT
Espinoza, E. carving to | -based
F-Navarro, generate
C. C-Ramos watermark
[33] pattern
S. Ggj, AK. | Invisble-bl | video | No Hybrid,
Rathore[44] | ind pre-processing | DCT and
SIFT
VII. CONCLUSION

In this paper, the research goa is to offer a smple
framework of the digital watermarking technology. The
digital watermark can actually include the issue of copyright
protection for digital content. Keeping the security of the
watermarking is a big challenge. From this overview, it is
found that the hybrid watermarking embedding systems are
more secure against potential breaches. As a prerequisite of
the visible watermark embedding process to preserve the
initial image details, the watermark pattern should be in
simple shapes and textures. In case the watermark shapes are
distorted without a significant impact on the original hosted
image, the authorized owner will not be able to proof its own
against the illegal attacks. Therefore, we should be possible
to draw the self-identified structures from the watermark
image.
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