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Abstract: Recently, there have been many attempts to develop
offline classrooms to enhance educational efficiency. One of
these attempts is the introduction of IT systems in colleges to
replace existing attendance management systems. Existing
systems authenticate students’ lecture attendance by simply using
login data, but this has inherent issues involving substitute
attendance and not being able to identify whether students are
really present in the lecture room. To solve these problems, we
have implemented a Smart Attendance System using Bluetooth,
which is supported by most smartphones. This system consistsof a
student’s smartphone app, a lecture room terminal (referred to as
Raspberry Pi hereafter), and a management web page. This Smart
Attendance System is used to manage attendance and related
academic administration by using Bluetooth, HTTP, and RESTful
(web services that follows the representational state transfer)
technologies.

Keywords. Android App, Bluetooth, JWT (JSON Web Token),
Raspberry Pi, SDP (Service Discovery Protocol), Smart
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I. INTRODUCTION

With the rapid development of IT and |oT technologies,

there are many attempts to use these technologies to handle
offline administration on campuses. In particular, automatic
systems have aready been introduced to handle attendance
management by many colleges and universities.

In a conventional lecture room, a professor cals every
student’s name during every lecture and makes a note on an
attendance sheet. This requires unnecessary cost with the use
of papers and managerial works and even causes inefficiency
by taking up lecture time. Further, al attendance sheets need
to be processed separately at the end of the semester.

To solvetheseissues, computer systems have been adopted
with asimple website, radio-frequency identification (RFID),
biometrics technology, and verification of student ID through
terminals. However, such an attendance system does not have
guaranteed reliability. In addition, there are implementation
problems due to the variety of smartphone models, which
may require large implementation costs for specia
equipment.

This research aims to develop and deploy a Smart
Attendance System using Bluetooth, which is supported by
amost all smartphones. This Smart Attendance System
consists of a smartphone app for checking students’
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attendance and a Bluetooth device (smartphone) for
identifying the lecture room, a website for attendance
management, and an application programming interface
(API) server. It operates as follows. First, an attendance
check is requested by Bluetooth communication between the
Bluetooth device and a student’s smartphone. Then, data are
transferred to the API server for processing. With the pairing
of the Bluetooth device and the smartphone, attendance status
can be checked continuously or periodically. This can
contribute to preventing fake attendance and ensure reliable
attendance management.

[I. RELATED WORK

We have investigated existing attendance processing
systems using adapted communication technology. The
findings are summarized as follows.

The proposed attendance system in [ 1-6] was implemented
with RFID [7-9], which is also called an electronic tag. This
was able to identify ID by using RF communication.
Utilizing this idea, there were attempts to manage students’
attendance using RFID tags attached to student ID cards.
However, an ID card can be simply handed to another
student, which implies the possibility of substitute
attendance. Moreover, it isinconvenient for the student to go
to the RFID reader to process attendance. Reliability
problems and other issues remain unresolved.

Several authors [10-16] proposed attendance processing
systems using near-field communication (NFC) [17-19],
which has abandwidth of 13.56 MHz and isintended for use
in short-range wireless communication. Its current data
communication speed is 424 kbit/s and is widely used for
traffic cards. The system requires an NFC reader to be
attached to a computer installed in the lecture room. After an
instructor tags their smartphone to the reader, students are
expected to tag theirs for an attendance check.

Although this shows improved cost and efficiency over
exising attendance systems, the inconvenience factor
remains unresolved, since it requires actions by instructors
and students to process attendance. Confusion and
complications can be generated by these actions. Fake
attendance is arisk factor when students leave in the middle
of alecture.

Some smartphones have compatibility issueswith the NFC
system; for example, iPhone does not support NFC. To solve
these problems, we propose using Bluetooth for our

attendance processing system. Bluetooth [20] is one of the
industry standards for private area networks complying with
the IEEE 802.15.1 standard. Bluetooth uses the industrial,
scientific and medical (ISM) radio band 2.00-2.45 GHz. It
can communicate wirelessly within a radius of 10-100 m.
The transmission speed of Bluetooth is slow, but its power
consumption islow.
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The system proposed in this research requires pairing
within the given radius; it should recognize the radius of the
lecture room consistently and thus increase the reliability of
students’ attendance information. By alowing only one
device for each student to apply to the system, substitute
attendance can be eliminated.

1. SMART ATTENDANCE SYSTEM

Our Smart Attendance System processes students
attendance using the Bluetooth communication function in
the students’ smartphones, which does not require additional
equipment. Figure 1 shows the processes of the system.

3. Send information{for auth)
and Request Atlendance processiwith
info!

| APl Server
v

Bluetooth |
Divice

5. Response
process result

2. Request atlendance
{with course info and
dent info)

1. Connection via
bluataath

Student Device

6. Response

anendance result 4 Validate information

and Get course data

Fig. 1. Processof the Smart Attendance System

The system architectureis presented in Figure 2. It consists of
students’ smartphones to authenticate students’ IDs, a
Bluetooth device (Raspberry Pi in our case) identifying the
lecture room, an APl server with database (DB), and a
management website.
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Fig. 2.Architecture of the Smart Attendance System

Students send their information via Bluetooth to the device,
which then adds lecture room information and current time
when information is received, and sends a processing request
to the API server. The server accesses the DB and performs
appropriate processing, such as recording attendance and/or
lateness based on the information received, and sends the
result back to the device. This result is sent to the student’s
smartphone to provide confirmation of their attendance.

Since the APl server operates using HTTP communication, it
can be adapted to the system only if Internet and Bluetooth
modules are available in al devices. In the API server, an
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interface is implemented to support three communication
links, namely, Bluetooth for attendance confirmation, student
devices, and system administrator. If clients only access via
HTTP communication, the APl server can be used regardless
of the hardware and software used. User access rights are
classified and managed at student, device, and administrator
and/or manager levels. The interfaces supported by the API
server are shown in Figure 3.

Student

Isystem_url/studentsi{studenthum}timeTable
Isystem_url/students/{studentNum}getlextClassinfo

fsystem_url/students/{studentNum}fiakes

fsystem_url/students/{studentNum}/attendHistory{courseld}{semester}

Device

Isystem_url/attend

Etc

Isystem_url/info/semesters

Manager

Isystem_urlfinfo/getTakesinfo

Isystem_urlfinfo/getAttendStats

Fig. 3.Interfaces Supported by API Server

The Bluetooth technology [20] in the lecture room device is
adapted with service discovery protocol which searches for
exposed devices, then performs pairing and communication
using RFCOMM protocol.

There are four possible attendance results. attendance, late,
absent, and process failure. Absent status is designed to
indicate when there is no attendance recorded during lecture
hours. The direct connection to the database works only
through the API server. Sinceit usesinterfaces supported by
the APl server, the system is easy to modify to accommodate
various models of students’ smartphones, or to be migrated
according to future system environments or requirements.
The system is implemented primarily with Android
smartphones, a Bluetooth device (Raspberry Pi isused in this
system), and a Spring-based website. For the
implementation, MySQL database and Javafor both Android
and Web were used, while Python was used to develop the
program on Raspberry Pi.

Authentication is processed using a representational state
transfer (REST) JSON (JavaScript Object Notation) Web
Token authentication method [21]. This is an open standard
(RFC 7519) that defines a compact and self-contained
method for securely transmitting information between
parties. The smartphone apps, terminal, and website are all
processed with the same authentication method but have
different accessrights.
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The terminal, Raspberry Pie, was coded in Python and was
built using multi-processing and HTTP requests from the
pyBluz library [22]. The administration website is
implemented using the Spring framework [23]. Figure 4
shows screen shots of the Android application “Here I Am”
used by the Smart Attendance System. It indicates (left to
right) login, attendance request, timetable, and attendance
results.
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Fig. 4.Screen Shots of “Here I Am”

To prevent fake attendance, we developed a periodic
attendance checking method and then conducted an
experiment to test if our system can prevent various
fraudulent attendance scenarios. We successfully prevent al
three major fraudulent scenarios, and details of result are
shown in Table-l.

Table-l: Results of Fraudulent Attendance Experiment

Fake Attendance Scenario Result

Trying to attend outside
the classroom door to
make a fake attendance.

Being outside the
classroom, the attendance
was not accepted.

Trying to show attendance
with afriend’s ID after
verifying your attendance

If the student logged out in
the middle of a continuous
Bluetooth signal check,
the previous attendance
recording was lost.
Therefore, the attendance
was not accepted.

Trying to leave your seat
in the middle of class

Attendance was accepted
when the student was
away for five minutes, but
attendance was not
accepted when he/she was
away for more than ten
minutes.

V. CONCLUSION

There have been many attempts to automate students’
attendance management to overcome problems in
conventional processing, that is, the individual roll call of
students and the processing of the attendance list in the
system at later time separately. Thus, 1T-based attendance
systems based on RFID by using a website and NFC have
been attempted. Although these methods successfully
reduced manual work, they did not guarantee reliability.

To solve these problems, we have designed and deployed a
Smart Attendance System that utilizes the Bluetooth function
in students’ smartphones. To implement this Smart
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Attendance System, a smartphone app and lecture room
terminal were developed. Students are expected to use
RFCOMM socket communication with Bluetooth-enabled
devicesin the lecture room. In this new method, studentswill
be able to check their attendance and be able to attend more
lecture time. The faculty is able to manage students’
attendance in a simpler manner by eliminating manual
attendance checks.

Our Smart Attendance System has secured higher
reliability than existing systems owing to the specific feature,
that is, students should be constantly present within the
detection range of Bluetooth and students’ reluctance to put
their smartphones in the hands of others. Moreover, the
equipment can be upgraded immediately with an inexpensive
one to enhance compatibility with additional Bluetooth
devices, which contributed to minimize costs. The advantage
of an APl server is that it can easily respond to the

requirements of additional capacity to cater for additional
Il e ¢c t u r e rro o m s

Since the system we propose uses diverse communication
technology, it may cause unexpected security issues.
Reliability may be ensured by continuous requests to

connect to Bluetooth, but it may need additional researchin
the future on how to deal with unintentional failures of
request.
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