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Predicting the Dynamic Behaviour of Malware
using RNN

Anuradha Sengupta, S. Sivasankari, V. Joseph Raymond

Abstract: Malware analysis can be classified as static and
dynamic analysis. Static analysis involves the inspection of the
malicious code by observing the features such as file signatures,
strings etc. The code obfuscation techniques such as string
encryption, class encryption etc can be easily applied on static
code analysis. Dynamic or behavioural data is more difficult to
obfuscate as the malicious payload may have already been
executed before it is detected. In this paper, the dataset is
obtained from repositories such as VirusShare and is run in
Cuckoo Sandbox with the help of the agent.py. The dynamic
features are extracted from the generated Cuckoo logs in the
html and JSON format and it has to be determined whether it is
malicious or not using recurrent neural networks. Recurrent
Neural Networks are capable of predicting whether an executable
is malicious and have the ability to capture time-series data.

Keywords: Behavioural Data, Cuckoo Sandbox, Recurrent
Neural Networks, Zero-day Malware.

I. INTRODUCTION

The number of malwares being discovered everyday is
increasing and an automated detection system is required to
detect these malwares. VirusTotal is an APl which can be
used to detect whether a file is malicious or not based on file
signatures, number of anti-virus engines detecting the file as
malicious etc. The zero-day malware cannot be detected this
way if it does not share any code with any malware
previously detected. Dynamic or behavioural analysis is
defined as the process of executing the malware sample in a
virtual environment and analysing and recording the
behaviour of the malware. The malware while executing
may drop files and leave other footprints while executing,
therefore allowing the malware analysts to understand the
malicious payloads in a better manner. The execution of the
malware may take a long time. The anti-virus engines do not
often use the dynamic data due to the amount of time needed
to execute the malware and observe its features and
behaviour. To avoid waiting, the live features and activities
of the malware is monitored. The monitoring and detection
systems observe any deviations from the normal behaviour
of a malware from a baseline. In this paper, the datasets are
downloaded from the dataset repositories such as
VirusShare, Virus Total etc and is run in Cuckoo Sandbox.

Revised Manuscript Received on February 05, 2020.

* Correspondence Author

Anuradha Sengupta*, Department of Information Technology, SRM
Institute of Science and Technology, Chennai, India. Email:
anuradhasengupta.as@gmail.com

S. Sivasankari, Department of Information Technology, SRM Institute
of Science and Technology, Chennai, India Email: sivasan2@srmist.edu.in

V. Joseph Raymond, Department of Information Technology, SRM
Institute of Science and Technology, Chennai, India. Email:
josephrv@srmist.edu.in

© The Authors. Published by Blue Eyes Intelligence Engineering and
Sciences Publication (BEIESP). This is an open access article under the CC
BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)

Retrieval Number: C6291029320/2020©BEIESP
DOI: 10.35940/ijeat.C6291.029320
Journal Website: www.ijeat.org

3557

The dynamic features are extracted from the cuckoo
reports and logs and has to be given as an input to the RNN
and then it is predicted whether it is malicious or not.

Il. REVIEW OF LITERATURE

There are many research works which have been carried out
in the field of static and dynamic detection of malware. Each
of these research works provide an insight into the numerous
tools, techniques, frameworks etc.

Smita Ranveer et al. [1] had done a comparative analysis of
all the malware detection systems and the features extracted
by each of these systems.

S. L. S. Darshan et al. [2] have run the various malicious
payloads in Cuckoo sandbox and have extracted the system
calls from the analysis reports.

Chaudhari et al. [3] have studied about the extraction of
features from the malware file. The authors have used tools
such as VirusTotal, IDA Pro etc.

Si .N et al. [4] has proposed a classification algorithm based
on static features called MCSC and identifies malware
families by CNN.

Burnap P et al. [5] proposes a method for the automatic
detection of malicious and benign malware executables sing
machine activity features such as CPU, RAM etc.

Catak et al. [6] have analysed and run various malicious
payloads in a sandboxed environment and have used the
results to classify the various categories of malware such as
virus, ransomware etc.

Zhou H. [7] has proposed a framework for using both static
and dynamic features for determining whether a PE file is
malicious or not.

R.Vinayakumar et al. [8] have designed a framework called
ScaleMalNet. The authors have used static, dynamic and
image-processing techniques for detecting and classifying
zero-day malware.

ljaz et al. [9] discusses about static and dynamic analysis
methods of malware using various algorithms and also the
limitations of dynamic analysis due to a controlled network
environment.

S. Mohammed A. F et al. [10] discusses about the increasing
complexity of malware and behaviour of the execution of a
PE file. The authors also discuss about n-gram technique.

I1. EXISTING SYSTEM

The static malware analysis deals with the analysis of the
code of the malicious file and checking the file signatures,
strings, opcodes etc. The static analysis can be done using
tools such as PEiID, Dependency Walker, PEView, Virus
Total etc.
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The static analysis cannot be done effectively if the code is
obfuscated and the malware developer has obfuscated the
strings, API calls, methods etc. Therefore, the dynamic
analysis needs to be done to track the behaviour of the
malware during its runtime execution.

IV. PROPOSED SYSTEM

In the proposed system as shown in Fig. 1, the malware
executables are downloaded from data repositories such as
VirusShare and the malware executables are extracted. The
VirusTotal API is then used to determine the properties of
the executable such as the file signatures, the number of
anti-virus engines which have declared it as a malware etc.
The malware executables are the run in Cuckoo Sandbox
and the dynamic features are extracted. The dynamic
features then have to be given as an input to the Recurrent
Neural Networks. The RNN will help in predicting whether
executable is malicious or not.

Cuckoo Sandbox RNN

Malware Hidden

GRU Cells

reanic I layers of

Fig. 1. System Architecture of Proposed System

V. EXPERIMENTAL RESULTS

A. Downloading of dataset and uploading in VirusTotal

The datasets are downloaded from data repositories such as
VirusShare and the malware executable is uploaded in
VirusTotal API as shown in Fig .2 to check the number of
anti-virus engines detecting as malicious, the file signatures,
the strings etc.

Fig. 2. Uploading of the malware executable in
VirusTotal

B. Cuckoo Sandbox Architecture

The Cuckoo sandbox is a malware analysis tool and can be
used to detect an analyse any suspicious file. The tool can
analyse files of different types such as executables, URLSs
etc. It can also trace API calls, capture network traffic in the
PCAP format, perform memory analysis using Volatility etc.
The Cuckoo sandbox architecture consists of the Cuckoo
host, the virtual network and the analysis virtual machines.
After the analysis is done the reports are given back to the
Cuckoo host as shown in Fig. 3.

Retrieval Number: C6291029320/2020©BEIESP
DOI: 10.35940/ijeat.C6291.029320
Journal Website: www.ijeat.org

3558 & Sciences Publication

Fig. 3. Cuckoo Sandbox Architecture
C. Executing Malware Executable in Cuckoo Sandbox

The cuckoo.py program is executed and the server is run.
The malware is submitted to the cuckoo web API and then
the analysis is started as shown in Fig. 4. The virtual
machine is restarted as shown in Fig. 5 and the malware
executable is run in the clean virtual environment with the
help of the agent.py as shown in Fig. 6. The reports and
results are reported back to the Cuckoo host upon execution
of the malware in html and JSON format as shown in Fig. 7
and Fig. 8 respectively.
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Fig. 4. Submitting of the malware executable in Cuckoo

Web

Fig. 5. Restoring of the Virtual Machine after executable
is submitted
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is run in Cuckoo Sandbox with the help of agent.py. The
dynamic features are extracted from the Cuckoo reports and
logs in the html and JSON format. In the future work the
dynamic features have to be given as an input to the RNN
and the executable has to predicted whether it is malicious
or not. Similarly, the other file formats such as .pdf, .doc etc
can be executed in Cuckoo sandbox for prediction of any
malicious activities.
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and logs

The Cuckoo reports and logs in the html and JSON format
can be used for extracting the dynamic features as shown in
Fig. 7 and Fig. 8 respectively. The dynamic features can be
the duration, the size of the malicious executable, the
dropped files, the files read and opened, the registry keys
added etc. These dynamic features have to be given as an
input to the Recurrent Neural Networks (RNN). The RNN
will help in predicting whether the executable is malicious
or not.

VI. CONCLUSION AND FUTURE WORKS

In this paper, the malicious executables have been
downloaded from data repositories such as VirusShare and
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