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Abstract: Biometric recognition systems use certain human
characteristics such as voice, facial features, fingerprint, iris or
hand geometry to identify an individual or verify their identity.
These systems have been developed individually for each of these
biometric modalities until they achieve remarkable levels of
performance. Biometricsisa measure of biological characteristics
for the identification or authentication of an individual based on
some of its characteristics. Although biometric recognition
techniques promise to be very effective, At present, we can not
guarantee an excellent identification rate based on a single
biometric signature with unimodal biometric systems. Thus the
error rates of unimodal biometric systems are relatively high due
to all these practical problems, which makes them impractical for
the use of critical safety applications. To resolve these problems, a
solution isused in the same system in several biometric modalities,
called a multimodal biometric syssem (MBS). MBSs combine
different modalities in a unique recognition system. The
multimodal fusion allows improving the results obtained by a
single biometric characteristic and making the system more
robust to noise and interference and more resistant to possible
attacks. Fusion may be carried out at the level of signals acquired
by the different sensors, of the parameters obtained for each
modality, of the scores provided by unimodal experts or of the
decision taken by said experts. In the case of fusion, the features
obtained from the various biometric methods must be
homogenized before the process of fusion is accomplished. This
article describes the evolution of a multi-modal biometric
identification system depends on 3 biometrics-face, iris
& fingerprint. Feature extraction isdone using the Gabor Wavelet
method and classification is accomplished using the Random
Forest classifier. This proposed method is applicable in real-life
applications to identify biometric for offices, hospitals, and
colleges/universities and so on.

Keywords. Biometric, Biometric recognition  systems,
Multimodal biometric systems, fusion, Gabor Wavelet, Random
forest.

Revised Manuscript Received on April 25, 2020.
* Correspondence Author

Shinde Prashant Pandurang*, Department of Technology, Savitribai
Phule Pune University, Pune, India. Email: prashantshindeO9@gmail.com,
pshinde@del oitte.com

Sable Amol, Department of Cyber Risk, Deloitte Pune, India. Email:
asable@deloitte.com

© The Authors. Published by Blue Eyes Intelligence Engineering and
Sciences Publication (BEIESP). Thisis an open access article under the CC
BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)

Retrieval Number: D7249049420/2020©BEIESP
DOI: 10.35940/ijeat.D7249.049420
Journal Website: www.ijeat.org

2126

. INTRODUCTION

The identification of individuals corresponds to the search
for the identity of the person who appearsin adatabase. It can
be used to authorize the use of services, for example, to
control accessto ahighly secure areafor which only alimited
number of people (registered in a database) have access
authorization, as it can be used to recognize criminals. To
meet these needs, biometrics seemsto be apractical, effective
solution whose cost in effort and money is constantly
decreasing. Biometricsisdeveloping rapidly. Thisinfatuation
leads to the growth of a wide variety of biometric methods:
fromthe classical ones, such asthe study of fingerprints[1] or
iris[2], to more exotic oneslike the recognition of the gait [3],
recognition of the shape of the ear [4]. More recently, the
increase in identity fraud has created a growing need for
biometric technology in several applications needing a high
degree of security: access to sensitive sites, airport
surveillance [5]. The word biometrics refersin a very broad
sense to the measurabl e study of living things[6]. Biometry is
the science that uses mathematics to study biological
variations within a given group.

Fig. 1. The different biometric modalities that can serve
as a means of identification [7]

Biometric systems can provide three modes of operation,
namely, enrolment, identification, & authentication (or
verification). Biometric techniques are currently utilized for
security  applications. Each has advantages and
disadvantages; the choice of a technique is according to the
application. Figure 1 shows some biometric techniques.
Biometric terms can be classified into three categories:

= Methods that are depends upon the analysis of
biological traces (Odor, blood, and DNA);

= Morphological modalities that use part of the
human body like iris,
fingerprint, etc.
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= Behaviora modalities use a persona trait of
behavior, such as signature, gait, etc.
Table- I: Advantages and disadvantages of different
biometric technologies [8]

Technique Advantages Disadvantages
Optimum
Inexpensive; quality of
Average measurement
ergonomics; Ease | devices
Digital print of use; Small size | (reliability);
of thereader; The | Average
most tested; Fast acceptability;
processing Possibility of
attacks.
Bulky system;
Very ergonomic; EXpensive,
Geometry of the hand Good accept abiI} ty Possible
disturbance by
injuries.
Inexpensive: Identical twins;
Face Compact; Good Psychol ogy:
acceptability Vulnerability to
attacks
. Reliability; Expensive; Low
Retina Durability acceptability
expensive; Low
Iris Reliability. acceptability;
Durability Acquisition
constraints.
. Vulnerability to
Voice Ease. attacks
Psychology;
! . Depends on the
Signature Ergonomics reliability of the
signature
Keyboarding
Keyboarding Ergonomics Physical and
psychic state

There are many possibilities for improvement in
biometrics [9]. Biometric systems that operate using any
feature aone (Unimodal biometric systems) have some
limitations [10].

The use of multiple biometric systems is multimodality
[11]. Severad systems together are designed to reduce
previous limitations. Also, the use of different systems is
primarily aimed at increasing the efficiency of recognition.
The goal is to increase the acceptance of the program by
increasing the amount of discriminating information for each
person. Multimodal systems combine severa hiometric
systems and therefore require the acquisition and processing
of several data. The acquisition and the processing can be
done successively, one speaks then of architecturein series, or
simultaneously, one speaks then of architecturein parallel.

[I. LITERATURE SURVEY

In the field of people recognizing iris, John Daugman is the
pioneer. In 1994, he suggested a complete iris imaging
method [12]. Based on calculating an integrodifferential
operator, Daugman suggested a system for detecting iris,
pupil and eyelids. He then created the "rubber-sheet"
approach to normalize the iris disk pseudo-polar. The
extraction process of the features is based on the 2D Gabor
phase coding. Distance hamming is used to check.

In 2018, Chen et a. [13] The alternative approach suggested
and different from Daugman's. Differences include iris
acquisition, segmentation, normalization and identification in
all processing phases. Chen et a. suggested a system based on
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the elliptical and circular transform of Hough in
segmentation. This device encodes the structure of the iris
using the degradation Laplace pyramid. The growing
association between 2iris codes is used to assess the
similarity.

In 2016, Shaik [14] Proposed the use of the intensity values
for the collection of circular contours clustered on a center of
the pupil located using content-sensing techniquesto extract a
set of one-dimensional signalsfromthe Irishimage. The set of
one-dimensional signals is then encoded with the
transformation "zero crossing" at different levels of
resolution. We use the mean of the difference at each degree
of resolution to measure the overall dissimilarity between two
iris codes.

In 2013, Thepade [15] Wavelet Transform used by a hybrid
wavelet transforms. 4 transformation rates are determined and
the signature is made up of the lowest diagonal description
coefficients.

In 2012, Galbally [16] The shortcomings of iris recognition
systems were explored and a correlation approach for the
calculation of local quality was proposed when fewer
constraintsare placed on images, including aloss of quality of
an image.

In 2009, Arivazhagan et a. utilize a method known as
multiresolution [17]. By cal culating the mean grayscale value
as a radius function, the ICA Multiresolution Algorithm
provides aone-dimensiond irissignature that isused asinput.
Prabhakar et al. [18] propose a method depends upon filter
banks to perform the matching of this kind of image. They
describe a new texture descriptor called "fingerprint code”.
The texture information (averages and variances) is extracted
by performing a sectorization of the image around areference
point (core point), and pairing is based on a calculation of
Euclidean distance between two codes. The disadvantage of
this approach is that the core point must be located exactly.
This is not possible for poor quality images. Also, the
performance is lower compared to matches based on
minutiae. However, a decision that combines texture settings
and minutiae would have a better performance.

M. T. Leung et d. introduced in [19] neura network for the
detection of minutiae. Another more direct approach was
proposed by Maio and Maltoni in [20]. This approach tracks
the ridges by locating the local maxima by tracking lines
along the directional flow of the ridges. Only with this
approach, the local maxima may not be well defined in the
case of apoor quality image.

The proposed research work depends upon the work of Walia
et a. (2019) [21]. They presented a research paper on
multimodal biometric identification depending upon score
level fusion of iris, fingerprint & finger-vein images. They
used Back-tracking Search Optimization Algorithm for the
classification of extracted features.

[11. PROPOSED METHODOLOGY

A. Problem Statement

Biometricsisameasure of biological characteristicsfor the
identification or authentication of an individual based on
some of its characteristics.
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Thistechniqueisused more and more today to establish the
recognition of the person in a large number of diverse
applications. Although biometric recognition techniques
promiseto bevery effective, we cannot presently guaranteean
excellent recognition rate by unimodal biometric systems,
depending upon a single biometric signature. Also, these
systems are generally affected by issues like noise introduced
by sensor; non-universality; lack of individudity &
unchanging representation & sensitivity to attack. Thus,
because of all these practical issues, error rates related by
unimodal biometric systems arerelatively high, which creates
them unacceptable for deployment of important security
applications. To overcome these problems, a solution is used
in the same system in many biometric modalities, named
MBS. This research work presented a multimodal
identification system combining information from the face,
iris, and fingerprint. Since when they are fused they present a
better performance and give greater security in practica
applications, thus being more reliable and robust in real
applications. The results obtained to improve the
identification of individuals.

B. Pre-Processing Block

The pre-processing step initially transforms the RGB image
into a grayscale image. Then morphological operations are
performed on the grayscale image.

C. Morphological Operations

The development of mathematical morphology was
inspired by image processing problems, whichisitsmain field
of application. In particular, it provides tools for filtering,
segmentation, quantification and image modeling. In what
follows, we present the basic elements of mathematical
morphology. We will study the mathematical morphology
applied to binary images (two levels of gray) because this
correspondsto our use of this method. However, the approach
can also be applied to images in several gray levels.

a) Toolsof Mathematical M or phology

The mathematical morphology is known by its set
elements; where X isthe set to be analyzed and S a structuring
element that one chooses according to the needs of the
anaysis. These relationships are indeed based on basic
morphological operators that are erosion and dilation. On a
binary image, X can be the set of white pixels or any subset of
the latter, and S any subset of all the sites[22].

Xt ={xt, x € X}, trandated from X

S§'={-s, s € S}, the symmetric of S concerning the origin.

Addition of Minkowski: The addition of Minkowski of the
set X by the set Y is defined by [22]:
X@Y={x+y,xeX,yeY} (@D}

Subtraction of Minkowski: The Minkowski subtraction of
the set X by the set Y isdefined by [22]:

XOYNXy (2)

Erosion: The mathematical erosion by a structuring
element is a subtraction of Minkowski. The structuring
element (erosion kernel) determines how erosion tinges
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borders in an image [22]. The MATLAB command is given
by:
g =(f.se) (©)

Dilation: The mathematical dilation by a structuring
element is an addition of Minkowski by S’ such that:

X®S={x,5xn X+ @} (4

The MATLAB command is given by:
g = imdilate (f, se) (5)

The Entecavir Test Solution was ready by moving 10 mg of
the sampleto avolumetric flask of 10 ml and then adding 1 ml
of DMSO, Catalyst Solution, and Derivatizing Reagent.
Marking with Acetonitrile then extracts this solution.

D. FeatureExtraction using Gabor Wavelet

Gabor wavelet features are measured for proposed work.
The directional decompositions for image anaysis were
probably initiated by Gaussian windowing in the 2D Fourier
domain and continued 4D filters as well as the directional
Gabor wavelets proposed by J. Daugman [23]. The use of
Gabor's wavelets for the image is often linked to the
consideration of the human visual system.

Gabor wavelets are constructed by isotropic Gaussian
windowing of a complex plane wave of frequency F in
direction 0 [24]:

PYO(x) = e —IxI2/2 21 e —j(xTw0) (6)
Where, w0 = F[cos(6) ; sin(8)]T

The decomposition depends on the number of orientations
K that one fixes and that one can distribute evenly in [0, ].

0e®={knlK;0<k<K} (7

We can then decompose any real 2D signal (x) by scalar
product with the following atoms:

{Wjub (x) = 2-j1 (2—j (x — w))} €O, JEZ,UER2 (8)

E. Classification by using Random Forest Classifier
In particular, methods that utilize randomness to create
diversity in tree sets have multiplied. Breiman presented a
formal framework for this group of methodsthat he named RF
(Random Forest). An RF is a classifier comprising a set of
elementary classifiers of the decision tree type, noted:
{h(x,®k), k=1,...L} (9)

Let (H(®1), ..., K(®q)) a collection of tree predictors, with
@1, ... , ®q random variables independent of Ln. The
predictor of random forests

HRF is obtained is aggregating this collection of random
trees asfollows:
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HRF(x) = Uq(3l=1q H(x,0l)) Average of individual tree
predictionsin regression.

HRF(x) = arg max1<k<K Y I=1q 1h(x,0l)=k Magjority vote
among individual predictionstreesin classification.

The term random forest comes from the fact that individual
predictors are, here, explicitly predictors per tree, and that
each tree depends on an additional random variable (that is, in
addition to Ln).

F. Pseudo Code
Algorithm 1: Pre-Processing for Finger print Recognition
Input: Biometric sample, Fingerprint Image “FPi = fpl,
fr2... fpn”
Output: Pre-processed image® FPi’”.

1. Begin

2. For each biometric sample of fingerprint image

3. Apply Morphological operation using Equations (3)

and (5)

4. Endfor

5. End
Algorithm 2
Recognition
Input: Pre-processed image“ FP’i”
Output: Extracted features “FPi"  in the form of amplitude
and energy.

1.Begin

2. For each pre-processed image “ FPi’ ”

Feature Extraction for Fingerprint

with number

of orientation® k&’
3. Define the value of @ with 81, ... , 6k using Gabor

filter
4. Endfor
5.End
Algorithm 3: Pre-Processing for Iris Recognition
Input: Biometric sample, Iris Image “Ii = I1,12, . .. ,In”
Output: Pre-processed image “ Ii’”
1.Begin

2. For each biometric sample of irisimage
3. Apply segmentation for pre-processing
4. Endfor
5.End
Algorithm 4. Feature Extraction for Iris Recognition

Input: Pre-processed image “ Ii
Output: Extracted features “/i" ” in the form of amplitude
and energy.

1.Begin

EE]

2. For each pre-processed image “ i with several

orientation‘ k’
3. Definethevaueof 6, 61, ..., 8k using Gabor filter
4, Endfor

5.End
Algorithm 5: Feature Extraction for Face Recognition

Input: Biometric sample faceimage “ Fi=f1, f2, .., fn”

Output: Extracted features “ Fi’ ” in the form of
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amplitude and energy.
1.Begin
2. For each pre-processed image “Fi” with several
orientation ‘k’
3. Definethevaueof 8, 01, ..., 8k using Gabor filter
4. Endfor
5.End
Algorithm 6: Classification

Input: Biometric features extracted, FPi', “ I1i”,“ Fi"”

Output: Result in terms of accuracy, precision, and
sengitivity.
1.Begin
2. Fori=1: n, n=number of training samples
3 Create classifier model using Bagger tree
4. Endfor
5. Fori=1: n, n=number of testing samples
6. Predict classifier model
7. End For
8. Calculate accuracy, precision, and sensitivity
9.End

Input

N

Store in
Datahase

Fig. 2. Block diagram for proposed multimodel biometric
identification system
There are three input patterns for proposed multimodal
biometric identification i.e. face, iris, and fingerprint images.
Figure 2 shows the proposed system moda containing
training and testing modules.

IV. EXPERIMENTAL RESULTS

Simulationiscarried out by with MATLAB softwareimage
processing (IP) toolbox.

A. Evaluation Parameters

Accuracy = ((TP+TN) [(TP+TN+FP+FN)) x 100 (10)
Precision = (TP/ (TP+FP)) x 100 (11)
Sensitivity = (TP/ (TP+FN)) x 100 (12
Where,

TP=True Positive

TN=True Negative

FP=False Positive

FN=False Negative
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B. Simulation Resultsand Analysis TN 27 |27 |25 | 26 | 27 | 26 | 26 | 27 |27 | 27

Output Class
Output Class

Target Class 1 2 3 - 5 6 7 8 9 10

Ei fus o olot for f . Target Class
'g. 3. Confusion matrix plot for facerecognition Fig. 5.Confusion matrix plot for the proposed hybrid

Table- 11: Result for face recognition for different classes approach (Face, Iris, and Fingerprint)
Parameter Class Table- IV: Result for proposed hybrid approach (Face,
112 |3 |4 |5 (6 7 |8 19 110 Iris, and Fingerprint)

P 33 [T [2 (3 [3 [3 (3 |3 [3 || paramat Class

arameler o 13 [4 |5 [6 |7 |8 |9 |10
FP o [o |2 |2 |o [o [o o [o o

TP 3 [3 3 ]2 [3 |3 |3 ][3 ]33
FN o0 [o [o [o Jo Jo |2 [o |1 |o

FP o0 [o]o |1 o |o o |o]o o
N 271 |27 |27 |27 |27 |27 |25 |27 | 26 | 27

FN o [o o o |[o o oo |1 o
Calculation of confusion matrix for different classes is | TN 27 |21 |25 |26 |27 |26 [ 26 |27 |27 | 27
given asfollows:

For Class 1. 1 0
TP=3, TN=27, FP=0, FN=0 0.9} Class 2
Accuracy = TP+TN [TP+TN+FP+FN os} et

= 3+27 /3+27+0+0 = 100% ozl Class 5
Precision = TP ITP+FP = 3/ 3+0 = 100% 2 .l P
Sensitivity = TP/ TP+FN = 3 /3+0 = 100% e Class 8
Similarly, to &l other remaining classes this calculation 8 °°f S
will have performed. 2 °4r
0.3F
0.2
01f
0
o] 0.2 0.4 0.8 0.8 1

False Positive Rate

Output Class

Fig. 6.ROC curvefor different classes

Table- V: Various parametersfor recognition method

Recognition Accuracy | Precision | Sensitivity
method
1 2 3 4 5 6 7 a8 ] 10
Target Class
Fig. 4.Confusion matrix plot for irisrecognition approach Face 98% 90% 90%
Table- 111: Result for Irisrecognition approach for Iris 96.67% 83.3% 83.3%
different classes
Class Hybrid(proposed) | 99.33% 96.67% 96.67%
Parameter 15> T3 [4 [5 |6 |7 |8 |9 |10
TP 2 [3 ]2 (3|2 |2 |3 |3 |2 |3
FP 1 (o (1 {0 |1 |1 |0 |0 [1 |0
FN 0o |[o |2 |1 |o |1 |1 |0 |O |O
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3
Performance Comparison
4
100%
. - 5
95%
o
i o | mFace 6
8% 1 mlris
80% 1 Hybrid(proposed) 7
75% 8
Accuracy  Precision  Sensitivity
Performance Parameters 9
Fig. 7.Compar ative Graph for Measuring Performance
10
V. CONCLUSION
Biometrics is an expanding field with a growing body of  ;
research that aims to achieve an effective, reliable and timely
way of identifying people. The proposed biometric modalities
are the face, iris, and fingerprint. This work presented the 12
process of identifying individuals by multimodal biometrics.
The main god is to implement MBS for the identification of 13
individuals where information from three biometric scores
(Face, iris and fingerprint) are combined. To get thisgoal, the (4
proposed work was carried out in several stages. We
implemented and tested the face, iris, and fingerprint 19
identification system independently to evaluate their
performance and have a clear vision of the robustness of the
fusion phase. The multimodal recognition process improves
the performance of single-mode systems. Indeed, the tests that 16
we carried out showed the interest of the fusion at the level of
the scores. The integration of the data at the level of the
correspondence scores by the weighted sum method gives the 17
best result and makes it possible to significantly enhance the
performance of the multimodal system. Confusion metrixes for 18
all three recognition have plotted for class 1 to 10. The accuracy of
each class has different values. The overadl accuracy for face
recognition, iris recognition, and proposed hybrid approach is
98%, 96.67% & 99.33%, respectively. The overdl precison for 19
iris recognition, face recognition & proposed hybrid approach
are 90%, 83.3% & 96.67%, respectively. The overall senstivity
for iris recognition, face recognition & proposed hybrid 20
approach has similar values as precision.
The proposed multimoda biometric identification approach >
may utilize additional  biometric  approaches  like
pal m-print/finger knuckle to achieve better time complexity.
22
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