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 
Abstract: Financial technology is the next generation emerging 

technology, which has drawn the attention of most of the business 
enterprises. Both blockchain and cloud computing are the two 
main contemporary parts of Financial technologies. Blockchain 
provides security for the data through authentication of peers in 
order to share digital cash, encryption and hash value generation. 
As per the global financial industry’s prediction, the security 

related blockchain technology will be increasing beyond 20 billion 
by 2020. Blockchain technology is used beyond crypto currency 
and cloud computing is also shifting to meet the changing 
requirements of industry revolution 4.0. Since Cloud Computing 
has deployed all its platform  for availability and efficiency. This 
paper discusses about blockchain technology and also enlighten 
how it’s features can be adopted in cloud computing. 

Keywords : Blockchain, Cloud Computing, security, efficiency, 
authentication. 

 

I. INTRODUCTION 

 Blockchain will be the next generation industry revolution 
for financial sector and the applications of blockchain has 
reached beyond crypto currency [1]. In blockchain secure 
communication takes place between the peers who are 
participating in the network without the involvement of third 
party authority as performed in cloud computing. In blockchain 
each peers maintains a public ledger which consists of all the 
transactions that are performed within the network and this also 
helps to avoid hacks made during the virtual cash transactions. 
 In blockchain a transaction is initiated by the source node, 
verified by each node in the network and then the transaction is 
queued to the list of unconfirmed transactions which forms a 
block. Once the block is created, then all the nodes will append 
the block to their chain, in turn updating their ledgers. This acts 
as a trusted mechanism [2] which eliminates single point 
failure, need for third part authority by ensuring security for 
virtual cash. 
 Cloud computing has  been implemented by many companies 
because of its efficiency, in which security and privacy are the 
two important buzz words that are widely discussed in terms of  
confidentiality, authentication, integrity and so on [3]. Cloud 
computing provides wide range of services to all the clients 
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based on their requirements, which is on-demand pool of 
services (SaaS, IaaS, PaaS). Blockchain as a service (BaaS) 
can be considered as next generation feature of cloud 
computing, which is the combination of blockchain and cloud 
computing technologies. BaaS can be adopted by all the 
companies which have adopted cloud environment without any  
involvement of an IT expert, which in turn can benefit their 
business needs. 

II.  RELATED STUDY 

2.1 Blockchain 
In blockchain all the peers or users needs to maintain 

a ledger which consists all the transactional data and also 
update the ledgers in order to ensure integrity whenever there 
is a new transactions. To verify the reliability of every 
transaction, encryption technique is used by all the peers 
present in the blockchain network. Hence the dependency of 
third party and single point failure is resolved. Broker free is 
one of the key characteristics of blockchain thereby removing 
unnecessary fees that is caused by the involvement of third 
party authority as in cloud and the information of all the 
transactions are known to each and every peer present in the 
network. This makes difficulty for the attacker to hack the 
data, which in turn reduces the security expenses. Here all the 
transactions are recorded, verified automatically by huge 
participation, by using an open source the system can easily 
been implemented and connected, Hence all the records can 
be openly accessed by the public which in turn reduces the 
regulatory or third party costs[4]. 

The blockchain is organized in such a way that it 
stores data in a way which is similar to that of distributed 
database and also structured in such a way that making 
arbitrary manipulations is very difficult. Since all the 
members have a copy of each transactions and verify each 
block in blockchain, here each block contains a header and 
body. Each block contains hash value of the previous block 
along with the header of current block and index keys are used 
to search a block in the blockchain. The hash values which are 
stored in the block of each peer are affected because of 
previous blocks and hence it makes difficult to alter or delete 
the registered data block by the hacker. Hacking the data 
block can only be done if 51% of peers are attacked 
simultaneously at a time, and this kind of situation is very 
difficult in reality. 

Blockchain technology uses public key for 
verification purpose using a hash function, which is used for 
both encryption and decryption process in ensure security for 
the data block. Here ECDSA (Elliptic Curve Digital Signature 
Algorithm)  
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is use for verifying the e-signature which is 
generated between users during each transaction to check if 
the data is altered or not. By using public key as users account 
information, enables peers to know who has sent and how 
much to other peer. There is no way for accessing data 
regarding the peers in the network [5-7]. In bitcoin 
transaction, hash function is used to check the integrity of 
each data block which contains transactional details and this 
is done by verifying the transaction by using hash value for 
public key encryption. Using root hash value of each 
transaction, we can check if the weather bitcoin data is altered 
or not [8, 9]. 

 
Figure 1: Blockchain Connection structure 

 Many researchers is going on to strengthening the security 
characteristics of blockchain and blockchain focus mainly on 
providing security for public keys of peers which is used 
during the transaction i.e. during encryption and decryption 
process. When an attacker  uses “reuse attack” in order to get 

the personal key which is stored in peer’s device, that can be 

used for hacking the bitcoin. Once the personal key is 
obtained, then the attacker can hack the bitcoin if there is 
leakage in data. 
Bitcoin is vulnerable, since the malware infection can be done 
because the trade is done on client’s personal computer or 

Smartphones. The applications, emails which are less secure 
must be detected and well trained in order to stop infection of 
peer’s device, such type of technique can be done in game 

environments [10]. The biggest strength of blockchain is that 
it is very difficult to modify the transaction ledgers, since 
many peers will share the same ledger. If the attacker modifies 
51% of all the peers’ ledger, then he can access the data block 

and this problem can be solved by performing intermediate 
verification that has to be designed to solve this problem. 
2.2 Bitcoin 

In 2009 Satoshi Nakamoto introduced digital or 
crypto currency called bitcoin, which allows peers to perform 
all the transactions without the need of central authority or 
third party to manage crypto currency. Each transaction in 
bitcoin is done based on distributed database using public key 
cryptography technique [11]. This information related to 
bitcoin is flooded in the network and the peers use this 
information to verify the crypto currency. Each peer will have 
the same copy of blockchain who are participating in the 
blockchain network. In spite of many issues in digital 
transactions, blockchain implementation is very effective. For 
example if any user tries to generate false receipt from another 
users account to his account, this can be blocked by checking 
the sender’s public key. 

Bitcoin address is the main component of bitcoin, 
which specifies the location of the bitcoin and the peers who 

has confirmed the bitcoin transaction. Each transaction in 
bitcoin plays a very important role, which takes bitcoin as an 
input and generates the address as an output. The digital 
currency used in bitcoin contains chain of digital signatures as 
shown in figure 2. A central authority is used to check all the 
transactions, to guarantee, the owner have not used the coins 
many times [12]. 

 
Figure 2: Bitcoin transaction 

 

2.3. Security challenges of Blockchain 

2.3.1 Settlement of Blockchain 

Even though one to one blockchain exists, which is 
generated by a block. Consider a scenario where two peers try 
to generate the block at the same time then the single block 
will be divided into two blockchain which is generated by two 
blocks at an instant of time. In this scenario the block which is 
chosen by majority of peers will be selected and the other will 
not be selected for mining in bitcoin network. As per the 
recent study, if the attacker has 25% of mining capability then 
he can easily falsify the transactions. As the computation cost 
of bitcoin is very high, getting high mining ability is difficult. 
But still it can be a risk and because of the basic 
characteristics of bitcoin, security aspects have affected the 
economic factors in the market [13, 14]. 

2.3.2 Security of transaction 

Flexible programming language is used to write the 
scripts for both input and output to create different 
transactional forms. For authentication and financial services 
a bitcoin contract [15] is been used and the method for 
creating a contract includes multiple digital signature 
technique named multisig. Even though the scripts are written 
to solve many problems in bitcoin, the possibility of a poor 
configures transaction increases the script complexity and 
generally these kinds of transactions are discarded. Much 
research is going on to check the accuracy of the script which 
are used to model bitcoin contract type transactions [16]. 

2.3.3 Security of wallet 

 The bitcoin address consists of hash value which is 
encoded using the public key and personal keys, In order to 
unlock the output a locking script is written for a bitcoin 
transaction which outputs the address that can be easily 
unlocked by the unlocking script.  
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It is clear that if there is a loss of data from digital 
wallet, which causes loss of bitcoin data and this is a major 
concern for bitcoin attacks made by the hacker [17]. In order 
to provide security for the wallet a multisig services care been 
used for multiple digital signatures and this multisig is used as 
an redundant security  

feature which allows a transaction when there are 
more than one digital signatures. Here multisig services allow 
the biometric withdrawal or a two factor authentication is 
used with other measures [18]. 

A basic solution to avoid bitcoin wallet attacks is 
offline storage, such as paper bitcoin or physical bitcoin 
wallet which is connected to the network or internet. Here the 
storage unit is used only when there is a signed transaction 
that is sent using the storage key whenever a bitcoin 
transaction is required and this leads to another problem such 
as loss of cold storage or lack of user friendliness to the 
hardware wallet [19]. 
2.3.4 Security of software 

If there exists a software bug in bitcoin, its critical. 
Since the bitcoin core structure is very effective as the 
reference made by Satoshi Nakamoto during software 
implementation. The core software should be more reliable 
which should not contain any bug or software malfunctioning. 
CVE-2010-5139 is one of the most famous bug, occurred 
during 2010 by integer overflow which is an invalid 
transaction 0.5 bitcoin, which is referred as 184 trillion 
bitcoins present in a a block and then the problem was solved 
8 hours later. In Bitcoin version 0.7 and 0.8 have different 
blockchain, which made difficult for the peers to do 
transactions with peers who have different versions. Hence 
these two problems clearly show that the security of bitcoin 
transaction on a block is treated as a software bug [20]. 

2.34.5 Double transaction 

The main problem of bitcoin using bitcoin is it increases the 
possibility of double transaction. A double transaction is a 
process in which the bitcoin is sent to two or more peers or 
accounts for malicious purpose. In order to solve this problem 
“total currency” and “longest chain wins” mechanisms are 

adopted for preventing this kind of malicious behavior in the 
network. As shown in figure 4, the double transaction 
problem can be addressed using this mechanism, the red 
blocks represents the chain that loses the competition. 

 
Figure 3: Double Spending Prevention Mechanism 

III.  SECURE BLOCKCHAIN SOLUTIONS IN CLOUD 
COMPUTING 

In cloud computing the main focus is on how to 
provide security for the data during transmission and at rest. 
To provide strong security service, the combination of 
blockchain and cloud computing can be helpful. Before the 
user stores his sensitive information on to the cloud, the 
anonymity can be checked if blockchain technology is 
adopted and this is done by installing digital wallet.  

In this process if the digital wallet is not handled 
properly, then user’s sensitive information can be leaked. In 

other words the security of blockchain is affected if the 
sensitive data is leaked in cloud environment, which damages 
the monetary aspects of blockchain. To solve this problem, a 
solution has been proposed [21] which installs and deletes the 
digital wallet safely. 

There are few other issues, such as falsifying the 
transaction ledger or double transaction. Since most of the 
users use mobile devices, the verification of these devices has 
to be done. The accuracy and integrity of the timestamp is 
obtained only when the transaction is guaranteed [21]. 
  The core technology of blockchain must be verified 
properly, since the vulnerabilities changes from one 
programming language to another, versions used by peers and 
also the platform which is used for deployment of digital 
wallets. The wallet must be implemented securely in order to 
minimize the verification problems that are occurred during 
planning, analysis, requirements, quality of service and 
maintenance. Figure 5 shows the secure bitcoin protocol using 
digital wallet.  

 
Figure 4: Secure bitcoin protocol 

IV.  BLOCKCHAIN-AS-A-SERVICE (BAAS) 

It is a mechanism of hosting all the features of 
blockchain in cloud computing environment. BaaS allows the 
peer to create an application, distributed ledger, platform and 
also security for the data. Thus BaaS helps to deploy 
blockchain services and core features on to the cloud 
computing environment, which can be used by developers and 
users [22]. 
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The fundamental technique of BaaS is as same as 
Software-as-a-Service (SaaS) and the functionality of BaaS 
can be either PaaS explicitly or SaaS implicitly which may 
vary based on the type of cloud computing environment been 
used. 

 
Figure 5: Location of BaaS 

Figure 6 represent on premise deployment of BaaS in cloud 
computing environment. In this scenario BaaS use the support 
of PaaS and SaaS, BaaS uses software services from SaaS and 
platform services from PaaS. BaaS provides flexibility for the 
organizations to focus on functional needs and business logic 
of blockchain, which helps to deploy all the functionalities on 
to the cloud computing environment. 
 Advantages of BaaS 

1. Using BaaS based cloud platform, users can receive 
reliable services with less cost instead of separate on 
premise blockchain deployment. 

2. BaaS takes complete care of peer creation, deletion 
and transaction verification without any 
intervention. 

3. BaaS provides high interoperability by using the 
existing services of cloud computing (SaaS, IaaS, 
and PaaS). 

4. BaaS can be managed by users who do not have 
technical knowledge of enterprise blockchain. 

5. The third party authority is not required for managing 
blockchain technology of BaaS. 

6. BaaS provides guaranteed secure transactions. 
7. Real time tracking of all the transaction is done with 

no single point failure in BaaS. 

V.  CONCLUSION 

Blockchain has changed the way how organizations 
are performing financial transactions. It has eliminated the use 
of central authority and allows the peer to control all the 
transactions by himself without any technical knowledge of 
blockchain. It has a distributed network structure and uses 
peer network structure for resource computation. Security 
mechanism is implemented to monitor all the transactions 
carried out by each peer at real time in the network.  
In this paper, the core technologies of blockchain have been 
studied and various measures should be taken by the peer 
before implementing blockchain technology in cloud 
computing environment. Many issues are raised in blockchain 
even today regarding security for digital wallet, transaction 
ledger and software. The data uploaded in blockchain 
network are not controlled by anyone and even if anyone tries 

to access user data, it can be only partial data which does not 
provide entire information. All companies that are keen to 
invest in blockchain technology need to first perform a 
strategic evaluation to see if it is feasible for their enterprise 
business model.  Thus, it is suggested that companies carry 
out granular tests on the use-case level to decide which 
software may be brought on with blockchain technology.  A 
proper strategic technique is needed  in order to use 
blockchain effectively. 
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