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Abstract: In the recent times, the interest in Blockchain-
based crypto currencies has increased rapidly. But the slow time
of confirmation of transaction and the high charges per
transaction prove to be a problem in the adoption of this
technology for micro-payments. To solve this scalability problem,
the idea of establishing payment channel networks where nodes
establish payment channels between each other to perform off-
chain transactions. However, this method results in a certain
one-way capacity for both nodes for making transactions which
means that if a node exceeds its capacity, the channel becomes
useless in that direction and hence the payment fails which
creates an imbalance in the network. In this paper we aim to
increase the rate of success of payments by using the fact that
each node is connected to multiple points in a network which can
act as gateways and we can use any of these gateways to complete
a transaction. By using the inbound and outbound payment
traffic ratio, we also define a method for the selection of a
particular gateway to carry out the transaction. We use split
payment capability with this method to increase the rate of
success furthermore, especially for larger transactions.

Keywords- Bitcoin, Blockchain, Payment channel network,
Routing, Lightning network

I INTRODUCTION

Crypto currency is one the most influential invention of
2010s which is used for storage and transfer of assets. The
idea of cryptocurrency is storing the ownership details of
different assets in a highly secure database called the
Blockchain. Blockchain is aso wused in various
otherapplications but Bitcoin is the first use case which is
widely accepted. Any central authority to authorise and keep
the record of transactions is not needed due the mechanism
used in Blockchains which makes it useful for transaction in
untrustworthy  environment. Blockchain is available
publically and is also irreversible, which makes the system
secure against node failures and malicious activities. The
use Blockchain removes the dependency on third-parties for
transactions and solves the single point of failure problem.
The concept of virtual currency dill faces two big
problems: 1) high conformation time of transaction; 2) high
transaction fees. It takes 10 minutes to approve a block of
transaction. Also, size of a block is 4MB which limits the
number of transactions in a unit time. A maximum of 7
transactions per second can be done using Bitcoin which is
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very less than that of Visa or MasterCard. Some attempts
have been made recently to address these issues. One of the
proposed solutions is the Payment channel network concept
which is aso known as off-chain transaction networks. In
this, we try to utilise smart contract and avoid writing every
transaction on the Blockchain by recording the transactions
off-chain until the accounts are reconciled. This alows usto
perform a number of transactions in both the directions once
a channel is created between two nodes. If many nodes
come together, this off-chain channel turns into a network of
payment channels. Then instead of opening a new payment
channel every time, a node utilises an aready existing
channel to make the transaction by paying a fees for as long
as the path exists between the two concerned nodes. The
utilisation of existing channels reduces the cost of channel
creation. The perfect example of this concept is Lightning
Network. This payment network has specific node which
charge a fees to users to send data over these nodes.
Lightning network provides amost rea-time transactions
with a negligible fee. Payment channel networks like
Lightning network face their own challenges because of the
way the capacity of their channels is consumed. If a
channel’s capacity is full, a transaction cannot be completed.
The channels are bi-directions, but each peer has its own
one-way capacity which can be completely different from
the capacity of other peers. This means, a channel’s capacity
in one direction can be totally consumed while the channel
in the opposite direction has all the funds. Due to this,
insufficient funds in one-way channels drop the chance of
successful transactions drastically in the network. Recent
studies done on Lightning network have shown that the
chance of success of a transaction from one node to another
isjust 50% which is very low making it useless for end-user
implementation. This issue must be resolved to increase the
success rate of transaction. We propose the modification of
the route selection in the payment network. The current
routing method used in Lightning network enables the node
operators to set the fee, select the connections and the path
to complete a payment. The end-users always choose the
cheapest path for the transactions. This creates an imbalance
in the network. To solve this, the priority for path selection
must be flow maximisation and considering the whole
network for it to maintain a balance in the network. The
routing method we are proposing in this paper is called
inbound/outbound ratio. In this we calculate the total
inbound capacity to outbound capacity of every connected
gateway and choose the one with the minimum of these.
This method is designed on the idea that routing nodes are
balanced automatically as the transmit data in both the
directions but the gateway nodes may be overload in a
particular direction or may not be used at all.
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Improving Success Rate of Transactionsin Cryptocurrency Payment Channel Networks

We also use the split payment method in which a payment

isdivided into several smaller pieces and sent independently
so the capacity variations are minor. Payment split can be
donein two ways: 1)
Equal share in which the payment is equally divided among
the various gateways; 2) Proportional split in which the
payments are divided considering the inbound/outbound
ratio of each gateway.

The implementation and testing of the proposed
approaches of route selection and flow maximisation under
various payment scenarios showed that by using proper
gateway selection with the proportional split payment
method we can improve the rate of success of transaction
significantly as it maintains the balance in the network
increasing its efficiency.

This paper is organised in the following manner: Section Il
discusses the related work in the literature; Section I1I
explains the concepts used in payment networks and the
assumptions, Section IV defines the problem statement and
our approach to it. In Section V we perform the result
analysis and in Section VI we conclude the paper.

. RELATED WORK

A number of methods have been suggested for the
implementation of payment channel networks. Some of
these have also already being implements like the Lightning
network (LN) for Bitcoin and the Raiden for Ethereum. LN
is the most widely used with more than 10 thousand nodes
and 30 thousand channels. Source-routing is used for
transactions in LN. Spider uses packet-switching routing
technique and also uses split payment method for
transactions. It uses congestion control to increase the
success rate of transactions. It chooses the path for
transactions specificaly to maintain the baance of the
network. The payments are first queued at the spider nodes
and transferred only when sufficient funds are available.
SpeedyMurmur is using an embedding-based routing
algorithm to focus on the privacy of the transactions. Flash
uses a distributed routing algorithm to counter the constantly
changing balances.it distinguishes between smaller and
larger payments. The smaller payments are sent randomly
on paths which are already decided. But for the larger
payments, it requests the nodes to find channels with
sufficient funds to carry out the transaction and then it splits
the payment into smaller units. Revive finds cycles in the
network and makes a user to send a payment to itself
through the cycle to balance the depleted channels. Flare
and SilentWhisper uses landmark routing. In this only some
selected Landmark nodes have the routing table for the
complete network and the rest of the nodes only know how
to reach these landmark nodes. In this paper, we focus on
the strategies of path selection for transactions to maintain
the balance of the entire network and make it more efficient.
To achieve this gateway selection strategies are very
important as they have a great impact on the overall success
rate of the payment channels.

I1. PRELIMINARIES AND ASSUMPTIONS

A. Blockchain and Bitcoin
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Blockchain is a distributed database in which the basic data
structure is called a “block”. In the case of bitcoin, ablock is
made up of transactions, timestamps, nonce, hash of the
block and the hash of the previous block. For a block to be
declared valid, the hash of the block should be smaller than
anumber which is decided by the total computational power
of the network. A miner can find a suitable hash result by
changing the nonce value in the block. When the block is
declared to be valid it is distributed in the network. When
other nodes are done validating that block, the next block is
validated.

B. Off-Chain Payment Channel

The average time to validate a block for Bitcoin is 10
minutes which makes it unusable for the end-user asit is not
possible to use it for day-to-day spending. For example, if a
person uses Bitcoin to pay for a small amount like a cup of
coffee, they have to wait for about an hour for the
transaction to complete and if the payment is made during
congested time they might have to pay a transaction fee
larger than the amount of the coffee itself which is not a
desirable case for both the customer and the shop owner. To
counter this problem a mechanism was developed called the
“off-chain payment channel” that uses the smart contract
mechanism in blockchain. In this two users agree to
establish a business and sign a contract by transferring
collateral to a shared multi-signature address and create a
channel by publishing it on the blockchain. This contract is
called the “Hash Time Locked Contract” (HTLC). A pre-
image is sent to the recipient by the payer to initiate a
payment. If the recipient successfully replies to the pre-
image, the contract is validated and the money istransferred.
The main advantage of off-chain mechanism isthat the users
do not need to publish every transaction on the blockchain
and since there is no frequent on-chain transaction, there are
no unexpectedly high transaction fees rather the fee can be
nullified if the peers agree. Hence, there will be only two
on-chain transactions. one to create the channel and the
other to close the channel.
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Fig. 1 lllustration of a payment channel
In such a channel, the direction of the payments matter.
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Two flows from opposite direction nullify each other’s
capacity consumption.

Thisisshownin

Fig. 1. At Time=0, achannel between both the parties is
created. Both put in 100 units of currency to make the
capacity of the channel 200 units. After A makes two
transactions consecutively of 50 units each, A cannot
transfer any more money as the directional capacity of A to
B is zero. B sends back 130 units to A and after closing the
channel they get their respective shares from the muilti-
signature address.

C. Payment Channel Networks

The off-chain payment method can be further used to
create a payment channel network idea. As shownin Fig. 2,
we assume that A and B have a channel, and B and C aso
have a channel. If in case, A wants to pay C, then he can
hash-lock the amount he wants to send and forward it to C
through B. As C knows the answer to the pre-image, it will
get the money from B by disclosing it. The usefulness of
HTLC appears here, as C discloses the answer, now B aso
know the answer and when B replies to the pre-image, it
gets its share for helping in the transaction by A. by this
method, one node can reach any other node in the network
through multi-hop payments creating a payment channel
network.

The payment channel network shown in Fig. 2 is made of
three types of nodes. end-user node, gateway node and
router node.

_ e (“ateway
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Fig. 2 Payment channel network

1) End-User: The end-user most commonly makes
payments to purchase something and very rarely
receives payments. The end-user connects to
gateway to get access to the rest of the network and
it has to maintain a minimum amount of funds in
its channel with the gateway to continue doing
transactions. It should open a channel with a
gateway which can connect it to others
continuously and cheaply and to that, the best
option is to connect with a gateway which will
have direct transactions.

2) Gateway nodes. These are the stores or the
receivers which usually expect to receive payments
and rarely send payments. These nodes also help
end-users to make transactions to other nodesin the
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network. Gateway nodes must have a good
connectivity with routing nodes. Their primary aim
must be to sell their products in cryptocurrency
rather than to earn transfer fees for other
transactions.

3) Routing node:  These nodes are responsible for
connecting different gateways in a network. Each
routing node tries to have high number of connection
and they are aso responsible for maintaining the
balance of the channels throughout the network. This
makes them a hub point of the payment network.

D. Assumptions
In this paper,we assume that the nodes present in the
payment channel network are connected to each other with
off-chain payment channels. The off-chain channel capacity
of two nodes represents the amount of currency deposited by
these two nodes in the multi-signature address. We
distinguish every node as end-user node, gateway node and
routing node, although any node can act as anyone of it,
because we want stimulate real-world scenarios where the
cash flow is mostly from a customer to gateway.

We build up our work on the assumption that the nodesin
the network use an existing routing protocol to broadcast the
weights to the rest of the network and to carry out a
transaction. We do not put our focus on the efficiency of the
routing protocol as our main am will be to determine the
gateway to start the payment process. Another assumption is
that each node is aware of the complete topology of the
network to calculate the path and also that the updates about
the channels are broadcasted throughout the network.

We would like to note that our approach is designed to be

used in any payment channel network. We use LN as our

main subject of example to explain some problems and
introduce some concepts but the proposed approach is not
solely developed for LN.

V. PROPOSED APPROACH

A. Problem Motivation and Overview

In a payment channel network, a payment is initiated by an
end-user to a store through a gateway. Unless there is a
direct channel between the sender and the receiver, this
payment first goes through a gateway then a routing node
and then arrives a the destination. This multi-hop
transmission will not be completed if there are insufficient
funds in the channel. If the payments are highly directional,
the funds in the channel will shift to one particular side. The
gateway nodes are highly prone to channel balance
exhaustion.

0 - i

- Gateway S MNaode Gatsway O 7

Qe »L [

Endusar - End ussr

0 0

Fig. 3 Depleted channels cause disconnection
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If a gateway uses its complete outgoing capacity, it cannot
further operate as a transit node till it receives some
payment. For example if a store is having a busy day and
receives many payments, the channel between the store and
its routing node will get depleted and the store will not be
able to receive more payments. Thisis shown in Fig. 3. The
gateway S has outgoing capacity of zero so the users
connected to it cannot make any payments. The gateway D
has consumed its full incoming capacity, so it cannot receive
any more payments.

We use the fact that a payment can be initiated from
various points in a payment channel network to address this
issue and balance the network. We cannot change the
destination of a payment but we can change the gateway
through which the payment is being initiated. For example,
if anode is receiving a high amount of payments, the same
node should be used as a gateway to send payments and
avoid using nodes with less outgoing capacity. By doing
this, we can maintain the balance of a payment channel
network.
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Fig. 4 Successrate vsamount of the payment

Another  problem  with the Lightning network
implementation is that it only supports atomic payments, i.e.
a single wide enough channel is used to carry a payment
which results in major unbalancing of the channel in case of
larger payments as shown in the Fig. 4 which indicates that
the success rate decreases sharply with the increase of the
amount of payment. We suggest that the same amount split
into multiple smaller parts going through several different
paths may prevent such depletion in the success rate.

To summarise, we suggest that smart selection of
gateways combined with split payment methods can help to
improve the overall success rate of the payment channel
network and also increase its efficiency.

B. Smart Gateway Selection

We propose a method of gateway selection that effectively
utilises the multiple connections between the end-user and
the gateways to create a more balanced network. In this
method, our main focus is to achieve and maintain the
balance of the gateway channels so none of the gateways
gets blocked from sending or receiving payments.
Therefore, we call it inbound/outbound ratio approach. We
use Alg. 1 to calculate the inbound and outbound capacity of
each connected gateway and then to recognise the one with
the lowest ratio. So, the inbound/outbound ratio is used as
the primary factor for smart gateway selection. The links
without enough transmission capacity are not considered in

Retrieval Number: D8355049420/20200BEIESP
DOI: 10.35940/ijeat.D8355.049420
Journal Website: www.ijeat.org

1537 © Copyright: All rights reserved.

path recognition as we are using single payment method.
The transaction process start once the gateway is decided.
Algorithm 1: Inbound/Outbound Ratio

1: Input: G= Gateway List, C= Connected Directed Graph

2: for each directed edge, (m,n), in C do

3:weigh (m,n)=bal (n,m)/{ bal (m,n) + bal (n,m)}

4: end for // weights are calculated

5: maximum = Integer.Min

6: for every gateway connection, k in G do // Finding the gateway
having the highest in/out ratio

7. in_total=out_total=0

8.  for every channdl, (u,v), of gateway k do

9 in_total = in_total + capacity (v,u)
10: out_total = out_total + capacity (u,v)
11:  endfor

12:  ratio=in_total / out_total
13:  if ratio greater than maximum then

14. maximum = ratio
15.  endif
16: end for

17: Path = ShortestPath (C,from = maximum, to = destination)
18: Qutput = Path

Alg. 1 Calculation of inbound/outbound ratio

C. Split Payments

To increase the success rate of transactions, we explore
various methods of split payments. We can transfer big
amounts using a number of gateways by using split payment
methods. Each of these methods can be applied
simultaneously with the smart gateway selection methods
we discussed earlier. Depending on the transaction policy,
these methods may cause increased transaction charges. But
these methods <till prove to increase the success rate of
transactions by maintaining the balance in the payment
channel network.

There are various methods of splitting a payment like
dividing it into very small units or equa bigger chunks and
sending these parts through various gateways. In this paper
we will design two different splitting models discussed
below:

Equal Share: In this model, we divide a payment into a
number of parts which are equa in size and split them
among various gateways capable of carrying these amounts.
Using multiple-source single-sink max-flow agorithm, we
first determine that there is enough total capacity from all
gateways to the destination. If the calculated capacity is not
enough, the splitting of payment also does not take place. If
the capacity of the channelsis sufficient, then the payment is
divided into multiple smaller parts depending upon the
number of available connections to the end-user. The total
capacity, fee or ratio of the gateways is not considered. All
the gateways carry equal amounts but if the capacity of one
of the channel is not enough, then the rest of the channels
compensate by carrying more amount. The basic idea is to
utilise all the available channels fairly rather than putting the
entire load on a single channel.

Proportional Split: In this method, the inbound/outbound
ratio of the gateways is considered for splitting the payment
rather than using the number of gateways.
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Similar to the Equal Share method,

we still check if there is enough capacity to make the
payment from the source to destination, but the division of
the total payment amount is done on the basis of
proportionality to the inbound/outbound ratios of the
gateways. Basicaly, the gateway with less outbound
capacity compared to its inbound capacity carries fewer
amounts. This method helps in maintaining the balance of
every gateway connected in the payment channel network.
Note that this method is also in line with our gateway
selectionapproach in the previous section as they both
consider the same criterion. So we expect this method to
further increase the success rate of transaction.

V. PERFORMANCE EVALUATION

In this section we present the experiment setup and results
of the proposed approach.
A. Experiment Setup

To run experiments and measure the defined metrics, we
created a payment channel network simulator in Java. The

International Journal of Engineering and Advanced Technology (IJEAT)
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Tablel: Experiment parameters

Total Number of 100
Nodes
Degree 3

Channel Capacity 50to 130
range

Payment Amount Sto &3
F.ange

Total Number of 3K

Payments

Network Configuration: The results are based on a
random regular network consisting of 100 nodes. Each node
has a degree of 3. The channel capacities of the link between
the nodes are uniformly distributed between 50 and 150.
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Fig. 5: Experiment resultsfor successratio

necessary parameters required to run the experiment are
listed in Tablel.
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Payment Files: We executed atotal of 5000 transaction and
each node carried out an average of 50 transactions. The
amount of transaction is selected randomly during the
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experiment between a specified range of 5 and 85. Sources
and destination are not necessarily the same, i.e. A can
transmit to B but can also receive from C.

Payment Transfer:

The path is calculated by each node using the specified
methods and the payment is sent through intermediate nodes
by decrementing the amount from each channel used and
increasing it in the opposite direction.In the first set of
experiment, we use only single payment while in the second
part we use split payment.

Experiment Run: Each payment file is run with various
seeds which randomized the initial channel capacity and
payment amount. Thus, the results are aggregate of 75
randomized tests on the network.

B. Performance Metrics

We use the following metrics:

1) Average Success Rate: This metric measures
the average number of transactions that were
successful for the whole network.

2) Fee Thisshowsthe total amount of fee which
is to be paid to the node owners for a
transaction.

3) Network Imbalance: This measure the
difference between the capacities of a channel
in the two directions. The average of the whole
network is used to show the overall imbalance.

4) Hop Count: This measures the total number of
hops during a transaction. This is important if

there is a base fee or a delay from the
intermediate nodes.
C. Benchmarks

To analyse the results of our approach, we implemented
the following approaches and compared the results. In all
these basdline algorithms, we assume that the changes in
weights are updated throughout the network similar to our
approach.

1) Greedy Approach: Inthisthe weights of the links
are considered and the one with the least weight is
selected for the transaction. The user prioritises the
minimisation of fee. The available capacity of the
path or the imbalance problem is not considered.

2) Maximum Flow: In this, the Ford-Fulkerson
algorithm is used to calculate the maximum flow
from each gateway to the destination and the
channel with the highest capacity is selected. The
idea is to leave available funds in the channel so as
to increase the chances of finding a proper path for
future transactions.

D. Experiment Results

In the first batch, we implement greedy, max-flow and
infout ratio methods using single payments and compare the
results. Fig. 5 shows the success rates whereas Fig. 6 shows
other metrics. These results are average of various
imbalance rates with the payment amounts varying between
25 and 35.

1) Success Rate Result: Looking at the rate of success

with respect to the number of connections we observe
that in case of each
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Fig. 7 Experiment resultsfor split payments

approach the success rate increases with the increase in
number of connections. Based on the results, the increase
in success rate diminishes after the number of connections
goes higher than 3. The performance of greedy approach is
the worst but, as shown in Fig. 6, it gives the cheapest
transaction cost. Its success rate is low because its main
priority is to determine the cheapest path available. The
max-flow method chooses the path with the highest
capacity and hence its results are higher than the greedy
method as choosing wider paths will leave space for
upcoming transactions but it incurs higher fee per
transaction as shown in Fig. 6a. The in/out ratio approach
gives the best performance in terms of success rate as its
focus is to keep the gateways balanced for end users. The
success rate of our proposed approach almost reaches
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100% with 5 connections in the current setup. Fig. 6¢
shows that this approach aso keeps the channels balanced
in both the directions.

Fig. 5b shows the impact of payment amount on the
success rate of the transactions. All the approaches face a
decent in the success rate with the increase in amount but
our approach still outperforms both the other approaches.

By observing Fig. 5c, we see that after an imbalance rate
of 40%, our approach still maintains high success rate.

2) Impact on other Metrics: In Fig. 6a, we compare
the fee with increase in the number of connections for all the
3 approaches. In case of the greedy approach, the fee
decreases
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3) linearly as increasing a connection will help in
finding the cheapest path. For our approach, it stays steady
after a certain point as we try to assign payments based on
gateway channel balances.

Fig. 6b shows the number of hopsin the whole transaction
process and we can see that the trends are similar to the fee
results as they both are directly related.

In Fig. 6¢c, we quantitatively represent the average
imbalance in the network with the increase in humber of
connections. We can see that the greedy method causes
more imbalances in the network with increase in the number
of connection whereas our method relievesit especialy after
5 connections.

4) Result for Split Payments- In another experiment,
we show the success rate results of split payment solutions
by comparing it with the previous method for changing
payment amounts and number of connections. We
implement both the split methods, namely: Equal share and
Proportiona split. Hence, we compare 4 different methods:
1) greedy approach without splitting; 2) our approach
without split; 3) equal split; 4) proportional split.

In Fig. 7a, we observe the success rate of each approach
after varying the payment amount from 20 to 80. We infer
that with smaller amounts, splitting does not show any
significant improvement but with the increase in the
payment amount the difference becomes significant for both
the split methods. The proportiona splitting performs the
best among all the four methods.

When we look at the fees shown in Fig. 7b, the differenceis
not significant and the trends are similar. Note that we did
not apply any base fee.

Splitting might cost more if there is a base fee in the
payment channel network.

The Fig. 7c shows the success rate with respect to the
number of connections with a payment amount ranging
between 75 and 85. Again, the approach with the
proportional split method performs the best. When the
number of connections goes above 5, we see that the
approach with no splitting performs better than the equal
split approach because after that point there are enough
connections available to provide a natural splitting effect.

V1. CONCLUSION

We presented a smart gateway selection method for end-
users in a payment network channel with an aim to increase
the rate of success of transactions. To further increase this
success rate, we also proposed a split payment method. We
also analysed the effectiveness of this method by comparing
it with two other commonly used approaches. The analysis
showed that our gateway selection method and splitting
method is highly effective in increasing the success rate of
transactions in a payment channel network.

From this analysis, we inferred that keeping the gateways
open in terms of channel balance to send and receive
payments proves to be an important objective and it can be
achieved by considering the inbound and outbound
capabilities of a channel. We aso concluded that split
payment is aso highly effective especially for higher
payment amounts.
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