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Abstract: Nowadays, data keeps increasing; thisin turn makes
big data one of the hot topicsin the modern era of technology. The
biggest challenge, however, is big data security and cryptography
is one of the most secure techniques. In this proposed model, we
use thistechnique to secure data via a proposed new stream cipher
technique to process more than one block by dividing the total size
of theblock into two parts, and swapping them then, combine and
apply XOR operation with key and make some of mathematical
operation. This operation is of fifteen rounds which make it very
difficult for attacks to guessthe plaintext.

Keywords : Big data, Encryption, Cryptography, Stream
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I. INTRODUCTION

This is the era of digital information within which data is

incredibly crucial, therefore the world depends on data. With
the enormous devel opment of data, digitalization, technology
and information technology tools, a large quantity of data
generated quickly [1]. Data is the raw productive material, a
new source of great economic and social interest. In addition,
population growth, devices and sensors are now connected to
the Internet, which has altered the capacity to produce,
interact, exchange and access data. Data creates alot of social
and economic interest deriving from creativity, efficiency,
skills and development [2].

Big data is a new and important issue in the field of
academic research as well asin the field of industry research.
Big Dataisthat term which is used to define huge volumes of
structured, semi structured and unstructured data, Due to its
high value, variety, volume, velocity, variability, and
veracity, it is very complex to process this kind of data
through using normal databases and software technologies.
Through the present technology is also going to rule the
world in future [3].

There are two techniques for securing big data
cryptography and steganography, both are very similar.
Steganography uncovers the communication traces whereas
cryptography uses encryption in order to make the message
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incomprehensible. The steganography makes no changes in
the structure of the message, whereas the cryptography
changes the standard confidential message structure when
transferred through the network. In other hand you can say
cryptography means secret writing and steganography is
known as cover writing, cryptography isimplemented on text
file and steganography is implemented on audio, video,
image and text [4].

The cryptography provides alot of encoding stylesin order
to achieve the security in communicating through a public
network. The term cryptography isa Greek word. It isused to
signify “secret writing”. Cryptography is best explained
through this example: a sender sends a message in plaintext,
the message gets encrypted and converted into a cipher text
before being transmitted over the network. When this
message is received by the receiver, it gets decrypted back
into the plaintext [5].

Cryptography can be categorized into tow type Symmetric
key cryptography. This kind of cryptography utilizes a one
key in order to respectively encrypt and decrypt the cipher
text and plain text. The case here isthat both encryption and
decryption have the same key, and consume lesstime.
Asymmetric key cryptography we have two keys which are
used at this time, the public key, that the sender provide by
the sender for the encryption of the message, and the private
one, which is applied by the receiver for the decryption of the
message. The keys can be used again with different entities
[6].

Recently, many cryptographic agorithms have been used
to secure data being sent via internet. However, there are
many cryptographic agorithms that are used for data
encryption which can be described as follows: Data
Encryption Standard (DES) invented in 1974 by IBM and
commonly used symmetric key. There are different
suggested algorithms which have lately proven that the DES
algorithm is not secured DES due to using a small key size
that results in not strong security and which can be easily
broken. Additionally, particular drawback, DES aso works
sowly on software [7].

International Data Encryption Algorithm (IDEA),
designed by James L. Massey of ETH Zurich and Xuegialai
as block cipher algorithm in 1991 [8]. In fact the algorithm
came under some changes that have become known later as
IDEA. As a matter of fact, IDEA is also symmetric key and
contains more numbers of not strong keys, thisis considered
asits main disadvantages. Moreover, anovel attack on round
six of IDEA is detected.

Advanced Encryption Algorithm (AES), uses symmetric
key known as O.S. FIPS NIST in 2001, an unbreskable
algorithm with strong competency. However, AES has some
drawbacks for example,
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it requires extra processing and needs extra rounds of
communication when compared to DES [9]. Blowfish is one
of the most popular types have 64 — bit symmetric block
cipher with variable length key, which is distinguished by its
efficiency and its guarantee in making the encryption process
safe, strong and completely difficult to be hacked till date
[10].

For securing big data, such tools as Hadoop and
MapReduce are used for efficiency purpose. Hadoop,
developed under an Apache License, is an open source
distributed processing framework for sorting data and
working applications on clusters of commodity hardware. It
offers huge storage for al kinds of date, many processing
power and the chance to handl e limitless tasks and jobs at the
same time. It occupies the center of an ecosystem of big data
technologies that are mainly utilized to enhance advanced
analytic initiatives like predictive, data mining and machine
learning analytics. Hadoop systems deal with various
structured and unstructured data. This makesit more flexible
for the users to collect, process, and analyze than databases
and data warehouses provide [11].

A Map Reduce program contains a map procedure, which
conducts filtering, sorting, and reducing method, which
performs a summary operation. It considers as a software
framework that comfortable to deal with huge, long - running
jobsthat cannot be grip within the reach of asingle request. It
is useful for distributed processing with an efficient process
and general data sets on the computing cluster, it used to
decrease the cost of security by automatically splitting input
datainto some parts, then, run a program parallel on that data
parts with handle most of the problems at once, such
consistency and fault tolerance. It is a useful framework for
big data to deal with high efficiency and guaranteed handling
of a large cluster environment [12]. The mechanism of
MapReduce is shown in fig. (1).
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Fig.1. M echanism of MapReduce

Il. RELATED WORK

AES-MR (Advanced Encryption Standard using Map
Reduce) this technique is designed by Viplove Kadre and
Sushil Chaturvedi [13]. They have used the new technique to
conduct encryption process in paralel. The time needed in
order to perform the encryption and decryption processisin
comparison less for generated content of the user. This
technique is suitable for protecting generated sensitive data
of user deployed in the Hadoop Distributed File System
(HDFS) environment. It is a blend of the AES encryption
algorithm and Map Reduce parallel programming paradigm,
which is a less demanding model to incorporate the
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Advanced Encryption Standard encryption algorithm in order
to work in aparalel way and save time.

Bull eye agorithm is given by B. Saraladevi and N.
Pazhanirgja [14]. It has been proposed for the purpose of
maximizing security in HDFS. That is, it is presented to
securing the sensitive like credit card numbers, account
numbers, passwords, personal details ...etc. This algorithm
is introduced on Hadoop module so as to view al the
sensitive information in 360° so that it is possible to see
whether &l the secured information is stored in a saved
manner, and make sure that the authorized person can
preserve personal information probably [15].

J. Zhao, et a. [16]. describes a framework to increase G
Hadoop security by using security solutions like public key
cryptography and Secure Socket Layer (SSL). G Hadoop is
an augmentation of the Hadoop MapReduce system with the
advantage of allowing the MapReduce assignments keep
running on different clusters.

Recently, many researchers have dealt with big data
security as M. Tharayil [17]. has proposed a genera
architecture for providing the security for big data and
simultaneously enhances the data performance in motion.
Moreover, S. Li. [18]. has proposed a sticky policy
framework for security of big data by using a loose couple
binding for data and their respective sticky policies. Also,
Sanket Desai, et a. [19]. have improved the encryption
performance by using MapReduce as a programming model
to encrypt large amounts of data in a parallel distributed
fashion.

I1l. THE PROPOSED METHOD

A new stream cipher cryptographic algorithm is proposed
to process a large quantity of data by processing more than
one block of 256 bit. The processes followed are: First, the
total size of the block is divided into two parts and be
swapped. Second, combine the two parts and apply a simple
logical operation XOR operation with 256 bit key size. Then,
divide the block into 16 parts of 16 bits. Third, divide each
part of 16 into two parts, the left part has 8 bits and right part
has 8 bits. After that, collect all left part together and the right
part. Finally, combine left part with right part in to one block.
The processes are repeatedly performed for 15 timesto make
it difficult for the attackers to guess the plaintext. Fig. (2)
Shows the proposed model for encryption and Fig. (3) Shows
the proposed model for decryption.

A. Algorithm
Encryption procedure:

1. Divide 256 bits (X) to (XL) and (XR) both of 128
bit.

2. Swap (XL) and (XR) and,

3. Merge (XL) and (XR) to the (X) again.
For the first round do the following

= X=XAKi
= Divide X to 16 parts each of 16 bits each
have (a) and (b)

= Divide each part to two equal array (a)
and (b) each of 8 bits

=  Recombi
ne
XL=al+a
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2+a3+.....+a32
Recombine XR=b1+b2+b3+.....+b32
Swap (XL) and (XR)
Recombine XL and XR
Repeat step 3 for 15 time
i=14

Decryption procedure:

1. Divide 256 bit (X) to (XL) and (XR) both of 128 bit.

2. Swap (XL) and (XR) and,
3. Divide each part (XL) and (XR) into equal array
each has 8 bit
4. Recombine each 8 bit into 16 part each of 16 bit as
following
(XL1+XR1), (XL2+XR2), ........ , (XL32+XR32)
Recombine 16 part into (X)
X=X~ Ki
Repeat step (1) to step (6) for 15 round
Divide (X) to (XL) and (XR)
9. Swap (XL) and (XR)
Merge (XL) and (XR) to the (X) again.

plain text (X = 256 bit)

©No G

XL = 128 bit

XR = 128 bit
Key (256) — &5
X = 256 bit
: . ’ Repeat
16  RRTITITIN [ 16 } 15
Round

XR =128 bit

cipher text (X= 256 bit) W%

Fig.2. Encryption procedure

Retrieval Number: E9394069520/2020©BEIESP
DOI: 10.35940/ijeat.E9394.069520
Journal Website: ww.ijeat.org

765 © Copvyright: All rights reserved.

International Journal of Engineering and Advanced Technology (IJEAT)

I SSN: 2249 — 8958 (Online), Volume-9 I ssue-5, June 2020

cipher text (X=256 bit)

XR = 128 bit

XL = 128 bit
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16 16 16 16 R
X = 256 bit
Key (256) — :'.Zt
X = 256 bit ——)
CHETID  xR=12eb

=y

x=128bit CEILLD

plain text (X = 256 bit)

Fig.3. Decryption procedure

There are some issues to be taken in consideration while
creating a new model such as:

1. Structure of algorithm: is the main reason to increases the
time of execution. So the structure of algorithm should be
simple to make a gorithm faster.

2. The longer the key is, the higher security it provides in
comparison to a shorter one.

3. Any agorithm's overall performance depends on the
selection of the mathematical and/or logical operations
applied to plain text and key [20].

IV. EXPERIMENTAL SETUP

We used VMware Workstation simulation and loaded for a
distributed file system through on Hadoop 1x Ubuntu 14.04
using java and Core i5 (8th generation) CPU of Lenovo
laptop with 8 GB RAM and 64 bit Windows 10 operation
system . Moreover, we have used files created randomly.

V. PERFORMANCE ANALYSIS

The performance eval uation of proposed algorithm and the
results obtained by using MapReduce and without using
MapReduce, different analyses are performed to measure the
proposed method’s performance with comparison to various
cryptographic algorithms.
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A. Security Analysis
In this section, we compared our proposed method to some
related algorithms as shown in table[1].

Table- I: comparison of algorithms

Security , Key size Block
agorithms | PP | iy | size (bit) Key space Round
Symmetric o4
DES | ook cipher | © 64 2 16
10,12,14
AES Symmetric 128,129 | 128,129 2128 9192 9256 depend on
block cipher or 256 or 256 ’ ’ the size of
the key
Symmetric 128
IDEA block cipher 128 64 2 85
Blowfish | VTS | (2448) | 64 232 _ 488 16
The .
proposed | YMMEIC | o5 ae40 | 256 2256 _ 93840 15
block cipher
method

B. Key spaceanalysis
Key spaceis aset of potentia probabilities to get a key ,viz,
the number of potential possibilities that hackers work to get
the correct key. Therefore, when using a new technology we
must focus on determining the size of the key and also focus
on the establishment of cryptographic algorithms which are
more sensitive and efficient for any minor change that may
affect the key during the encryption process. It should be also
resistant to attacks, most notably strong force attack.
Fromthe above, it is clear that we must use large key space
to ensure the technique’s resistance of used for brute force
attack. In order to ensure the response to this attack or to
ensure resistance to this attack we need a maximum
complexity 2  key size to find the correct key. When the k
—size is enormous, it’s difficult to get the right key. Looking
at the table (1) we can see that the proposed algorithm has the
largest key space, which meansthat there is no chance for the
brute force attack to break the proposed algorithm.

C. Key sensitivity

Thekey sensitivity analysisis applied to verify the sensitivity
of the encryption scheme to the change in the initia
conditions. This means that any simple change in the key of
the encryption process|eadsto achangein the encrypted text,
and this text is completely different from the previous text
before making the change.

In the proposed model, we can observe this difference
through the mechanism in which the text is encrypted using
the key based on the key X OR text. After that, dividing it into
several blocks, then dividing each block into two parts (a, b)
and then assembling each part of inside (a) block and the
same process for (b). After that comes the process of
swapping blocks. Finally, this processis repeated 15 times as
shown in the diagram.
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D. Statistical Analysis

Thisanalysisis used to analyze the confusion properties of
an encrypted data. In this paper, we will make statistical
analysis depending on correlation analysis and Information
Entropy Analysis.

a. Correlation analysis

Thisanalysisisused to calculate the correlation among the
encrypted dataand plaintext. To observe the relation between
plaintext and cipher text after measuring the correlation, one
can check theresult in an encrypted dataif the correlation has
zero value, thisindicates that the proposed algorithm is good
enough. Equation (1) shows the mathematical expression of
correlation [21].

_ cov(a,p)
T = T o @ @)
Where,  cov(a, B) = 4 Eili(ai — E((@)(Bi — E(B))

D(a) = —Z(al E(oc))2

D) = —Z(ﬁl E@)’

Here, (o) and (p) have two vaI ues for which the correlation
has to be calculated, N refersto the total number of elements
obtained from the data, E (o) = mean of (), and E (B) = mean
of (B). As shown in fig. (3) Our proposed algorithm has the
smallest value of correlation coefficient which makes it the
best result in comparison with AES, DES, and IDEA.

b. Information Entropy Analysis
It is used to measure the amount of randomness of a
message (M) mathematically, the entropy H(S) of message m
can be described as shown in Equation (2)
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H(s) = X P(S) logz 55 2

Where P (Si ) is probability symbol Si , log is of base 2. In
this analysistheideal value for result should be H(S) = 8, the
result of entropy close to value 8 refers that encrypted output
is highly random in nature.

The randomness of message of cipher text data is measured
by entropy. The proposed model has a good result that comes
close to the idea vaue (8) as shown in fig. (4) Which is
compared to AES, DES, and IDEA.

Correlation Analysis

04 0.31
0.2
0.1
0
-0.1
-0.2

-0.3

0.22

AES = DES 1IDEA *Blowfish ~ TheProposed

Fig.4. Representation of the correlation analysis

, Entropy 6.9
6
) 39 4
I |
: )
¥ & @Q}V Q,xoé*‘& N

Fig.5. Representation of the entropy analysis

VI.

The time of execution is the time the algorithm needs to
encrypt and decrypt the data. Fig. 6 reveals the execution
time to implement the encryption of the proposed a gorithm
for the different sizes of afile such as1MB, 10MB, 100MB,
200MB, and 250MB. Whereas Fig. 7 shows the time of
execution of decryption of the proposed algorithm for the
same target files. Fig. 8 shows the different time needed to
implement the proposed algorithm for encryption data using
MapReduce. However, Fig. 9 shows the different time
needed to implement the proposed agorithm for decryption
data using MapReduce. Therefore, it can be observed that

EXECUTION TIME
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using MapReduce shows less time consuming. On that
ground, we can say that the results may be somewhat
convergent when encrypting data is of a small size, but the
proposed algorithm proves its worth more when the file size
increases.

Encayption Performance
g [VALUE]
.%‘ﬁ e FrALHE]
:§4 e [VALUE]
.Ez - ALUE
7 DALEWALLE HE
IME 10ME 100ME 200MEB 250MEB
Fig.6. Encryption performance
Decryption Performance
7 [VALUE]
6 [VALUE]
35
&
34
c3 [VALUE]
E
=2
1 [VAL UE]
i [VALUE] ‘=
iMB 10MB 100MB 200MB 250 MB
Fig.7. Decryption performance
Encryption
Performance with
MapReduce
% 6 5.304
s 4.249
(§§ 4 2.216
£
8 0.039 0.192

i1MB 10MB 100 200 250
MB MB MB

Fig.8. Encryption performance with MapReduce
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Decryption
Per formance with
MapReduce
[VALUE
[%2]
26 [VAL UE3.823
(% 4 [VALUE ]
2 004 ]
c a—
.60
€ 1MB 10 100 200 250
[ MB MB MB MB

Fig.9. Encryption performance with MapReduce

VIl. CONCLUSION

In the present paper, we have used a new stream cipher
technique for data encryption and applied the results by
MapReduce. We processed data by dividing them into more
than one block of 256 bit, then, processed each block by
dividing into two parts and made swap then merge. After that,
we applied XOR operation with 256 bit key size. Again we
divided the block into 16 parts of 16 bits, each part was
divided into two arrays after that we combined left partin one
array with the right part in one array then made a swap and
merge. Finally we repeated this process for 15 timesto insure
the security from attacks.

In our proposed model, we used large key space which
made it strong to guess the plain text, in the same path makes
it far away from brute force attack.

In this model, we have tried to consume less time to
process a huge data because we used parallel processing with
the help of map and reduce function, in addition we used
some of the concepts to measure performance analysis to
carry out this work properly simultaneously ensure the
protection of data.
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