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Abstract: Today organizations face a challenge while recruiting 
candidates, who provide forged mark sheets in order to get a job. To 
prevent wrong hiring a detailed and thorough approach is needed to 
verify the authentication of both the candidate and the marks 
obtained by him/her. There are so many modern cryptographic 
protocols available which can be used for authenticating individual’s 

academic achievement certificates. Visual Cryptography is a simple 
and secure way to allow the secret sharing of images without any 
cryptographic computations or the use of encryption or decryption 
keys. The novelty of the visual secret sharing scheme is in its 
decryption process where human visual system (HVS) is employed 
for decryption of secret shares. In this paper we have discussed (3, 3) 
visual cryptography scheme which can be used to generate shares 
and distributes them among three parties, i.e. the Job Seeker, 
Certificate Issuance Authority and the Organization conducting Job 
interview. Secret message can be decrypted only if all the three shares 
are available. Every certificate carries a unique number which is 
encrypted using visual cryptography and without handshaking of all 
the parties it is impossible to decrypt, thus ensuring full proof 
authentication. 

Keywords: (k, n) Visual Cryptography, Digital Authentication. 

I. INTRODUCTION 

Presently producing fabricated Marksheet to recruiting 
bodies by jobseeker has transformed into a noteworthy 
issue. A mark sheet is said to be forged when a candidate, 
not holding that degree or engravings claims to hold the 
same. It is done by copying the certification no. of some 
other candidate, holding a comparable capacity truly or by 
changing imprints. 

Making a forged imprint sheet is not a major issue these 
days. There are different programming projects accessible to 
satisfy the prerequisites of making a fabricated mark sheet. 

The methodology of this paper is to distinguish 
fabricated mark sheet utilizing Visual Cryptography. 

Visual Cryptography is a method for screening a picture 
which coordinates to certain shares and are doled out to 
specific people. At the point when these shares are 
incorporated the first picture is revealed.  
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Consequently, this VC method is founded on the Human 
Visual System, which gives a superior method to verify 
pictures with no computational trouble. This recreation is 
finished utilizing the XOR activity. For distinguishing 
forged mark sheet we will incorporate 
3 shares of a Certificate no.(kept verified uniquely at 
Certificate Issuing Body's end) and will appoint these shares 
to (Share 1)Certificate issuing Organization,(Share  
2)Printed on Marksheet,(Share 3)candidates as an 
Authentication Key. The candidate or the job seeker is 
producing the original certificate just if in the wake of 
consolidating all these 3 shares the unscrambled picture 
matches with the first Certificate No. 

From the start, the certificate issuing organization 
creates the Marksheet with mark sheet no imprinted on it. 
For each Marksheet no Issuing organization will keep a one 
of a kind Certificate no(associated with that marksheet no.), 
which will never be unveiled to competitor or jobseeker, 
selecting bodies or another person. One more thing, in 
addition, each certificate no. will hold the marks, the 
understudy got, as a suffix. Utilizing Visual 
Cryptography(VC) 3 shares will be created from this 
certificate no.,one of which(Share 1)will consistently be 
kept at Issuing Organization's hand,another one(Share 2) 
will be imprinted on the Marksheet and the last one 
(Share3) will be given to the up-and-comer or occupation 
searcher as Authentication Key. 

Presently during the confirmation procedure of the 
jobseeker, the person in question will produce the mark 
sheet no and the authentication key to the recruiting body. 
They will bring the online entrance, made for recognizing 
forged mark sheet. Entrance will at that point bring the 
certificate issuing organization for further procedure. The 
issuing organization at that point will bring the applicant 
related with that mark sheet no and will request to upload 
the mark sheet, the issuing organization will combine 
1. the share imprinted on applicant's imprint sheet(...Share 
2), 
2. the authentication key given by the activity searcher or 
candidate(...Share 3), 
3. The share kept at issuing organization's end associated 
with the mark sheet no, jobseeker provided(...Share 1). 

In the event that the decoded picture matches with 
certificate no(which the certificate issuing organization is 
having) associated with the mark sheet no.(provided by the 
job seeker), certificate issuing organization verifies the 
jobseeker's affirmation to the Portal and if does not 
Verification gets dropped. 

Subsequent to getting a positive impression about the 
certificate no. the certificate issuing organization checks 
whether the marks, present as the postfix with the marks 
matches with the marks, engraved on the mark sheet the 
jobseeker has transferred. 
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In the event that the marks coordinate, the certificate 
issuing organization proclaims that the jobseeker has created 
a genuine certificate and if does not the issuing organization 
reports that the jobseeker has delivered a certificate with real 
certificate no. be that as it may, the marks have been altered. 

The message will be passed to the recruiting body 
through the online entryway. The message can be any of 
these 3: 
1. Jobseeker has produced forged mark sheet(because the 
unscrambled picture did not coordinate with unique 
certificate no. associated with the mark sheet no., engraved 
on mark sheet that the jobseeker has uploaded). 
2. Jobseeker has produced mark sheet which produces 
unique certificate no.(associated with the mark sheet no., 
engraved on mark sheet that the jobseeker has uploaded), 
but the marks have been altered. 
3. Jobseeker has delivered a bona fide mark sheet. 

II. VISUAL CRYPTOGRAPHY 

VC coordinates to make shares from the info picture 
making them contorted so that the yields can converge to 
remake the first one. The shares are considered as 
ciphertext. These are matched picture with p pixels. Every 
one of these pixels is again encoded. Subsequently, n no. of 
offers can be created by collecting these subpixels. Each 
offer is a gathering of m high contrast subpixels. These 
subpixel groupings are regularly square to not curve the 
point of view the extent of the main picture. Regardless, 
subpixel groupings that are not square happen in VC 
estimations and the point of view the extent of the image is 
balanced properly. This structure can be depicted as an n×m 
Boolean network S. The structure of S can be delineated 
subsequently: S = (sij)m×n where sij = 1 or 0 if the jth sub- 
pixel of the ith offer is dim or white. 

The most ordinarily utilized subpixel gathering in VC 
plan appears in Figure 1. The picture is joined in n shares 
and the message can be uncovered by consolidating those n 
shares. The age of the shares depends on the estimation of 
the pixel and the likelihood of a subpixel gathering 
happening. The estimation of pixels is either 1(for dark 
subpixels) or 0(for white subpixels) if the original image 
was a binary one. A share age plan relating to k=2 and n=2 
appears in Figure 1. This is connected to a paired picture by 
appointing the comparing subpixel gathering to  the pixels 
all through the picture. These outcomes in two irregular 
shares where the message can't be recognized. 

The fundamental method of making shares for 2 out of 2 
scheme are white and black pixels are additionally broken 
down in subpixels. The shares can be of 3 types. These are 
horizontal, vertical, diagonal to corner shares. These shares 
are again coordinated to make the no. of offers, required for 
the reason accordingly. The reconciliation methodology 
appears in Figure 1. 

 
Figure 1 

III. VISUAL CRYPTOGRAPHY AND ITS 
APPLICATION TO SECURE ONLINE 

CERTIFICATION SYSTEM 

There are numerous methodologies and nuts and bolts of 
dependent on Visual Cryptography. Our methodology in this 
paper is to recognize forged mark sheet. Here we have 
attempted to deliver a one of a kind answer to secure the 
online accreditation framework. Thus the recruiting bodies 
will almost certainly identify manufactured mark sheet if 
present. 

A. Generating Certificate No. 

From the outset, the certificate issuing association will 
deliver the mark sheet, on which the one of a kind mark 
sheet no. is generated. That mark sheet no. is likewise 
imprinted on the mark sheet alongside marks, obtained. 
After that, a novel certificate no.(associated with that mark 
sheet no.) is produced which will convey the imprints got as 
the suffix. In expansion to state this certificate no. will never 
be uncovered to some other hand(not even the jobseeker or 
the candidate), will be kept securely at issuing association's 
hand. 

B. Generating the shares and distributing them 

Presently, the certificate no. is destructed in 3 shares. Out of 
these, share 1 is kept at issuing association's end, share 2 
will be imprinted on the mark sheet of the jobseeker, share 3 
will be given to the activity searcher as an authentication 
key. 
Subsequently in end to this stage neither the authentication 
no. nor the share 1 will be uncovered to anyone, just 
certificate issuing organization will keep these two securely. 

C. Jobseeker’s certificate verification 

From that point onward, when the applicant is supposed to 
verify his or her certificate as a substantial one to the 
recruiting bodies, needs to experience a few steps.These are: 
Step 1: Jobseeker provides the authentication key and 
mark sheet to the recruiting body. 
Step 2: Recruiting body fetches the online portal with 
the mark sheet no., printed on the jobseeker's mark sheet for 
verifying. 
Step 3: The online portal brings the certificate issuing 
organization with the mark sheet no. 
Step 4: Certificate issuing organization 
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i) Fetches the jobseeker associated with the mark sheet 
no. and asks to upload the mark sheet(for the share 2, 
imprinted on mark sheet). 

ii) Looks for the share 1, kept at their end associated 
with the mark sheet no. 

Step 5: Certificate issuing organization unions share 
2(imprinted on marks sheet), validation key (share 3), share 
1(kept safe at their end, related with the mark sheet no.). 
Step 6: This union unveils a decrypted image. 
Step 7:  Certificate issuing organization coordinates the 
decrypted image with the certificate no.(kept secured at their 
hand only)associated with mark sheet no. of the jobseeker. 
Step 8: [From step 7] On the off chance that matches, 
authentication issuing organization checks whether 
certificate no. contains the obtained marks(showing on mark 
sheet, transferred) as postfix or not. 

i) If truly, message (a) is that the jobseeker has 
delivered a total credible testament. 

ii) If no, message (b) is that the jobseeker has delivered 
an authentication with credible certificate no., 
however, something is unpleasant with the marks, 
engraved. 

Step 9: [From step 7]If that the certificate no.(issuing 
body having)associated with the mark sheet no. does not 
coordinate with the unscrambled picture 
Message(c) is that the jobseeker has delivered a fabricated 
mark sheet. 
Step 10: This message will be passed to the online portal 
from certificate issuing organization’s end. 
Step 11: The recruiting body will get feedback about the 
jobseeker through the online. Message can be any of these 3 
i) message (a), ii) message (b), iii) message (c) accordingly. 
The flowchart of the entire method is expressed to sum 
things up in figure 2. 

IV. RESULT AND IMPLEMENTATION OF VC FOR 
DETECTING FORGED MARKSHEET 

A few pictures of numbers are appeared beneath 
alongside their 3 shares and the unscrambled picture. 

1. Picture 1 

 

2. Picture 2 

 
3. Picture  
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4. Picture  

 
5. Picture 

 

V. CONCLUSION 

This paper proposed a novel scheme to detect fraud 
certificates in a low cost efficient way. By generating shares 
which are kept by different stakeholders, the procedure 
ensures unpenetrable security. As visual cryptography is 
being used for generating shares, mathematically decrypting 
them to get hold of the key is impossible. In this way the 
architecture gurantees a better solution of the fake certificate 
problem than any other cryptography sceme. 
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