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Abstract: Fingerprints offer one of the most reliable biometric
traits that can be used for uniquely identifying a person. This
proposed work demonstrates the use of graph theory in thefield of
fingerprint identification, in which a fingerprint is casted to a
weighted complete graph and a weight matrix of thisgraph isused
to describe the regions in the image and then checked for
biometric authentication without considering Henry's classes. It
further implements the concept of graph isomorphism along with
edge mapping for matching of fingerprints which portrays the
potential of graph-based methods for fingerprint representation,
storage, and matching. The proposed algorithm is robust to
non-linear distortion, rotation and scaling. The algorithmistested
on a database of Fingerprint Verification Competition (FVC) and
hasbeen found to be an efficient and areliable oneas compared to
image processing which deals with the entire image for
comparison between two fingerprints using pattern recognition.

Keywords : Minutiae, Graph Isomorphism, Sub Graph
Isomorphism, Integer Generalized Bresenham Line Draw
Algorithm, Fingerprint.

I. INTRODUCTION

Fingerprint being an immutable and easily available trait of
biometrics, offers an infalible means of persond
identification. Human fingerprints are rich in details called
minutiae; extraction and proper mapping of which serve as
the basis of biometric identification of an individual.
Fingerprint recognition includes two sub-domains. one is
fingerprint verification (One-to-one matching) and the other
is fingerprint identification (One-to-many matching) as
shown in Fig.l. Fingerprint identification problems
following the pattern recognition techniques, requires
combination of several processes in order to increase the
accuracy and reliability of the system. On the other hand, the
approach of representation and authentication of fingerprint
discussed in this work makes use of graphs in which a
simpler and reliable solution to the problem of representation
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and storage of afingerprint with the minutiae detail s has been
suggested.

The central idea of this work is to suggest an algorithm for
fingerprint authentication, which, could serve as an
improvement over the existing pattern-based matching
techniques. In order to achieve that, the use of weighted
undirected complete graph has been made to represent the
fingerprints. The graphs are represented as edge weight
matrices depending upon the application area. As a
bi-product, the space required for the storage of the
fingerprints in the database have aso been substantialy
reduced asamatrix of reduced size of the order of the number
feature points, is stored for future reference rather than a
complete image.

An agorithm for counting the number of intersecting ridge
lines between two minutiae points have also been proposed,
which can be used for weight representation. Furthermore,
the complexity of fingerprint matching also reduces due to
implementation of graph isomorphism check on the graphs
rather than processing the complete image. The concept of
sub-graph isomorphism with edge-weight correspondence is
able to detect a partiad match between the fingerprints. The
agorithm also implements the concept of threshold for
matching fingerprints, which, is determined using reliable
statistical values. This is useful in the forensic situations
where fragment fingerprint may contain noise. The algorithm
so proposed is independent of distortion, rotation and
transformation aong with secure storage and is
computationally cheaper without affecting the authenticity
and reliability. Distortion changes both geometric position
and orientation, and leads to difficulties in establishing a
match among different impressions acquired from the same
fingertip. This drawback has been overcome in the graph
theoretical approach through sub-graph isomorphism so that
even if the fingerprint acquired for verification is distorted
and is not a perfect match with the one present in the
database, the algorithm can detect a match if they have been
acquired from the same fingertip. Thus, in such rea life
applications where the print acquired is not of a high quality,
this algorithm is suitable to be used.

The Proposed work is described in Section 2, the
Algorithm Design in Section 3, Section 4 is used to describe
the Results and Section 4 isfor Conclusion.
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Fig. 1: Identification Vs Verification [1]

[I. PROPOSED WORK

A fingerprint recognition system constitutes of Fingerprint
acquiring device for generating digital image of fingerprint,
Minutia Extractor and MinutiaMatcher as shown in the Fig.2
below. The work suggests an dternative for the partia
identification where the use of graphs has been made to store
the information about the varioustraits of a fingerprint along
with their geometric neighborhood as a weight matrix which
isshownin Fig.3.

Minutia
extractor

Minutiae
matcher

Sensor

Fig.2: Basic structure of Fingerprint Recognition System
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Fig 3(b) : Second phase of the algorithm
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A. Pre-processing

The various pre-processing steps include image
enhancement, binarization, segmentation, ridge thinning, and
noise reduction.

Original Image Image After Pre-processing

Fig. 4 :Original Image Vs Pre-processed I mage

B. Minutiae Extraction

After the fingerprint pre processing, identifying and marking
the minutia points is the next most important step. The red
dots show termination points, and the blue dots show
bifurcation points.

Fig. 6: Ridge ending & Bifurcation Pattern used for
minutiae extraction
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C. False Minutiae | dentification and Removal

The pre-processing stage does not usualy fix the fingerprint
image in total. For example, false ridge breaks due to
insufficient amount of ink and ridge cross-connections dueto
over inking are not totally eliminated. These false minutiae
will significantly affect the accuracy of matching if they are
simply regarded as genuine minutiae. So removing false
minutiae points was essential to keep the fingerprint
verification system effective and efficient. A fingerprint
image after deletion of the false minutia points have been
shown in Fig. 7 below. The red dots show termination points,
and the blue dots show bifurcation points.[3]

) /2;’"
j‘K?///m

]
f/jfé///{,/f

Fig. 7: Minutia points after removal of false minutiae

D. Congtruction Of Graph From The Extracted Minutiae
Points

Determination of Edge Weight

In the proposed algorithm, the next step in the process is to
cast the extracted minutiae points into a connected graph. A
completely connected graph is constructed where each
minutia is considered as a hode and each node (minutia) is
connected to every other node. The graph is represented in
the form of an edge weight matrix. Thus, for m-number of
minutiae points present in afingerprint, am-dimensional (mx
m) weight matrix will be formed. The edges of the graph can
be weighted in one of the three following ways:
g(i,j)=d=shortest distance between node i and node |
determined using the coordinate geometry shortest distance
formulad=\ ((x2-x1)? + (y2-y1)?) Where (x1,y1) isthe position
of node i and (x2,y») isthe position of node j. This weight of
graph is applicable if the input graph to be matched may or
may not be of same dimension, may have undergone achange
in orientation. Hence, we can perform an optimized matching
without fixing the orientation of theinput image asthe graphs
arerotation invariant.

Fig. 8 : edge weight (&(i }))

(i) e(i,j)=Number of ridge lines intersecting the straight
line joining node i and node j. This method of allocating
weight to edgeis useful if the input fingerprint to be matched
is scaled or magnified. In that case, the relative distance
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between the minutia points may change due to change of
scale of theimage, and thusit isno longer areliable measure.
.

\%

l \

Fig. 9: ridgelinesinter secting the two bifur cations=12
(excluding the starting and ending pixels)

(i) e(i,j)=m~tanf=dope of the straight line joining two

minutiae points where the coordinates of the two points are

received from the pixel position of minutiae points. However

in case of rotation of the fingerprint, proper transformation

needs to applied to angle depending on the degree of rotation

about the origin. Hence the origin and degree of rotation must

be determined.

Let (x1,y1) and (x,y2) be the pixel position of two minutiae

points

Hence edge weight = m=tan 0 =(y2>-y1)/(X2-X1)

On applying rotation of ¢, the following transformation

needs to be applied:

y'=ycos¢- xsing

x'=ysing + xcos¢

where (X',y") are the new coordinates after rotation

Fig. 10: Edge weight by detecting the slope of the straight
linejoining two points
The graph thus formed has the following properties:

¢ The weight matrix is symmetric as the edge considered is
direction independent and symmetric, which means that
the gj=g;i.

¢ Thegraph iscomplete; asevery node (minutiae point in the
graph) is connected to every other node and their
corresponding edge weight are calculated.

¢ The graph is weighted as each edge is assigned a weight
depending on neighborhood characteristics like distance,
slope or number of intersecting ridge lines.

e The graph is undirected as the edges are bidirectional.

Construction Of Graph

The minutiae point pixels containing ridge endings and
bifurcations are represented by 1 and 2 respectively. These
corresponding pixel positions identified as 1 or 2 are
numbered row wise to represent the nodes. This is followed
by construction of graph where the weight between each pair
of nodesis calculated and represented as a complete graph in
the form of aweight matrix.
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The graph thus constructed is of the order of the number of
minutiae points considered. The graph is in the form of a
weight matrix and stored in the database. Since, the storage of
amatrix requireslesser space than the storage of apicture, an
optimization regarding requirement of storage space is aso
achieved through the use of this algorithm. This completes
the enrolment process of the fingerprint in the database in the
database after casting it into a graph data structure.

Let the minutiae

extracted matrix be

Then the matrix is
numbered as:

(o] 1 o (o] o] 1 (o} (o]
2 (o] (o] 0 2 o 0 o
o o 2 |1 | mES—— (o o |5 |
2 e} (] (o] 5 (o] (o] (o]
0 2 2 [¢] o] 6 7 (o]
1 o o (o] 8 (e} (e} [e]
(o] 1 o 1 0 @ (e} 10

Fig. 11: lllustration of extraction of minutiae

Let the edge weight be defined as the shortest distance
between the two minutia point nodes connected by that edge.
Let row 1 and column 1 represent the origin of the Cartesian
coordinate system used for distance calculation.

Then the corresponding edge weight matrix created using
V((x2-x1)2+(y2-y1)3):

1 2 3 4 5 6 7 8 9 10
plo 1 f2 3 |3 |4 |4 |5 |6 |8
5 0 |2 [3 |2 |3 |4 |4 [5 |6
3 o [1 |2 |2 |2 |4 |4 |4
4 0 [3 (3 |2 |4 |4 |4
5 o [1 |2 |2 |3 |4
6 o [1 |1 |2 |3
7 o [2 |2 |2
8 o |1 |3
9 o |2

10 0

Fig. 12: Edge weight matrix of GC (candidate
fingerprint)
Observation: The edge weight matrix formed is

symmetric
Let the fragment minutice points  Then the corresponding edge

be from row 2 to 6 and columns  weight matrix created is:

1t03

2 |0 |0 o |2 |2 |3 |4 |4
o T
2 |0 o o |1 |2 |2

o (2 |2
o (1 |1

1 |0 |0
o |2
0

Fig. 13: Edge weight matrix of GF(fragment
fingerprint)
E. Fingerprint Matching Using Sub Graph Isomorphism
In the fingerprint matching problem, the concept of Graph
Isomorphism is used as the backbone of the matching

operation. However, the concept needsto be extended in such
a manner such that the algorithm is able to detect a partial
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match between the questioned fingerprint and the candidate
fingerprint based on some threshold value. Thisis necessary
because the fingerprint images captured in real-time systems
are always not identical, even if they come from the same
fingertip. They are often distorted or geometrically varied
due to variable pressure on the scanner, presence of dirt, oil
and sweat on the fingertip, insufficient ink while capturing
the fingerprint in hardcopy format, and due to many other
such reasons. If exact isomorphic graphs are searched for and
matched, then more often than not, genuine prints from the
same fingertip will be rejected as a mismatch.

The problem of partial matching of fingerprints is solved
through a concept called sub-graph isomorphism with edge
weight correspondence, where a match operation is
performed based on the relative position of the adjacent
nodes of the graph and a match is declared based on some
threshold value decided by rigorous experiment on a large
data set. The origina fingerprint is called the Candidate
Fingerprint GC (VC,EC) and the fingerprint to be validated is
caled the Fragment Fingerprint GF (VF,EF) where
isomorphism is implemented assuming |[VC|>=|VF|. The
isomorphism is checked using two proposed algorithm viz.
Generalized Combinatorial Sub Graph Isomorphism and
Sequential Combinatorial Sub Graph Isomorphism. The
graph with a greater cardinality is chosen as the Candidate
fingerprint. Isomorphism of GF(VF,EF) and GC (VC,EC) is
determined hence determining a match or mismatch:

Match: If the input fingerprint is an exact copy of the
candidate fingerprint then the weight matrix will definitely be
the same or there will exist a mapping between original and
transformed weight matrix, and so it will be isomorphic to the
candidate fingerprint when their corresponding edges are
mapped.

Mismatch: If the other fingerprint is not the same fingerprint
asthat of the candidate fingerprint then the weight matrix of
the other fingerprint will never be same as that of the
candidate fingerprint. A particular value of offset is chosen
depending on the minimum number of minutiae and their
corresponding neighborhood that must match for two
identical fingerprints, and if the number of mismatch exceeds
that offset, the two fingerprints can be concluded to be
mismatched thus reducing the complexity from comparing al
the minutiae points or entire pattern.

Here, E=f (neighbourhood of minutiae).

Let transformation T is calculated such that T(X) € S where
X=fragment input fingerprint, S=candidate fingerprint.

Aim isto determine GF isisomorphic to asub graph of GC or
X €S andto verify that, the minutiae which compare the two
graphs represent the same fingerprint. If the T is equivaent
for all mapping between EF and EC then the spanning tree of
GF and GC are same and the graphs are isomorphic and the
two fingerprints are declared to be a biometric match.

The result of match between two fingerprints depends upon:

(i) If GF(VF,EF) cGC(VCEC)--> FT| T(X) €S
(if) GF isisomorphic to asub graph of GC
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Isomorphism isimplemented using two proposed algorithm
viz. Generalized Combinatorial Sub Graph Isomorphism and
Sequential Combinatorial Sub Graph |somorphism.

Generalized Combinatorial Sub Graph Isomorphism

Let EF be of dimension rxr and EC be of dimension nxn .In
this algorithm al possible rxr sub graph combinations are
extracted from the Candidate fingerprint GC, such that
choosing of row i is accompanied by choosing of column i
from the weight matrix, where 1 <i <m (m=order of weight
matrix). Hence the total number of sub graphs extracted from
GC is "C; and al these possible sub graphs are checked for
isomorphism with graph GF which determines the result. If
any of the sub graphs of GC is isomorphic to GF, then the
fingerprints show a match. Though this agorithm is more
generalized and accurate, it has a comparatively higher
complexity as compared to the algorithm in Sec. 2.5.2.

Sequential Combinatorial Sub Graph Isomorphism

In this algorithm instead of considering all possible rxr sub
graph combinations, only the sequential combinations are
considered. In graph representation of fingerprints, since the
edge weights are dependent on topology and are functions of
neighborhood characteristics, hence instead of teking all
possible combinations of sub graphs, only sequentia
combinations are considered where the edge weights remain
consistent and continuous in a particular rxr neighborhood.
Since the weights remain consistent in an rxr matrix, hence
only consecutive and sequential combinations are
considered. Hence from the nxn Candidate weight matrix,
only n-r+1 number of sub graphs are taken for checking
isomorphism with rxr Fragment weight matrix. Here for
construction of sub graph, choice of row i is accompanied by
choice of column i from weight matrix such that 7 <i <m,
followed by choosing row and column j where j=i+1, 2 <i <
m-1, and so on.

I11. ALGORITHM DESIGN

A. Use Of Geometric Shortest Distance Between Two
Nodes To Weight The EdgesOf G (V, E)

Step 1 : Input minutiae extracted matrix of order r x c.

Step 2 : Number al minutiae points from 1 to n where
minutiae locations are marked by 1 (for ridge ending) or 2
(for bifurcation).

Step 3: Find row and column (x1,y1) of nodei and row and
column (x2,y2) of nodej.

Step 4 : Find de—((x2-x1)"2+ (y2-y1)"2).

Step 5: Put dini th row and j th column of edge weight
matrix where (i ,j)=d .

Hence the weight matrix of order n x n is obtained.

B. Tofind the number of ridgelinesintersecting the shortest
distance between node i and node j

Step 1 : Input minutiae extracted matrix of order r x c.

Step 2 : Number all minutiae points from 1 to n.

Step 3: Find row and column (x1,y1) of nodei and row and
column (x2,y2) of node |

Step 4 : Find al the pixels on the shortest line joining node i
and j, using Integer Generalised Bresenham Line Draw
algorithm.
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Step 5: Itischecked whether the extracted pixel isa0 valued
pixel or not. If soitis counted as an intersecting ridge. The 0
valued pixels are considered to be intersecting ridge lines
between nodei and nodej. If al the pixels between nodei and
node j are scanned then go to step 6 else go to step 4.

Step 6 : The number of intersecting ridge lines between node
i and node j and nodej and node i may not be the same due to
Integer Generalised Bresenham line draw algorithm. Hence
the maximum of the ridge line count from node(i,j) and
node(j,i) is considered. We store the maximum ridge line
count in the edge weight matrix. If i and j are same then we
store 0 in the edge weight matrix.

Hence the weight matrix of order n x n is obtained.

C. Sequential Combinatorial Sub-graph Isomor phism

To determine whether graph GF(nxn) and graph GC(rxr) are
isomorphic:

Step 1 : Take aWindow_counter and initializeit to O.

Step 2 : Take number of consecutive sequences "C; = n-r+1.
Step 3 : Construct a 2-d array brr containing only the
consecutive sequences among all possible combinations of
"C,. Now, brr (n-r+1r) <--- generate all consecutive
sequences.

Step 4 : Chose drr(i,j) of size rxr which isa sub graph of EC
such that i,j € brr(k,:). Repeat Steps 5,6,7 for al possible k,
for al n-r+1 sub graphs of GC.

Step 5: Initialize ctr_block to 0.

Step 6: Choseedge ; : i,j € drr and choseedge b : i,j € EF.
Chose T| T(@ & b foradl ae EF. Now if T(a) is
isomorphic to b and the sub graph of GC isisomorphic to GF
then increment ctr_block.

Step 7 : Check if ctr_block >=r*r-offset, where offset is
determined by statistical methods. If yes, then increment
Window_counter elseresult isfail.

Step 8 : If fail > threshold , conclude a mismatch. Here
threshold is determined statistically.

Step 9 : If Window counter>=V("C) then GRAPHS ARE
ISOMORPHIC else GRAPHS ARE NOT ISOMORPHIC.

D. Generalized Combinatorial Sub-graph Isomorphism

To determine whether graph GF(nxn) and graph GC(rxr) are
isomorphic:

Step 1 : Take aWindow_counter and initialize it to 0.

Step 2 : "C; <--- al possible combinations of sub-graphs
SG(r) € GC(n).

Step 3 : Construct a 2-d array brr containing all possible
combinations of "C.. brr("C,,r) <--- generate all possible
combination of indexes of "C; in recursive approach.

Step 4 : Chose drr(i,j) of size rxr which isasub graph of EC
such that i,j € brr(k,:). Repeat Steps 5,6,7 for all possible k,
for al n-r+1 sub graphs of GC.

Step 5 : Initialize ctr_block to O.

Step 6: Chose edge g; : i,j € drr and chose edge by : i,j € EF.
Chose T|T(@ & b foradl ae EF. Nowif T(a) is
isomorphic to b and the sub graph of GC isisomorphic to GF
then increment ctr_block.
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Step 7 : Check if ctr_block >=r*r-offset, where offset is
determined by statistical methods. If yes, then increment
Window_counter elseresult isfail.

Step 8 : If fail > threshold , conclude a mismatch. Here
threshold is determined statistically.

Step 9 : If Window counter>=\("C:) then GRAPHS ARE
ISOMORPHIC else GRAPHS ARE NOT ISOMORPHIC.

E. Threshold Deter mination

Itisscientifically and biologically impossiblefor two persons
to have 12 or more Galton detail in sequence. Anything less
than this number, the analyst must be prepared to defend with
supporting ridge features that are clearly visible. Locard also
established if more than 12 concurring points are present, and
the fingerprint is sharp, the certainty of identity is beyond
debate. This level of reliability has been validated daily
through the automated search upon trillions of fingerprints
throughout the world. The offset for isomorphism process is
determined on the basis of the above facts as follows:

e Thethreshold for number of matchesin a(r x r) window as
implemented in the sub graph matching istaken to be 13 as
that is the minimum number of features that should match
in any two fingerprints as mentioned above. Hence if 13
edge weights of candidate and fragment fingerprint are
identical, ther x r block is considered to be matched.

¢ For larger number of minutiae points, which may include a

larger number of undeleted false minutiae points, the
offset, (that isthe number of edgesthat must at least match
between two fingerprints) is set as 2/3*r , where r is the
order of fragment fingerprint. This offset is determined
experimentally considering a number of fingerprints.
A threshold of the minimum number of r x r blocks that
must match out of then x n blocksisaso required asall "C;
blocks do not match( especially for fingerprints obtained
from crime scene). Hence offset is taken as square root of
("C).

IV. RESULTS
A. lllustration of all possible sub graphs from a given
graph
4 o 2

o o ) %)
éﬁ \\\\ o 2 2 , g a ef

1 F
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0 9
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Fig 14:Illustration of some of the sub graphs of order r
from a graph of order n. Here n=6 and r=3

4.2. lllustration of sub-graph isomor phism

2 0 0
0 0 2
2 0 0
0 2 2
1 0 0
0 2 2 3 4 4
0 2 2 2 4
0 1 2 2
0 1 1
0 2
0

Fig. 15: Construction of graph from candidate
fingerprint GC(VC,EC)

N Ol O O
%]

Fig.16 : Construction of graph from fragment finger print
GF(VF,EF)
Now a particular fragment of the candidate is extracted to
show that a particular sub graph of the candidate is
isomorphic to the fragment fingerprint. Hence Fragment
fingerprint is a sub graph of Candidate fingerprint and they
areisomorphic
The edges of the graph GF is correspondent and equivalent to
the edges of the graph GC which are marked as red, hence
proving that GF isasub graph of GC asGF c GC and GF is
isomorphic to a sub graph GC with mapped edge weights,
where mapped weight of GF, GC € {2,2,1}.
The proposed method helps in unique identification of a
fingerprint

e The probability of finding two people with identical
fingerprints is very small. In fact, no two identica
fingerprints have ever been found same. Galton calculated
that probability of finding identica prints was 1 in 64
millions. A second principle is that an individua's
fingerprints do not change
with time.
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e The ridge events are commonly referred to as
characteristics or minutiae, and their spatia relationship to
one another in a friction ridge impression is the basis for
fingerprint comparison and identification. Main proof of
uniquenessis the spatial distribution of minutia points which
isthe basis of calculating edge in this algorithm.

¢ Since ridge flows are unique (no two areas of friction ridge
skin are the same, not even onidentical twins.) gradient gives
aunigue measure.

elt is scientificaly and hiologically impossible for two
persons to have 12 or more Galton detail in sequence. That
means if there are 12 or more minutia points matching then
the two fingerprints are of the same finger.[Locard]

eStatistical studies show that Galton (level 2) ridge
characteristics determined reliable thresholds to establish
individuality. It has been reported that two different persons
as a result of computerized search has ever been found to
have anywhere near 12 Galton characteristicsin agreement of
level | and level 1l details in approximate relative position,
characteristic type and ridge path direction (all of which is
considered in the algorithm).Ultimately all algorithms for
fingerprint matching guarantees precision of application but
not the accuracy of conclusion, precision is determined by
statistical methods and no scientific methods exist.
This proposed algorithm has been implemented on a large
dataset of FVC and are transformed in various ways such as
rotation, scaling, shifting ,cropping, for the purpose of
investigating accuracy. The results of the fingerprint
matching algorithm's performance are summarized in Table
1.

Table 1: Accuracy percentage of different transformed
fingerprints by graph isomorphic algorithm.

Test Cases Match Result (%)
Two exactly identical 100
fingerprints

Scaled fingerprint 98
Rotated fingerprint 974
Cropped or Fragment 98.5
fingerprint

Trandlated fingerprint 99.2

V. CONCLUSION

The algorithm suggested in the work is good enough to solve
the fingerprint matching problem fairly accurately. The
benefits of this algorithm are that it is rotation independent,
allows secured transfer of a segment over the internet and
easy to store in a database, allows comparison of weight
matrix of two fingerprints of asmaller size as compared to an
entire fingerprint image and no use of additional tools for
image processing and feature detection. The algorithm can
also process and detect match if the input is a partial copy of
the candidate. Furthermore, since the use of graph data
structure has been used to represent the fingerprint, although
theinitial pre-processing isabit costly and complex, but once
stored it takes far lesser space, which is a significant gain
from the storage point of view because real-life fingerprint
databases are usually enormousin size. Even on poor quality
of fingerprints, where most of the pattern based agorithms
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fail, this algorithm can return some result based on the
structure of the graph obtained, and thus it might be of
practical use for the fingerprints obtained from crime scenes
where the quality of prints are usually noisy and distorted.
Processing of the fingerprints while matching it with an input
fingerprint also becomes computationally less costly since
the graph isomorphism operation used here is
computationally simpler than pattern or image based
matching operations. However this algorithm has only been
implemented in existing database and as a future scope it can
be extended to be implemented in areal time system.
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