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    Abstract: Mobile Ad-Hoc Network (MANET) is constructed 
using autonomous self-disciplinary nodes that communicate and 
exchange information through wireless medium. VM based IDS 
identify the attacks in the Virtual Machine Level with isolated 
properties of data center at the cloud. This is efficient only at the 
data center level i.e. infrastructure level. These problems are 
addressed by the proposed multi – level IDS for MANET using 
clustering technique. It identifies the black-hole attack from the 
external level to internal level. The pattern of the internal as well 
as external attacks are extracted and stored into the knowledge 
base for further analysis. The nodes are clustered and select an 
arbitrary node as a cluster head. The topology also monitored for 
maintaining consistency over the detection. The MANET packets 
are compared with the knowledge base to detect the malicious 
packets. The malicious node can also be eliminated from the 
network. Various modern IDS tools are analyzed with large set of 
attacks in multiple levels in order to maintain high reliability. 
Different algorithms are compared with proposed IDS in 
performance evaluation metrics such as IDS rate, Positive Rate 
and alarm rate and so on. The proposed IDS provides high 
accuracy when compared to existing algorithms in all levels. 
       Index Terms : Mobile Ad-hoc Network (MANET), Intrusion 
Detection System (IDS), Route Request (RREQ) and Route Reply 
(RREP), Security Event Manager (SEM). 

I. INTRODUCTION 

This article deals with Intrusion Detection System (IDS) 
with MANET. This type of  IDS uses various levels of 
attacks detection, both network based as well as host based. 
Related work provides complete overview of the IDS. 
Conceptual diagram indicates the various forms of IDS and 
advantageous of the proposed IDS. Various attacks and 
relevant features are used for pattern identification during 
attack detection. Algorithm provides the properties like 
attack classification, cluster formation and malicious packets 
identification and isolation. Recent tools related to IDS are 
analyzed with various performance parameters. Various 
algorithms with attack types are assessed for better 
efficiency. Accuracy of the proposed algorithm is compared 
with different algorithms.  
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II. RELATED WORKS 

Two types of security attacks are raised by intruder. They 
are active attacks and passive attacks. Active attacks affect 
the integrity and availability of information. Passive attacks 
affect the confidentiality of the data without any 
modification. These attacks are generated by internal 
intruder and external intruder. Intrusion is a malicious 
activity done over the network for disturbing its operation. 
This is detected by implementing IDS (Intrusion Detection 
System) algorithm in order to improve the network 
performance. There are two types of  IDS (Intrusion 
Detection System) namely internal and external. Internal 
IDS detect the unwanted activity within the network called 
host based where as external IDS detects the activity over 
the entire network.   

Knowledge base is a database which stores the 
behavior of intruder. IDS extracts the behavior of the 
intruder and stores it in the knowledge base. Then it collects 
the intruder’s behavior from the knowledge base and 

compares it with incoming packet’s behavior for identifying 
the malicious activity. The knowledge is represented as 
patterns or rules with related attributes. Various expert 
systems are available for IDS which are restricted to specific 
pattern. It can be addressed by using efficient algorithm with 
real time attack detection. The undetected classified 
malwares are detected by using Intrusion prevention 
technique. The proposed algorithm uses both internal and 
external attack characteristics which are used to detect both 
host level and network level intrusions. Proposed MANET 
based IDS uses the better accuracy with high reliability over 
the internet. Topology is considered as a main element for 
detecting maximum attacks in order to achieve high 
performance when compared to other IDS algorithms.  

Normally the intruder uses the shortest path to the 
desired source node for collecting the packet. It generates 
the malicious packets without any route exit in the 
corresponding destination. All packets use the malicious 
node as route to any other node. The malicious node is 
called black hole node. These types of nodes are collecting 
the packets from source node. This type of attack is called 
black hole attack.  Block hole node always replies the 
response quickly with shortest path to the initiator. MANET 
always isolates such kind of malicious nodes with better 
performance and security. The proposed IDS detects the 
black hole attack and also isolates the unwanted malicious 
node from the current list. 
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III. CONCEPTUAL DIAGRAM 

Intrusion Detection System is classified into external and 
internal. IDS is used to identify the intruder in the network 
and alert the administrator to perform corrective action 
against the network malfunctioning. The firewall filters the 
unwanted packets which are coming from the internet. The 
attackers are doing various attacking activities to intrude the 
network resources. IDS is an efficient mechanism for 
maintaining networks in the trusted manner. Internal IDS is 
deployed in the host level which always monitor the 
malicious packets and malicious nodes. The integrated 
version of IDS can be implemented for better security. The 
proposed IDS provide efficient and high performance 
security over the MANET with reliability. Figure 1.1 
presents the basic conceptual diagram of the network based 
Intrusion Detection System. Figure 1.2 represents the host 
based Intrusion Detection System. Figure 1.3 shows the 
integrated Intrusion Detection System. The proposed 
Intrusion Detection System is depicted in Figure 1.4. 

 

 

 

 

Figure 1.1 Network Based Intrusion Detection System 

 

Figure 1.2 Host Based Intrusion Detection System 

 

Figure 1.3 Integrated Intrusion Detection System 

 

Figure 1.4 Proposed Intrusion Detection System 

IV. PROPOSED METHODOLOGY FOR 
INTRUSION DETECTION SYSTEM 

Initially the known attacks are identified from various 
sources of MANET for identifying the patterns in the form 
of rules and its characteristics of the attacks. These rules are 
stored in the database called knowledge base with standard 
specification. The pattern is in any form of attributes which 
is suitable for attack detection during the interaction. 
Normally the nodes in the MANET are considered as 
independent nodes i.e. no interaction between them. These 
nodes are clustered to form a network which is suitable for 
the packet exchange. The topology gives the complete 
layout of the nodes in the network. If there is any change in 
the topology then the nodes are clustered which are suitable 
for the network from the node list. New cluster head is 
selected for further process. The network is formed from the 
new node list and the process is repeated until no change 
comes in the topology. Source node sends the packet to the 
destination node though pre-specified route by sending 
RREQ packets to its entire neighboring nodes. All nodes 
send RREQ packet to other neighboring nodes and so on. 
Once the flooding process gets completed then all nodes 
send RREP packet to the source node. The source node 
selects the path from the received list then starts the data 
transmission process. Source node has no ability to find the 
malicious node before sending the packet to the destination. 
Source node always use packets with fields like source  
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Figure 1.5 Flow Diagram For The Proposed Intrusion 

Detection System 
address, destination address, sequence number and hop 
count to other node. The problem of identifying the 
malicious packet from malicious node is addressed using 
IDS method. The proposed IDS algorithm use packets and 
its patterns with attributes for route discovery. If any of the 
node sends the RREP to the source node with minimum 
number of hop count with quick reply considered as a 
malicious node. Suppose more than one node are having 
same hop count and sequence number with RREP then the 
node which is having least sequence number is marked as a 
malicious node. This node will be isolated from the network. 
Figure 1.5 shows the flow diagram for the proposed IDS 
algorithm in the MANET. Table 1.1 shows the features list 
which is extracted from network packets using 
CICFlowMeter-V3. Table 1.2 represents various attack 
types of the MANET. 
 

Table 1.1 CICFlowMeter-V3 features List 

Table 1.2 Attack types 

 

V. ALGORITHMS FOR PROPOSED IDS 

Algorithm attack_classification() 
Begin 
Let known attack list as KA; 
Collect the KA from different networks and sources; 
For each attach ε KA do 
Begin 
Identify the attributes of  the attack; 
Select the pattern of the identified attributes; 
Classify the attributes as ATTLIST using K-Means 
Clustering 
If ATTLIST == Network based then 
    For each attribute ε ATTLIST do 
   Begin  
 
 
 

Attack name Attack Description 

buffer_overflow User to Root 

ftp_write Remote-to-Local 

guess_passwd Remote-to-Local 

Imap Remote-to-Local 

Multihop Remote-to-Local 

Neptune Denial of Service 

Perl User to Root 

Phf Remote-to-Local 

Pod Denial of Service 

Portsweep Probe 

Rootkit User to Root 

Smurf Denial of Service 

Spy Remote-to-Local 

Teardrop Denial of Service 

Warezclient Remote-to-Local 

Warezmaster Remote-to-Local 
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Identify network attribute list  NAT; 
 Generate the pattern as NPAT; 
 Store the pattern in the storage; 
End 

End 
Else if ATTLIST == Host based then 
      For each attribute ε ATTLIST do 
      Begin 
        Identify host attribute list HAT; 
       Generate the pattern as HPAT; 
       Store the pattern in the storage; 
    End 
 End 
Return NPAT and HPAT; 

End. 
 
Algorithm Cluster_Formation() 
Begin 
Let N1, N2,…,Nn be  Node_List in MANET  
AC= attack_classification() 
For each node ε Node_List do 
Begin 
      Select node as cluster head of  MANET i.e. MN; 
      L1: If node== MN then 
      Begin  
        Choose the next node in the Node_List except MN; 
         Form the cluster as C; 
         Construct the topology as TP; 
          Set Status= true 
      End 
For each node ε TP do 
Begin 
Check the topology status  
If Status== True then 
Begin 
     Topology is same i.e. not changed 
      IDS (TP, AC); 
End 
Else  
Begin 
   Topology gets changed;  
   Collect the node from the Node_List; 
    Perform the clustering process; 
   Choose the new cluster head for current topology; 
   Goto L1; 
    End 
         End 
     End 
End 
 
Algorithm IDS (topology TP, Attack ATTLIST) 
Begin 
Let packet with attributes as P; 
Let sequence number as SN; 
Let source address as SA; 
Let Destination address as DA; 
Let Hop count as HC; 
For each node ε TP do 
Begin 
    L2:Maintain flow pattern for TP; 
    Identify the packet pattern p; 
    Choose the destination; 
    Send the packet <SA, DA, HC, SN> to the destination 
    along the path; 

Compare the packet pattern with database; 
If match == found then 
    Set the packet as malicious; 
    Alert the network administrator for attack; 
    M_Node=Malicious_Node_Detection (); 
    Isolate M_Node from the cluster and TP; 
    Reform the cluster with new cluster head; 
    Else 
         Packet is not malicious  
     End  
  Goto L2; 
  End 
End 
Algorithm Malicious_Node_Detection () 
Begin 
Let  S is a Source Node; 
Let D is a Destination Node; 
Let Seq is a Sequence Number; 
Let N is a Node List; 
For each node ε S do 
Begin  
   Send the RREQ message to all neighboring nodes; 
    Initiate the route discovery process; 
    Wait for RREP message from other nodes; 
     If RREP.count > 1 then 
   If  N and Seq are equal then 
   Select the node with minimum hop count as MN; 
    Mark MN as malicious node; 
                  End 
            End 
        End 
   Return MN;  
End 

VI. COMPARISON OF VARIOUS IDS TOOLS 

Security Event Manager (SEM) uses integrated 
IDS of both host based as well as network based which 
provides complete information for network security. It has 
the features like generic report generation, security event 
correlation, threat prevention, monitoring of integrity and 
forensic analysis. It maintains the intelligent security center 
which provides the monitoring as well as the attacks are 
detected quickly. Snort is an IDS which follows network 
based detection and prevention model. It has features like 
real time packet analysis and log maintenance over internet.  

It performs the task like analysis of networking 
protocol, searching of data and so on. It also detects the 
attacks such as scanning of port, attack in CGI scripts and 
operating system malfunctioning etc. Three types of rules 
can be used by snort namely alert, log and pass rule. Alert 
rule generates the alert whenever attack is happened. Log 
rule maintains the packet and its characteristics. Pass rule 
identifies the malicious packet and drop the packet from 
network. OSSEC is a host based intrusion detection system 
with high level of configuration for maintaining suitable rule 
management process. It allows the user to change the rules 
whenever the attacks are raised. This is controlled by 
writing the related script with rules in order to take 
corrective action against alert. It supports multiplatform IDS 
which handle generic attacks from various sources. Non 
compliant malicious action  
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and file system modification are detected by this system. 
Suricata is a network IDS which is used to detect the threat 
occur in the network level. It performs the activity like real 
time IDS, intrusion prevention method, network monitoring 
and offline packet processing etc. It is a rule and signature 
based IDS which is used to detect complex attacks using the 
custom scripting support. It uses different IO packet formats 
with high efficiency and security. Bro is network based 
prevention system with monitoring capability. It is used to 
detect the network anomalies occurred related to behavioral 
pattern in cyber security domain. It also performs the 
operations like immediate alert response, forensics, record 
mining and hashing. These IDS systems are based on the 
application oriented intrusion detection. So the effective 
hardware and software based IDS can be implemented for 
efficient operation. This is overcome by using proposed IDS 
model with dynamic topology with clustering technique. 

VII. ANALYSIS OF VARIOUS IDS ALGORITHMS  

Negative Selection Algorithm (NSA) is suitable for 
flexibility and scalability problem by implementing the 
model such as self and non self category. It gives better 
intrusion detection rate over the network with intruder 
elements like internal and external. It also checks the 
network whether the intruder present or not. It is not suitable 
for MANET attacks like RCA attack, flooding attack, black 
hole and warmhole attack. Detection rate of read, write, lock 
and kill operation is 1.115ms, 0.218ms, 0.325ms and 
0.310ms respectively (Anass Khannous et al, 2014). Multi-
agent intrusion detection algorithm (MIDA) controls the 
illegal packets and also detects the attacks on the Internet. It 
extracts and selects the features which are used to perform 
intrusion detection operation in scalable and reliable 
manner. It also compares with various feature selection 
methods for increasing the true detection rate and reducing 
false detection rate. The detection rate of MIDA algorithm 
related to attacks such as probe, UR2 and R2L is 0.46%, 
0.41 and 0.79 respectively (Yi Gong et al, 2014). It can be 
applied to real time industrial attack detection and 
management.  Intelligent intrusion detection system is used 
to detect the anomaly and misuse of network elements in an 
optimized manner. Optimization techniques are derived 
from Genetic Algorithm (GA) based approach. The feature 
space is reduced by considering the neural network based 
analysis with high dimensional perspective. Fuzzy rules are 
also applied with the rules for clustering the preprocessed 
information. It achieves better detection rate and minimum 
false alarm rate with high reliability (Yu-Ping Zhou et al, 
2010). MANET is a self organized network which is used to 
initiate the data transfer among other nodes. So it suffers 
from various attacks while transmitting the data. IDS with 
Fuzzy systems provide efficient identification mechanism 
for secure communication among the various nodes. The 
identified threats are categorized in to various levels for 
prevention of successive attacks. The performance 
parameters like packet delivery ratio, drop count of the 
packet and jitter of the MANET based IDS with fuzzy 
systems are 1, 0 and 11.21 respectively (Vishnu Balan et al, 
2015). Support confidence based IDS framework uses IDS 
with suitable patterns with flexible GA operations. These 
patterns are used to detect the intrusion over the network 
with related weights. The accuracy of the IDS is less 
because of the train and error practice applied over the 

MANET. False positive rate is almost equal in all cases 
when compared to False negative rate which leads into the 
performance problem (Dheeraj Pal et al, 2014).   Baskar 
et.al.,(2017) Implemented a low rate DDoS attack detection 
algorithm which combines four different models. Each 
model works based on the traces of previous access. This 
needs huge amount of data to be transferred between the 
controlling devices to the source which manipulate the data 
to identify the low rate attack. Similarly in [31], the 
presence of network threat is detected in a region based 
approach, which uses the traces generated at specific region 
towards mitigation. Holland's classifier is a classifier which 
is used to detect the attacks using immune system. It is 
applied over entire network with external intruder detection. 
It achieves maximum detection rate 90 % and false rate is 
10% over network nodes and intruders. This system has 
various phases such as Detection phase, Negative Selection 
phase, Tolerization phase, Memorization phase and Co-
Stimulation phase. These phases detect the attacks with 
detection percentage, false rate and negative percentage is 
90.57%, 17.21 and 9.425 % respectively (Arisoa S. 
Randrianasolo and Larry D. Pyeatt, 2016). IP spoofing 
detection IDS method is used to detect the anomaly packets 
in IP level. It considered the parameters like source address 
of the packet, dynamic configuration; flow management for 
high efficient detection of IP based attack detection. Flow of 
the packets is organized using fuzzy based scheme with auto 
selection of flow path against flooding attack. Packets 
related flow control comprises of various fields such as IP of 
source and destination, port of source and destination with 
suitable protocol field. Initially alarm rate is low which 
grows high whenever true detection reaches maximum 
threshold level  (Sui Song, C. N. Manikopoulos, 
2006).Experimental evaluation uses 20 nodes in the 
MANET then maintain 18 nodes are of normal nodes and 2 
nodes are of malicious nodes. Movement of the nodes is 
selected in random model. Number of flow is 6 and traffic 
type is CBR (Constant bit Rate) and FTP (File Transfer 
Protocol). The packet rate is 2 packets per byte. Data 
Payload is set to 1024 bytes and transmission range is 300 
meter. Figure 1.6 and Figure 1.7 represents the comparison 
of packet delivery ratio over various attacks and its 
categories. Packet drop of various attacks and its 
comparison is shown in Figure 1.8 and Figure 1.9. Jitter 
comparison is shown in Figure 1.10 and Figure 1.11.   

 
Figure 1.6 Comparison for packet delivery ratio with 

attack  
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Figure 1.7 Comparison for packet delivery ratio without 
attack  

 

Figure 1.8 Comparison of packet drop with attack  

 

Figure 1.9 Comparison of packet drop without attack  

 

Figure 1.10 Comparison for Jitter with attack  

 

Figure 1.11 Comparison of Jitter without attack  

VIII. RESULTS AND DISCUSSIONS 

Performance evaluation of the IDS categorized into three 
types namely threshold based, Ranking Based and 
Probability based (Gulshan Kumar, 2004).  Threshold based 
IDS predict the attack which is very close to the predefined 
value. It includes the types like F-measure, classification 
rate and recall etc.  The order of the attack detection is done 
by rank based approach which includes the parameters such 
as False Positive Rate, False Negative Rate, Detection Rate 
and precision etc. The attack detection is related to the 
probability of occurrence with False negative condition is 
called probability based approach with mean square error, 
root mean square error and so on. True Positive (TP) is a 
successful condition of attack detection. True Negative (TN) 
is a condition when no attack has taken place and no 
detection has taken place. False Positive (FP) is a condition 
that produces an alarm when no attack has taken place. False 
Negative (FN) is correct labeling of authorized user and 
False Negative is a rate at which the intrusion is not detected 
properly. Proposed IDS algorithm is analyzed and 
experimented using the MANET and IDS concepts with 
clustering and reliable topology. The analysis is carried out 
based on different evaluation metrics with multi level 
perspectives. True Positive Rate (TPR) metric is calculated 
ratio between True Positive and combination of False 
Negative.  False Negative Rate 
is calculated with FN and 
combination of FN and TP.   
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IDS rate is measured over the total number of attacks and 
detected attacks. False alarm also reduced by assessing the 
rate using False Alarm Rate (FAR). Genetic Algorithm 
(GA) based IDS algorithm achieves maximum success rate 
with minimum false rate. Fuzzy based IDS uses various 
association rules with minimum support and confidence 
level when compared to GA based IDS algorithm. Hybrid 
IDS performs detection operation over both internal network 
and external network by handling any kind of intruders with 
maximum accuracy. Multi-agent IDS improves the 
performance by minimizing the traffic analysis and data 
processing time while performing detection operation. It 
uses reduced running time when compared to existing 
algorithms.Proposed IDS achieves high accuracy when 
compared to existing algorithms by considering parameters 
like reliability, distance, memory, processing, power, 
precision and so on. Figure 1.12 represents the comparison 
of various algorithms and its detection rate. Figure 1.13 and 
Figure 1.14 presents the true positive and false positive rate 
comparison respectively. True alarm rate and false alarm 
rate comparison is shown in Figure 1.15 and Figure 1.16. 
Accuracy of various algorithms over different set of 
attributes which are related to detection of the attack is 
shown in Figure 1.17. 

 
Figure 1.12 Intrusion Detection Rate comparison 

 

Figure 1.13 True Positive Rate comparison 

 

Figure 1.14 False Positive Rate comparison 

 

Figure 1.15 True Alarm Rate comparison 

 

Figure 1.16 False Alarm Rate comparison 
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Figure 1.17 Accuacy Vs Attributes 

IX. CONCLUSION 

The proposed multi level IDS for MANET using clustering 
technique identifies the black-hole attacks of MANET and 
also analyzed the pattern related to internal and external 
intruder. Attacks are classified using K-Means clustering 
and selected the suitable list of nodes with cluster head. 
Topology maintenance is carried out in order to detect the 
attack consistently. IDS tools are analyzed and made a 
comparison over various systems with properties and its 
attributes. IDS algorithms are compared and identified the 
issues related to the MANET. The accuracy of the various 
algorithms are calculated and compared with the proposed 
IDS method with high reliability. 
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