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Abstract: Today, advancement in technology and
increase in population has led to over-consumption of water by
households. Also, because of elevated pollution levels, water gets
contaminated and can be unfit for usage. These days, a lot of
water conservation and quality checking systems use Internet of
Things (1oT). However, because of shortcomings of the
equipment, 10T independent from anyone else can't process, store
and assure the nature of these administrations. Thus, to solve this
problem, 10T can be combined with two infrastructures to
enhance the quality and accessibility of these administrations,
cloud and fog computing. This research paper proposes a model
for monitoring the water quality parameters using sensors and
keeping a check on water consumption through a pricing system.
This proposed model uses 10T for acquisition of data, fog layer for
short-term storage and data pre-processing, and cloud layer for
data analysis, processing and long-term storage.

Index Terms: Cloud Computing, Fog Computing, Internet of
Things, Water Quality Index.

I. INTRODUCTION

Water is a huge asset for the survival of human
beings. Today, due to constrained water resources and
expanding populace water has turned into a fundamental
asset. Clean and safe drinking water is the most vital resource
for humankind. As contaminated water is one of the leading
causes for most of the diseases nowadays there is a
requirement for real-time water quality checking framework.
World Economic Forum positioned drinking water crisis as
one of the worldwide hazard, because of which around 200
youngsters are dying every day. Drinking contaminated water
alone causes around 3.4 million deaths for every year. In spite
of the headways in innovation, adequate quality measures are
absent to gauge the nature of drinking water. The strategies
utilized for water quality evaluation at present include the
accumulation of random samples of water at different areas
week after week or month to month and examining them in the
research laboratories [1]. This methodology isn't much
effective on the grounds that they have certain disadvantages,
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for example, long-time consumption, water tests from only a
couple of regions can be resolved at the same time. This
technique additionally includes manual work to screen the
nature of water consistently.

In order to meet the requirements of agriculture,
businesses and the household division, it is essential that
enough water supply is available. Every day the demand for
water supply is increasing at an alarming rate. But
unfortunately improper water management, scarcity of water
and inadequate consumption measures have made a
hard-to-oversee situation. Manual labor is used to control the
appropriation of water from one region to another. The water
consumption by households is not monitored appropriately
which leads to wastage. Every day the manner in which the
world interacts changes. A large number of applications and
systems have seen the implementation of cloud computing in
the last couple of years. The cloud, however, is not capable of
alone handling simply technical needs and essentially
fundamental applications [2]; the Internet of things (10T) has
wound up being the latest innovative pattern with respect to
cloud computing [3]. In water conservation and quality
checking applications, wireless sensor systems (WSN) have
begun assuming an enormous job in the manner in which
water supply is being observed [4][5]. Wireless sensors as
gadgets are connected to the water supply channels and
consumer's tank in order to achieve analytical goals.
According to the requirement, the sensors can be of different
sizes.

WSN’s produces tremendous amount of raw data
which reduces the efficiency of the system. The system must
be context-sensitive so that it can reject redundant data. The
data accumulated by the sensors located in the water pipelines
will be forwarded to the fog nodes [6]. The fog nodes perform
the task of job aggregation, analysis and also provides
short-term storage. Henceforth, loT gives an elective
methodology in which the smart gadgets are used in a
common architecture. The data from the sensors can then be
moved to a cloud server. It is not practical to have typical
sensor-cloud architecture for many water conservation and
quality monitoring systems. Also, there is always a chance of
the data being at risk because of data center failure or network
failure. In such cases, fog computing can play an important
role [7][8][9]. If only cloud is used, then it may result in delay
while trading of data.
Subsequently, the exchange of
such  huge measures of
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information forward and backward is not a proficient option
because of latency issues as well as because of security.
Hence, the cloud computing framework must be of a
distributed type. This framework is known as edge
computing. The edge devices are incorporated with the cloud
resources through a fog computing layer and thus expanding
the current cloud infrastructure.

In this paper, we endeavor to enhance the existing
water consumption and quality monitoring services [10] by
executing the concept of fog computing. The application
resides in the cloud as well as in the gadgets and sensors
closest to the consumer units. The principle objective of our
proposed work is to give consistent record of the quality [11]
and consumption of water. Also, the issues like cost,
maintenance etc. are solved because of the distributed nature
of data handling and storage in cloud data centers. We talk
about the different computational tasks associated with our
model that will be performed in the cloud, devices and sensors
or in the fog layer.
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Figure 2. Fog Layer's Framework

The data exposure is constrained because it doesn’t
need to head back and forth in the system. This improves the
security of data passing in the system. The services that the
cloud performs can be conveyed to different layers so that the
overhead time taken because of to and fro movement of
information between the cloud and the devices is diminished.
Fig. 1 and Fig. 2 depict the design of a basic fog layer with
respect to the sensors and the cloud. In the second section of
the paper, we examine the expectations, fog computing, and
different difficulties that we have to face in this process of
execution of fog along with cloud computing. The next
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section talks about the architecture of the system and its
respective functionalities. The results are discussed in the
succeeding section and analysis is done. The conclusion is
given in the final section.

Il. LITERATURE REVIEW

Fog computing is a distributed decentralized
computing infrastructure in which data, compute, storage and
applications are located between the data source and the
cloud. The basic idea of fog computing is to bring the analytic
tasks of data centers into fog nodes which are stationed before
the boundary of the cloud system. We allude to these fog
nodes as the fog layer. Fog computing brings the advantages
and power of the cloud closer to where data is created and
acted upon available information [12]. A lot of application
fields can benefit from fog computing. These applications
have to process a large amount of data. The following listed
are the application fields that can benefit from fog along with
cloud computing.

Bonomi F, Milito R, Natarajan P & Zhu J., 2014
presented fog Computing as hierarchical and distributed
platform service for processing, short-term storage. It also
actualized that the usage of fog computing along with 10T in
various utility services can decrease the latency and make the
system more efficient. Dastjer diet la., 2016 reported that 10T
generates massive amount of data that becomes difficult to
handle using traditional systems, even with cloud computing
although it enables innovations. The paper described the
potentials and advantages of Internet of Things clubbed with
fog computing like utility services, gaming, AR etc [13].

Zao JK et al., 2014 noted that for augmented reality
(AR), overlaying valuable data onto the physical world
progressively is vital. The paper describes the system
architecture and also the technologies involved like Machine
Learning, Data Web, Publisher-Subscriber Protocol and
Fog/Cloud Computing. Utilizing fog computing will help
accomplish this part of augmented reality more efficiently.
Chen et al., 2010 reported the problems faced by using the
traditional health systems due to delay in processing and
sending notification. This paper presented a model of a smart
gateway for the utilization of WSN in the health monitoring
systems .The system uses multi-tier fog computing
architecture which eases the movement of data from the body
sensors to the remote data centers. The system transmits
reports at real time in a low power embedded system [14].

Hart WE & Murray R., 2010 presented a
Contamination Warning System (CWS) that is a efficient
approach for the detection of water contaminants from the
water distribution channels. It uses an optimized strategy for
the placement of the sensors.
This optimized mechanism
helps in rapid detection of
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pollutants. Petri I, Yuce B, Kwan A Rezgui Y., 2018
presented an analytics system that uses real time data enabling
more informed and dynamic approach for managing water
resources. The paper presented a system that uses Artificial
Intelligence techniques to provide real-time support for
managing the water resources and thereby protecting
biodiversity. This system uses neural network engine for
predicting river level based on dependency. Hong et al., 2013
presented Mobile Fog, which is a programming model for
Internet applications that are geographically distributed and
latency-sensitive. The paper tests various use cases for the
model with network of camera and applications connected to
various vehicles which helps in displaying the efficiency of
the Mobile Fog. And also performance is measured by using
simulation toolkits [15].

Pham XQ & Huh EN., 2016 presented a
task-scheduling algorithm for distribution of tasks between
the fog and cloud layer. This distribution of tasks helps in
reducing the workload on the cloud layer and thereby reduces
the latency and improves efficiency of the system. The paper
also presented the advantages of this scheduling algorithm
over other existing algorithms. The main objective of this
research paper is to enhance water quality analysis and
conservation systems that are built on 10T so that the data is
stored and processed efficiently [16]. For this, fog layer can
be implemented that reduces the latency of water
conservation and quality analysis systems and also sanctions
real-time monitoring. Also, pricing metrics can be utilized to
record water usage.

I11. 10T BASED WATER CONSUMPTION AND QUALITY
MONITORING SYSTEM ARCHITECTURE

In this portion of the paper, we propose a water
consumption and quality monitoring system which has a
tri-layered architecture. This system utilizes the cloud
computing facility clubbed with fog computing. The three
levels of infrastructure involves the sensor layer which forms
the base layer, the second layer consists of the fog nodes
which helps in pre-processing computation and the top layer
is the cloud layer which is responsible for all the necessary
actions to be taken according to the scenario.

The raw data collected by the sensors from the water
pipelines flows across the tri-layered infrastructure. The
low-level layer of the architecture consists of the various
water quality parameter sensors i.e. pH sensor, turbidity
sensor, conductivity sensor etc. These sensors are fitted in the
water supply pipelines which facilitates the sensing of
accurate data[17][18]. The data sensed by these sensors in this
layer is forwarded to the second layer of operation.

The data received by the fog nodes from the base
layer undergoes several layers of pre-processing computation.
This layer reduces the workload of the cloud layer by
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distributing the various jobs amongst themselves. After
segregating the various tasks, the pre-processed data is sent to
the cloud layer for the necessary actions to be undertaken. Fig.
3 demonstrates the architecture of the system and Fig. 4
depicts the flow of working of the system.
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Figure 3. Architecture of the proposed system
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Figure 4. Schematic outline of the proposed system.

A. Functionalities

This section explains the different functionalities of
the system according to the different layers of the
architecture.

B. Data Sensing
In this layer, various water quality parameter sensors
are placed in the water supply pipelines[19][20][21]. When
the water flows through the pipelines, the sensor sense the
quality parameters and forwards the raw data to the next layer
of computation. The water flow sensors placed in the
consumer’s tank senses the consumption of water by
individual household and directs it to the fog nodes for further
computation. In our implementation the sensors are connected
to the Node MCU board for sensing the data and sending it to
the next layer. The following Figure 4 depicts the sensors
connected to the Node MCU board.
C. Pre-processing  and
Analytical Operations
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The fog layer which consists of various fog nodes
forms the second layer of computation in our architecture.
The main functionality of this layer is aggregation of tasks and
collection of data from the base layer. The fog nodes
disseminate the various tasks to different edge devices where
the pre-processing of the huge measure of data takes place.
This layer acts as a master to the base layer.

D. Distribution of Tasks

This assignment is executed by means of the smart
gateway utilizing a job scheduler. In our implementation,
circulation of various jobs is done by applying the
job-scheduling algorithm for fog-cloud computational
systems presented by Pham and Huh [22]. According to the
algorithm, when the priority for the different tasks has been
determined, these assignments are sent to nodes for execution.
Presently the decision of the nodes to complete a specific task
must be made figured out. For this, the time required by the
processor at every node and the processing speed must be
mulled over. The earliest start time and earliest finish time
will be utilized for making those calculations.

E. Data accumulation

When jobs are disseminated, the data should be
accumulated. Aggregation of data comprises of three
fundamental divisions: mapping of the schema, data fusion,
and duplicate detection. Schema mapping will guarantee that
the data are accumulated in such a way that it fits with our
requirements. The detection of duplicated data is a major task
of these fog nodes because duplicated data leads to increase in
error rates. Injection of false data is also nowadays a huge
reason for reducing the efficiency. This is executed by adding
a local filter to the fog device. Data fusion is the last phase of
data aggregation in which the last information is accumulated
and set up together as one element. As described in Fig. 4, this
layer resides above the sensors layer and acts as a master to
the layer beneath it. The principle objective of the fog layer is
to reduce the workload of the cloud layer in order to reduce
latency.

Figure 5. Node MCU connected to the sensors
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data["npH')=data.ph.apply(lasbda x: (168 if (8.52=xs7)
else(88 if (8.6=x38.5) or (5.9>=x):6.8)
else(68 if (8.8)=x>=8.6) or (6.8)=x)=6.7)
else(48 if (99=x=3.8) or (6.7>sx26.5)
else 8)))))

ssolved
.............

ndo' ]=data.do.apply(lasbda x:(108 if (x»=6)
else(88 if (6»=x0<5.1)
else(68 if (Sr=x0=4.1)
else(40 if (4=0053)
else 8)))))

Figure 6. Calculation of the percentage of purity

Table 1. Drinking Water standards and unit weights. (All
values except pH and Electrical Conductivity are in mg/L)

Serial Unit
No. Parameters | Standards | Weights
1. pH 6.5-8.5 0.2190

Electrical
2. Conductivity 300 0.371
Total Dissolved
3. Solids 500 0.0037
4. Nitrate 45 0.01236
5. Dissolved Oxygen 5.00 0.3723
Biological
6. Oxygen Demand 5.00 0.3723

According to our system, the various jobs that the fog nodes
execute are described below.

1) Water Quality Index (WQI) calculation:

The quality parameters of water have different units.
In order to have common line of comparison, all the
parameters are converted into a single parameter alluded as
Water Quality Index (WQI). The conversion takes place
according to the formula. First, the percentage of purity of
each parameters are calculated. This value is then used for the
calculation of WQI. The overall WQI was calculated using
the above equation by combining the quality rating with the
unit weight linearly. Unit weight was obtained by a value
inversely proportional to the recommended standard value Sn
of the corresponding parameter.

In the above equation Wn =K/ Sn

WOI =Y qnWnly | Wn
Wn= unit weight for the nth
parameters.
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Sn= Standard value for nth parameters
K= Constant for proportional The calculated WQI is then sent

to the cloud layer for determination of the quality of the water
flowing and the subsequent actions to be undertaken.

2) Calculating the consumption of water:

The water flow sensors installed in the consumers’
tanks act as a water meter. The flow of water is measured in
m”3/s. This measured value is then used to find the volume
flow rate of water according to the formula.

The above equation (1) is used to calculate the volume flow
rate of water. Here, ‘Q’ stands for the volume flow rate

Q= Volume Flow Rate

V= velocity/flow of water

A= Area of the tank.

The value of Q is then used to get the volume of
water used by the household in a day. After the above
mentioned jobs are distributed, the data is collected from the
sensors. The data accumulated goes through various
pre-processing tasks which include removing duplicate values
and null values for enhanced performance. These tasks reduce
the redundancy and improve the efficiency. Next, the tasks are
performed by the assigned fog nodes. The results are stored
for a short period and are sent to the cloud for the analysis and
executing subsequent actions.
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Figure 10 . Regression Model

Water tariffs for select Indian cities

(as of November 2017)

City Tariff siabs Service/Meotoer Volumetric charges
(CD) charge (Rs) (Rs per ki)
Daoin Up to 20 114G .41 14.39
20 to 30 219.62 21.97
Above 30 292.82 36.61
Mumbai Slums 3.68
Hilly mroas NA 4.08
Societiosn/Bulldings 4.9
Chennat Up to 10 50.00 2.50
11 to 15 50.00 10.00
16 to 25 50.00 15.00
Above 25 S50.00 25.00
Bongaluru Up to 8 30.00 7.00
5.1 0 25 50.00 11.00
25.1 to S0 75.00 26.00
AbDow 50O 150.00 45.00
Hyderabaad O-AS (stums) 7.00
O o 15 10.00
16 to 30 NA 12.00
31 to 5O 22.00
51 to 100 27.00
101 1o 200 35.00
Nagour 1 o 20 7.03
21 to 30 NA 11.26
31 o 80 15.49
Abovae 850 21.11

NA: Not available

Source: Compiled by India Infrastructure Rosaearch

Figure 11. Existing Water tariff

F. Cloud Operations

Cloud layer forms the top-most layer of our system’s
architecture. This layer acts as a master to both the layers
beneath it. The main functionality of this layer is to collect the
pre-processed data from the fog nodes and then apply
necessary algorithms in order to take specific actions. As
depicted in Fig. 8, the cloud server is trained with a large
dataset using Linear Regression Model in order to classify the
water quality as fit or unfit. The dataset in use has various
attributes like station codes, location, pH, turbidity,
conductivity, total fecal etc. Linear regression is a basic and
commonly used type of predictive analysis. The overall idea
of regression is to examine
two things: Does a set of
predictor variables do a good
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job in predicting an outcome (dependent) variable? And
which variables in particular are significant predictors of the
outcome variable, and in what way do they—indicated by the
magnitude and sign of the beta estimates—impact the outcome
variable? These regression estimates are used to explain the
relationship between one dependent variable and one or more
independent variables.

various cities of India as shown. There is no correlation to the
number of members in the family which may lead to incorrect
billing due to absence of standard free limit. Water
consumption in a household is directly proportional to on the
number of members in the household. In our system as
depicted in Table 2, we have used a pricing chart which bills
according to the number of members of the family.

H. Security
The security of the data is not compromised in this

system because the raw data doesn’t travel to and fro. The

Table 2. Water Pricing Chart

Average chance of tampering with the raw data gets reduced because
usage of the data gets pre-processed in the middle layers and also short
Water per - term storage facility is also provided by the fog nodes.
person per Tice per . . o
day=0.4 kL, Kiloliter =Rs. 5 I. water conservation and quality monitoring system
\_Sﬂib‘*l \‘l[m b;I f’f STI"?“ FIT"’;“}kE[ e Apart from all the above mentioned layers ,our water
i e AR mits (L) consumption and quality monitoring system consists of the
L. 1 0.40 ‘ main water supply tank, the water supply pipelines, water
) 2 0.90 department and the individual houses. The cloud layer after
- detecting the issue in the water quality sends an alert message
2 3 1.20 to the concerned authority for further action with the help of
1 4 160 | the GSM module used [25][26].
5 5 2.00 ‘
] 6 240 ‘ 1IV. RESULTS AND DISCUSSION

In the following section, the experiments performed
The best fit line as depicted in Fig. 10 is found out by  are discussed and also analyzed with respect to the proposed

using the gradient descent methodology and then it is  system.
accordingly mapped. According to our data set, the regression A
model predicted the intercept (theta 0) and coefficient (theta
1) as [74.63, 2,01] with respect to the below given formula.

. Accuracy and Errors Measurement

Vear  Actusl WO Prediced Wl  Enmor-[Actual-Predicted)/Actual  Mod[Emor]  Percentagebor  Actual Emor  SarEror

y=mxtc @) m s o 0 048 [ (]

The above equation (2) represents the formula for ~ » ™ ™ i o i o

) oo . Mg BY o (1) 081 038 (]

finding the Best Fit Line. ‘y’ stands for the predicted value e e o 00 0% " i

and ‘x’ stands for the actual value. The gradient is represented m s % 0 00 05 o 0o

by ‘m’ and c acts as the constant coefficient. oo e B 0 L 55 o ut

At the point when real-time data originates from the ™% % B4 “ o ot H—

. . ) woon s 00 0 i i) 43

fog layer, it is classified under the above mentioned wl km 9 ol ol n w o

categories. If the quality of water is unfit for usage, the cloud “s 14
performs the necessary actions (like closes the solenoid value

. - MAPE=M64 MASqError-1.44

and redirects the water to the nearest refinement i ey

plant)[23][24]. If the quality is detected as WORST, then an
alert message is sent to the administration for manual
checking of supply pipelines by staff.

Figure 12. Error Measurement
Actual WQl vs. Predicted WQl

G. Water Conservation :

In order to reduce the over consumption of the water _ 7400 —
by the households, a fixed pricing chart according to the //,___4
population of individual families is prepared and fed to the
cloud server. The measured data received from the fog layer is
compared with the pricing chart and accordingly the
concerned household is charged. Also, a warning message is
sent to the administration so that they can forward the
information to the concerned household. This helps in

@ Actual WQI @ Predicted WQ

Figure 13. Actual WQI vs.

preventing the over consumption of water by the family units.
Fig. 11 depicts the standard water tariff that is used in these
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Upon completion of applying the algorithms to the
data, we calculated the error values which helped us to find
the accuracy also. We calculated the Mean Absolute Squared
Error, Root Mean Squared Error (RMSE) and Mean Absolute
Percentage Error (MAPE) as shown in Fig. 12. In Fig. 13, we
have plotted the Actual WQI vs. Predicted WQI which
complies with the accuracy percentile i.e. 55.36%.

B. Performance Analysis

In order to compare the use of cloud computing with
fog layer and without fog layer, we used iFogSim simulation
toolkit to simulate the fog topology. Clouds simulation toolkit
is used for the configurations which use only the cloud
computing layer [27][28]. These toolkits simulated the
specified topology and gave simulated results. These
simulators make it very convenient for when all the necessary
technological requirements are not available. Both the
simulator adds a little bit of overhead time. Therefore, in
order to avoid discrepancy in the results, we coordinated
various tests for 5 different configurations of devices
involved.
C. Analysis of Computation

The fog layer in our proposed system helps in the
computation by pre-processing the data . The workload on the
cloud layer gets reduced due to this functionality of the fog
layer. The data received by the fog layer is also restrained for
some time in order to avoid reloading of the same data. This
reduces the network usage and the energy consumption at the
datacenters, thereby results in better performance. The
comparison of the traditional configuration and proposed
configuration with respect to network usage is depicted in Fig.
14 below.
D. Analysis of Latency

The implementation of fog computing in our water
conservation and quality monitoring system involves transfer
of massive amount of data among the 3 tiers. In traditional
systems, cloud computing alone was used to handle the data
and its subsequent processing which led to increase in the
latency. This heavily effected the performance. Whereas in
our implementation, the presence of the fog computing layer
helps in dividing the tasks between the cloud and fog layer.
This in turn reduces the latency and improves performance.
The comparison of the traditional configuration and proposed
configuration with respect to latency is depicted in Fig.15.

1200

1000
800
600

Config 2

MNetwork Usage

Config 1 Config 3
Configurations

B Cloud with Fog [l Cloud only

Figure 14. Network Usage Comparison
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Figure 14. Latency Comparison

E. Analysis of Security
The security of the data in our system gets enhanced

due to the introduction of the fog layer in the architecture.
This in turn reduces the to and fro movement of the raw data
between the cloud and the sensors. The raw data is
pre-processed in the fog layer and then forwarded to the cloud
layer for further processing and long-term storage. This
reduces the probability of data tampering and data loss.

V. CONTRIBUTION

The effectiveness that fog computing adds to the
existing water quality msonitoring and conservation systems
has been highlighted in the proposed technique. Using this
method, the process of preserving water and checking its
quality becomes faster and more efficient. The manual labor
cost is greatly reduced. This framework would be highly
beneficial for areas experiencing water scarcity. Also, quality
of water would also be improved for household purposes. The
pricing system could be utilized to keep a check on water
usage.

VI. CONCLUSION AND FUTURE WORK

The proposed method brings to light the
implementation of fog and cloud computing along with 10T to
make the water quality monitoring and conservation systems
much more efficient for data storage and processing. A great
deal of manual labor is reduced and the systems become more
reliable. For different case scenarios, different algorithms and
methodologies can be used and a wide range of such
applications can be readily derived. The pricing system helps
in reducing over-consumption of water by households. This
system can be diversified for enhanced interaction between
the family units and the administration. By adding layers of
fog nodes, applications can be partitioned to run at the
optimal network level. This feature can be readily utilized for
improving the existing water quality monitoring and
conservation systems and ideating new systems in accordance
with the advancement of technology.
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