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 

Abstract: The growth of modern communication technologies 

imposes a particular means of security mechanisms in 

particular in case of data networks. In order to protect 

sensitive data while these are    en route, applications call up 

different methods. Here we are trying to code the message by 

Huffman coding technique and applying the Steganography 

using differencing and substitution mechanisms with 

encryption to the original message which can give multi label 

security. Here we are trying to communicate in two phases 

such as (1) Encrypt the message by Huffman code and (2) 

applying the In Steganography. We divide the image into 

multiple blocks which are non-overlapped in nature and the 

block size is 3×3 pixel that will consider as matrix. For every 

value from the matrix can be represented in eight bit where 

two bit will use as least significant bit (LSB) substitution and 

quotient value differencing (QVD) is applied for other bits. 

We are trying to process in three levels: (i) Huffman tree 

through message is encrypted which is secret (ii) LSB 

substitution at lower bit planes and (iii) QVD at higher bit 

planes.  

 

Keywords : Steganography, LSB substitution, QVD, Huffman 

code, Encryption, Decryption. 

I. INTRODUCTION 

Today the whole world is internet era. Almost all people 

dependents on that. Each user wants his/her data to be sent to 

others safe and securely when they are using internet. So we 

are trying encrypting the data by different techniques. The 

primary focus is the computer that we are identifying to send 

the message over network must assure no one will able to 

identify our primary data by decrypting by the key through 

which the message is enciphered. For that many security 

technique is applied by different source. Cryptography is one 

of that."Cryptography" derives from the Greek word criptus, 

meaning "hidden" and graphian means writing. Cryptography 

is the science of encrypting and decrypting information. 

Steganography is another technique for encryption which is 

originated from Greek words which literally means “cover 

writing”. We can consider to steganography as “invisible” 

communication. Steganography is also an approach of secret 

data exchange. It is performed by including the original data 

within the image, [1]. In steganography, bind the primary data 

into the image and numerical properties of the image can be 

potted [2]. Least significant bit (LSB) substitution and pixel 
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value differencing (PVD) is one of the  majority admired 

steganography approach in  specific area [3]. properties of the 

image can be potted [2]. Least significant bit (LSB) 

substitution and pixel value differencing (PVD) is one of the  

majority admired steganography approach in  specific area 

[3]. When we are considering pixel   value differencing in one 

dimensional block like pixel 1×2, the hiding capacity is very 

less that can be breakable by the hikers. To advance the hiding 

capacity and un detect ability the block size can be enlarge 

and PVD practice has been extended to seven-directional 

PVD in [4]. Looking to the strength and softness of 

surrounding pixel Nilizadeh and Nilchi proposed a model 

where it is given the liberty to select the block size in square 

form [6]. The hiding technique within the image with large 

merging capability can be done using multiple techniques like 

LSB substitution and quotient value differencing (QVD) [7]. 

In execution point the image can break into different block of 

size 3 × 3 pixel and assuming it is no overlapping in nature. In 

every block can be consider two parts as lower bit planes and 

higher bit planes and LSB and QVD technique can be applied 

respectively. Every block should check fall off boundary 

problem after embedding. Here we are assuming it is not 

exceeding boundary. If it suffers then we can move forward 

towards direct 4-bit LSB substitution. Still, such FOBP cases 

are negligible and defeat power is improved to a larger 

degree. In [8] image steganography is clustered in different 

aspects. Considering three pixels for message emerge near the 

target pixel and applied PVD is another approach discussed 

[9]. Considering the data it considered m-bit LSB approach 

for primary message embedding that bit is predictable by next 

to three pixels with high difference value. An optimization 

technique which adjusts the target pixel can be introduced for 

better visibility and good capacity. In this study the cover 

image and stego image are very similar but it is applicable for 

very low data set. Selecting the random pixel from an image 

and applied LSB is discussed Madhuet al., in [10]. Their 

approach is looking to perk up the strength where password is 

incorporated by least significant bit of graphical points. It 

produces the random numbers and identify the area where 

actually data to be hide. The positive aspect of this method is 

its security of inject data in stego-image. In [11], authors 

looking specific color of the image area to inject the message 

using suitable technique. It changes the image into binary and 

labels each point using 8 way connectivity schemes for hiding 

data bits. Its complexity and hiding capacity fully depends on 

texture of image. In [12] Stego analysis is the talent of 

judgment the message’s existence and blockading the 

channel. Many techniques have been proposed by many 

authors but LSB is one such technique in which least 

significant bit of the image is 

replaced with data bit. In this 

approach raw data is encrypt 

before injecting it in the image 
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which gives more security but time complexity increases 

some times. In [13] the locked data passing over internet is 

successful applying Steganography. Here high capability and 

defense Steganography with discrete wavelet transform 

(HCSSD) is proposed.  

 Many existing pixel value difference gives hiding capacity 

near about 4.55 bit per byte which is more than 55% of 

original size of the image. This article producing near about 

same hiding capacity with more security as data is coded by 

the coding technique Huffman code. This coding technique 

we can be considered as secrete key and that is also be 

injected to the image.  

II. RELATED WORKS 

Swain [7] proposed a hiding technique where the image is 

divided into different block which are not overlapping and 

consist of 3× 3 pixels. One Primary block has been given 

away in Fig. 1 a. Merge technique is described in details. 

 

 

 

 
Fig (1) a. Primary Block, b. Quotient Block,     c.  

 

 Fig( 1)a. Primary Block, b. Quotient Block, c. Reminder 

Block and d. Stego Block 

 

Initially from the original block is converting to higher 

bit-plane block by implementing quotient division on every 

pixel by Eq. (1); this block is shown in Fig. 1b. Again the LSB 

block can be constructed by applying residue division to all 

using Eq. (2); this block is appears in Fig. 1c 

4/PQ ii


 for all i=1 to 8  

and 4/pQ
cc

                                             (1) 

4%PR ii
 For all i=1 to 8  

and 4%pR cc
                              (2)

  

For example 7/3=2 and 7%3=1 which indicate the quotient 

and reminder respectively. 

Again suppose the two LSBs of Pc are b2b1. Rc is the decimal 

equivalent of b2b1. Rc is converted to Rc

1  after substituting   

b2 in place of b1and a bit from binary data stream in b2. 

Likewise, for i = 1 to 8, two binary bits can be considered 

from binary data stream and that can be converted to decimal 

which can renamed as Ri

1 in the Stego block. From the 

quotients there are eight pairs. Those are  QQ
ic

, , where 

i=1 to 8. Eight difference values can be evaluated from Eq. 

(3). 

QQd cii
                                             (3) 

Now using the  range Table 1  from[7] absolute difference 

values  d i
, for i = 1 to 8 falls into range r j (for 1 ≤ j ≤ 4) 

whose lower bound is L j i and hiding capability is n j i . 

Now For i = 1 to 8. n j i is data bits are taken and 

converted to decimal one bi . Finally the new values 

d i
 can be evaluated by Eq (4) 
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                                     (4) 

Then calculating the value mi= d i

1 - d i
 for all 8 points. 

Doing this eight quotient pair ),( QQ
ic

 can be merged 

into the eight pair by the Eq(5). 

),(
1

QQ
ici

 

 ( Qc-  ) when d i
 is even  

And 

 (Qc –m i/2 , Qi+ when d i  is odd.                                  (5) 

After merging the pixel 
Q

c  we can eight new values in 

different pair which can be unified to a single value from eq 

(6)  

                                      (6) 

As each 
Q

ci

1

 has changed to
Q

c

1

, at the same time 

)(
1111

QQQQ
cicii


 for all eight points also be 

changed. Finally the stego pixel for all eight points can be 

calculated by (7) 

RQPRQP iiiccc

111111
4,4 

   (7)     During 

this if any of 
Q

i

1

 exceed the boundary [0, 63]  from the table 

-1 then the whole block can be undo and 4 bit LSB can be 

applied. 

Range Table 

Range 

r1=[0, 
7] 

r2=[8, 
15] 

r3=[16, 
31] 

r4=[32, 
63] 

Capacity 
n,j 3 3 4 5 

 

III. PROPOSED QAV HUFFMAN CODE TECHNIQUE 

 

The image is separated into 3× 3 pixels block that are not 

overlapping in nature as in the fig-1.The injection procedure 

can be describe as follow. 

Step 1: From the plaintext identified the number of 

different types of character and its frequency. 

Step 2 create an array and store it as symmetric key. 

Example: the word “GOOD” 

 

3 G O O D 1 2 1 
 

First position indicate number of 

different types of character which 
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is 3 and next 3 position indication that the actual character and 

next three position indicating their frequency. 

Step 3: Encrypt the original message into Huffman code. 

From the above example the code for G=0, code for O=10 and 

code for D=11. Where our plan text GOOD will be 0101011 

Step 4: convert the symmetric key to 8-bit form and append 

with encrypted code done by Huffman code and append parity 

bit 0 if it is not divisible by 2. 

Example for the above data will be 00000011 1000111 

1001001   0101011 

After adding the parity bit 00000011 1000111 1001001   

01010110 

Step5: Apply eight directional QVD techniques. 
Taking the original image block as in fig 2.a and data block 

101111000010100110001010 1100 001 00 11101110 and 

applying the QVD technique we get the Stego image Fig 2 (d). 

 

 

 

 

Fig 2 a. Primary block, b. quotient block,  c. Reminder 

block, and d. Stego block 

Step 6: Apply the extraction QVD process. 

Considering the Stego-pixel block which is mentioned 

in Fig. 1(d). Considering the seed pixel which is central 

pixel, Pc check the least significant bit (LSB), if we 

found it is 0, then in this block 4-bit LSB 

changeover can be applied during embedding. Otherwise it 

found 1, then 2-bit LSB substitution and QVD approach was 

applied during the process. 

Extract the second LSB from Pc1 for i=1 to 8. Append this 17 

bit to take out the binary date stream. Two LSB from Pi

1
 can 

be take out by calculating 4mod
11

PR ii
  and converting 

Ri

1 to two binary bit. Further calculating the quotient 

4/
11

PQ ii
   and 4%

11

PQ cc
  , then eight difference 

value by QQd ici

111
  at the end bi

1
 the extracted value 

in decimal from bi

1
can be calculated as Ldb jiii


11  for 

i= 1to 8 and converted to n ji
 binary data bits and which are 

merged to extracted binary data stream. 

Step 7: Decode the Huffman code using symmetric key 

which is Huffman tree and neglect the append bit. Here the 

first 8 bit indicate the number of character  n and next n  8 bit 

indicate different types character and next n  8 bit indicate 

the frequency. Finally using these data we have to decode the 

code which is original message injected in image. 

 

IV. CONCLUSION 

Here we proposes a data hiding approach  using3  non 

overlapping pixel block within an image by encrypting the 

original data by Huffman code and embedding LSB 

substitution and quotient value differencing. Although the 

LSB substitution and quotient value differencing is 

successfully tested the security factor can be increased here by 

coding the data. After executing all above steps on plain text 

the strength of encryption message is very secure. The result 

of, MSE, PSNR and Compression Ratio for encryption of 

images are highly acceptable in this work. 
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