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Abstract: In the current age of IoT and Industry 4.0, vast 

amounts of big data are exchanged in the cloud, social media and 

among sensing devices, at times causing videos to go viral and 

proliferating fake news. Ultra high quality videos such as in the 

latest H.265/HEVC standard format have the capacity for data to 

be embedded in them for different security applications. Security 

for high quality videos is a concern in our current technological 

age where netizens often share videos with others through social 

media and video hosting sites like YouTube. In this paper, we 

focus on data hiding for H.265/ HEVC and perform detailed 

security analysis of a recent H. 265/HEVC data hiding scheme. 

Our security consideration includes the hiding properties of 

secrecy and undetectability, as well as the robustness security 

property of tamper resistance. We show specifically an attack 

against the robustness security of this data hiding scheme. We 

discuss reasons causing the insecurity against robustness and 

justify strategies to improve the scheme’s protection against these 

types of attacks. 

 
Index Terms: IoT, cloud computing, H.265/ HEVC, video 

sharing.  

I. INTRODUCTION 

Different network-enabled devices with sensing capabilities 

proliferate in our current technological internet of things 

(IoT) world. Industry 4.0 is also revolutionising how the 

cyber and physical world engage and exchange vast 

amounts of data. As sensors improve in perceptual quality 

and systems advance in processing capability, even videos at 

ultra high resolutions can be exchanged efficiently across 

the internet and social networks.  
H.265/HEVC [1] is the latest video encoding standard for 

ultra high quality and supports resolutions up to 8192×4320, 

which includes the 8K UHD standard. As these types of 

videos are commonly acquired, stored and shared across the 

social media and video hosting sites on the internet, they 

could be used for security purposes [2,3] via techniques 

such as data hiding [4].  
Data hiding basically embeds message bits into the videos in 

a covert manner such that the video quality is preserved, and 

with the requirements that the message is kept hidden, and 

to some extent even the existence of such a message is 

undetectable. One main security property is also that the 

embedded message should remain intact without 

modifications, so that the intended recipient is able to 
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extract the original message, even though the videos have 

undergone common video processing operations.  
Only a few data hiding schemes [5,6,7] have been proposed 

for H.265/HEVC since this is a new video standard.  
In this paper, we focus on a very recent (already accepted 

but not even assigned to an issue yet) data hiding scheme, 

proposed by Liu et al. which is published in the Multimedia 

Tools & Applications journal [8], and perform a detailed 

security analysis of the scheme with respect to fundamental 

security requirements namely secrecy, undetectability and 

robustness. This is the first known security analysis of this 

scheme, i.e. up to now no attacks exist on it.  
We first discuss its security against secrecy and 

undetectability and then show a robustness attack on the 

scheme that enables attackers to change the original 

embedded message in the video without affecting the 

quality. The paper concludes with specific suggestions on 

how to improve the scheme to prevent these types of attacks. 

II. DATA HIDING SCHEME FOR H.265/HEVC 

VIDEOS 

A. Data Embedding 

The H.265/HEVC video coding standard uses integer 

transforms based on the Discrete Cosine Transform (DCT) 

and Discrete Sine Transform (DST). An input m×n video 

frame is essentially divided into multiple non-overlapping 

blocks of varying sizes ranging from 4×4 to 32×32. For the 

4×4 case as an example, let the input 4×4 block be denoted 

as X. Then the output 4×4 block Y is computed via the DST 

as: 

 

 Y = (H X H
T
)    

                (1) 

where  

H =    ,             

    (2) 
 

where a = 29, b = 55, c = 74, d = 84, and H
T
 denotes the 

transpose of H. 

HEVC works like previous video compression standards in 

the sense that the compression within a frame, i.e. intra-

frame, is achieved by having the values of blocks within a 

frame to be computed (a.k.a. predicted) from the values of 

adjacent blocks.  In more detail, all the 16 pixels of the 4×4 

block are predicted using the 

pixels at the boundary  of the 

adjacent blocks located either 

above or to the left of the 
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current block.  Fig. 1 illustrates this. 

 

Fig. 1: Prediction of current block from boundary pixels of 

adjacent blocks above and to the left [8] 

Since embedding into a DST coefficient involves changing 

the value of the DST coefficient, Liu et al. rightly argue that 

embedding therefore causes distortion over time.   This is 

known as the distortion drift.  For instance, recall that the 

current block’s values are predicted from adjacent blocks 

above or to the left of it, but if the adjacent blocks have 

values that have been changed from the original due to 

embedding, then this error propagates as blocks continue to 

be predicted from adjacent blocks. 

The Liu et al. data hiding scheme [8] operates on 

H.265/HEVC video by embedding the message bits into the 

4×4 luminance matrix of the coefficients output from the 

Discrete Sine Transform (DST).  Refer to Fig. 2 for 

illustration.  

Fig. 2: Embedding steps of the scheme 

 

Bits are embedded dependent on which prediction modes 

are being used to predict the current block. 

• Case (I): if the current block is not dependent on 

adjacent blocks above the current block 

• Case (II): if the current block is not dependent on 

adjacent blocks to the left of the current block 

• Case (III): if the block to be embedded with bits 

will not influence any adjacent blocks 

 

Let the 4×4 block Y be denoted as follows: 

  Y =   (3) 

Then embedding is performed based on the above-defined 

cases: 

• Case (I): a bit is embedded into each group of three 

multi-coefficients: {( ),( ),(

), ( )}.  

• Case (II): a bit is embedded into each group of three 

multi-coefficients: {( ),( ),(

),  ( )}. 

• Case (III): 16 bits are embedded into the 4×4 block Y 

(see  elaboration in Equation 3) 

Let ( ) represent a multi-coefficient group as per 

above.  

For Case (I) and Case (II) defined above, the embedding 

proceeds as follows: 

• If the embedding bit is 1, then we have: 

If  and , 

then , ,     (4) 

If  and , 

then , ,     (5) 

If , 

then , ,        (6) 

• If the embedding bit is 0, then we have: 

If  and , 

then , ,    (7) 

If  and , 

then , ,    (8) 

If , 

then , ,      ) 

For Case (III) defined above, the embedding is as follows: 

• If the embedding bit is 1, then we have: 

If  and , 

then            (10) 
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If  and , 

then     (11)

                     

If , 

then                   (12) 

• If the embedding bit is 0, then we have: 

If  and , 

then       (13) 

If  and , 

then     (14) 

If , 

then .      (15) 

1. B.  Data Extraction 

The extraction of the embedded data from the video stream 

is as follows; as illustrated in Fig. 3: 

• Case (I): the embedded bit is to be extracted from {(

), ( ), ( ),  ( )} as 

follows: 

•  where          (16) 

Fig. 3: Extraction steps of the scheme 

 

• Case (II): the embedded bit is to be extracted from {(

), ( ), ( ),  ( )} 

•  where          (17) 

 

• Case (III): 16 extracted bits can be obtained from the 16 

 of the 4×4 Y block as follows: 

•  where        (18) 

 

III. ROBUSTNESS SECURITY OF THE DATA HIDING 

SCHEME FOR H.265/HEVC VIDEOS 

In this section we discuss the security of this scheme, firstly 

in terms of hiding security, before focussing on robustness 

security. 

A. Hiding Security  

Core security properties that are inherently required in a data 

hiding scheme are that it is able to remain hidden in terms of 

two aspects: 

• Secrecy: embedded message remains hidden 

• Undetectability: existence of a hidden message cannot be 

verified [9,10] 

By a thorough analysis of the scheme, we can see that  from 

the scheme’s extracting steps as in Section II.B that the 

embedded message can be recovered, irrespective of which 

of the three cases {I,II,III} is being considered.  In more 

detail, the embedded message bit  is in fact 

correlated to whether the DST coefficient  is 

even or odd, as per Equations (16~18), and therefore the 

embedded message bits can be revealed directly from the 

coefficients.  Thus, the secrecy property cannot be upheld by 

the scheme. 

In terms of the second property i.e. undetectability, an 

adversary aiming to break this property has to show that it is 

possible to differentiate between whether a video frame 

contains an embedded message or does not have any 

embedded message. 

By inspection of the embedding steps as in Section II.A, it 

can be seen that the message bits are embedded in the least 

significant bit of the DST coefficients .  In 

essence, given a sufficiently large number of coefficients, 

the distribution of bit values in any bit position is expected 

to be random, i.e. ‘0’ and ‘1’ have a 50%-50% distribution. 

In contrast, if the video frame has been embedded with 

message bits, which have inherent redundancy [11], 

therefore their distribution would differ from the 50%-50% 

random distribution. 

Hence, this allows to differentiate between the two cases, 

thereby breaking the undetectability property.  

B. Robustness Security  

Beyond the two hiding security properties discussed in 

Section III.A, another required security property for data 

hiding schemes is that of robustness security [10], i.e. that 

the hidden embedded messages are not able to be changed 

by tampering [12].  Nevertheless, we show an attack on the 

robustness security of this Liu et al. data hiding scheme.  For 

simplicity of discussion, we use Case III as an example, 

although the attack equally applies for Case I and Case II.   
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Fig. 4: Robustness attack against the scheme: steps 

performed by the attacker 

The attack steps proceed as follows; see Fig. 4 and Fig. 5 for 

illustrations: 

 

Fig. 5: Robustness attack steps against the scheme: steps 

performed by the verifying user 

 

2. The video frame V is embedded by a legitimate sender 

with message bits as per the embedding steps of Section 

II.A, to produce the message-embedded frame V’. 

3. An attacker aims to illegally modify the embedded 

message bits in V’ so that they cannot be detected from the 

frame V’ anymore. The attack steps are as follows: 

a) Perform the extraction steps of Section II.B on the DST 

coefficients of V’ to get the embedded message bits . 

b) The goal of the attacker is to modify these embedded bits 

by modifying the message-embedded DST coefficients: 

• If , 

then       (19) 

• If , 

then         (20) 

c) Perform the data extraction steps of Section II.B on the 

changed DST coefficients  to obtain the extracted 

message bits .  

d) Compare the message bits  extracted from the modified  

with the embedded message bits  extracted from the original 

DST coefficients .  The robustness attack is successful if 

. 

3. The resultant modified DST coefficients  are such that 

the original embedded message bits  can no longer be 

detected because their binary values have been inverted; 

instead different message bits  would be extracted. 

IV. DISCUSSIONS AND CONCLUDING 

REMARKS 

We analyse the steps of the robustness attacks steps in 

Section III.B to see why the robustness of the Liu et al. data 

hiding scheme is broken by the attack, i.e. why . 

Recall the embedding steps of Section II.A, namely for Case 

III, notably the Equations (10~15).   If the message bit to be 

embedded is 1, from Equations (10~11) we see that if the 

DST coefficient  is even, then it is actually changed by 

the embedding steps to become odd.  Otherwise it is left 

unchanged.  This results in effectively embedding a bit 

value of 1 into  because an odd  gives . 

Similarly, if the embedding message bit is 0, from Equations 

(13~14) it can be seen that if the DST coefficient is odd, the 

embedding steps will change it to be even.  Effectively this 

embeds a bit value of 0 into  because an even  gives 

. 

Fig. 6 indicates the corresponding PSNR values computed 

for some test cover frames of the Xiph.org Video Test 

Media [13], and can be used to compare the following 

different cases: 

• (i) The attacked marked frame versus the (non-attacked) 

marked frame.  The values for this case are denoted by the 

small circles in the graph of Fig. 6, and with respect to the 

left axis.  The PSNR is well over 50dB, consistently, 

therefore this shows the close similarity between the original 

marked frame and the marked frame after it is attacked to 

cause changes to the embedded message bits.  Therefore, the 

robustness attack can be performed without compromising 

frame quality. 

• (ii) Marked frame versus the cover frame. For this case, 

the values are with respect to the right axis. This is the 

PSNR value that is often used to measure the quality of the 

cover frame after it has been embedded with message bits. 

• (iii) The attacked marked frame versus the cover frame. 

For this case, the values are with respect to the right axis. 

This PSNR is used to compare with that of case (ii) to detect 

if there is any quality difference between the two cases (ii) 

and (iii)..  Fig. 6 shows that these PSNR values for cases (ii) 

and (iii) are essentially similar, thus showing  that there is 

no significant quality difference between the original 

marked frame and the attacked 

marked frame, so the attack 
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applies without causing any noticeable artefacts.    

Fig. 7: Comparing the Cover, Marked and Attacked Frames 
 

Fig. 7 illustrates some examples (from the Xiph.org Video 

Test Media [13] of cover frames before embedding, after 

embedding, and after the embedded message has been 

attacked to cause it to be no longer extractable.  The frames 

remain perceptually similar across all these three cases, and 

the PSNR is consistently over 49dB for all cases.  This 

thereby indicates that the attacks can apply without 

adversely affecting the visual quality of the frames.   

These results show that the Liu et al. scheme is not robust 

against attacks.  The weakness being exploited in the attacks 

is that the embedded message bits can be recovered (secrecy 

problem), and one reason for this is because the embedding 

locations could be determined by the attacker based on case 

{I,II,III} analysis.   

One approach to strengthen against this is to redesign the 

scheme such that the embedding locations are a selective 

subset out of all possible block coefficients, and furthermore 

the order of embedding locations is randomized, initialised 

by a secret seed that is shared between the embedded and 

extractor.  The robustness attack is then impeded because 

the attacker since s/he is unaware of the embedding location 

subset and embedding order, is unable to accurately modify 

the embedded bits meaningfully. 
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Fig. 6: Comparison of the PSNR for the following cases: 

(i) Attacked marked frames vs Marked frames (ii) Marked frames 

vs Cover frames  
(iii) Attacked marked frames vs Cover frames  

    

   

  

 


