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Abstract

RFID grouping-proof protocols draw high attention as RFID technology is being
widely applied. This paper proposes an improved ECC-based grouping-proof protocol on
the basis of studying the grouping-proof protocol proposed by Batina et al. to solve the
problems of existing grouping-proof protocols, such as low grouping-proof efficiency and
being vulnerable to impersonation attacks, tracking attacks, and other security threats.
First of all, this paper proved that the protocol by Batina et al. is vulnerable to
impersonation attacks and tracking attacks. Secondly, the proposed improved grouping-
proof protocol was described and analyzed. Malicious query of tags has been prevented
because a new function of reader verification by tags is added to the existing protocols.
Finally, the security performance of the proposed protocol was proved and a comparison
with the protocols proposed in the references was made. As the theoretical analysis and
comparison reveal, the scheme, with a significantly enhanced security and performance
compared with similar schemes, meets the requirements for security and privacy.

Keywords: Grouping-proof Protocol; Elliptic Curve Cryptography; impersonation
attack; tracking attack; RFID

1. Introduction

Compared to bar codes, RFID technology is advantaged in many aspects such as non-
contact, affordable price, flexible deployment, easy-to-manage as well as availability in
identifying moving objects, etc, which enable RFID technology to gradually develop into
one of the most popular technologies among automatic identification technologies. RFID
technology is widely applied to many fields such as supply chain management, automatic
identification of persons or objects, warehouse management and identity recognition
[1,2,3], thereby improving working efficiency remarkably while reducing the overall
costs. As RFID technology develops rapidly, identification and authentication of multi-tag
increasingly gain people’s attention and are widely applied to fields such as logistics,
supply chain management and medicine distribution [4]. RFID reader automatically
collects a group of tag data through radio frequency signals and processes the data,
identifies and verifies multiple tags simultaneously in a short period of time to indicate
that these multiple tags are present at the same time, thus achieving the efficient and
transparent management of a group of tags and providing proof that two or more tags are
scanned at the same time by the same reader in its communication range. The
identification of group tags and the authentication problems which exist at the same time
are called as the grouping-proof of tags. In this application, it is not enough to only
guarantee the security of single object. Moreover, whether multiple objects exist at the
same time in one group should be verified, thus to guarantee the completeness and
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security of these objects, such as drugs under the same prescription which the doctors
issue for patients; the whole set of medical apparatus and instruments which the hospital
aims at certain specified operations; the boarding check, passport and luggage which
belong to the same person in the airport [5,6,7]. Such group application characteristic of
RFID technology requires that authentication protocol must have the capability to
process, access and verify multiple tags at the same time.

2. Related Work

In 2004, using the ideas of mutual signature between two tags, Juels et al. [8] brought
up the scheme for the first time to prove that two tags existed at the same time, which the
authors called yoking-proof, indicating that two tags were scanned simultaneously. The
introduction of this protocol raised the interests of many experts and scholars, and
triggered heated debates and researches, which made improvements on this protocol one
after another. Saito et al. [9] later proved that Juels’s scheme was easy to suffer replay
attack and improved yoking-proof, added timestamps as well as expanded from two tags
to multiple tags. However, Piramuthu [10] proved that Saito’s scheme did not fully solve
the problems of replay attack. Bolotnyy et al. [11] brought up a new group-proof protocol
and solved privacy problems related to the protocol. The new protocol was called
anonymous group-proof protocol, in which each of the tags had the capability to compute
Hash functions with secret keys. The main shortcomings of this protocol were that the

verifier’s computation complexity reached o(n?) . Later, Peris Lopez et al. [12] made

improvements on this scheme, which made the complexity of verification process reduced
too (n). Concerning the authentication problems of tag group, Burmester et al. [13] put

forward a secure model based on universally composable model, which was, however,
easy to suffer impersonation attack from multiple parties. Lien et al. [14] put forward a
group-proof protocol irrelevant to response orders of tags and improved the efficiency of
tag group-proof protocol. However, Lien’s grouping-proof protocol would leak the
identification of tags, thus invading the privacy of tags. Later, Batina et al. [15] put
forward yoking-proof based on public key cryptosystem. The security of Batina’s
protocol was established on the basis of Schnorr identity recognition protocol. However,
the attackers could also fake the proof that T, and T, existed at the same time.

Vaudenay [16] pointed out that it was necessary to introduce public key cryptographic
algorithm into RFID authentication protocol in order to provide strong privacy protection
in the aspect of the leakage of tags’ identity information. Lee et al. [17] and Hein et al.
[18] put forward the possibility to introduce public key cryptogram, especially elliptic
curve cryptosystem (ECC), into RFID protocol. Batina et al. [19] put forward RFID
grouping-proof protocol at the earliest which had privacy protection based on ECC. But
Lv et al. [20] pointed out that it could not resist tracking attack and put forward an
improvement protocol. Later, Ko et al. [21] found that the protocol of Lv et al. [20] had a
defect and proved that his protocol did not work, and put forward an improvement
protocol to resist tracking attack. In 2012, Lin et al. [22] put forward a grouping-proof
protocol and improved the efficiency of the protocol by Batina et al. [19]. Hermans et al.
[23] brought up a new tag grouping-proof protocol and claimed that it reached narrow-
strong privacy. Hermans’s tag grouping-proof protocol required a trusted time stamping
authority (TTSA) which generated time stamps. Similarly, some later documents [24,25]
proved that above protocol had security and privacy problems, and put forward relevant
improvement measures. The group verification protocol which was based on public key
cryptosystem especially ECC was constantly put forward and revised, but still had some
deficiencies. Generally speaking, tags did not contain clocks and there was no direct
communication among tags. Instead, they communicated through readers. In the group
authentication environment, readers were not trusted, which meant that any reader could
provide the verifier with a group authentication. This important characteristic was always
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neglected by researchers, which caused a lot of security problems. On the basis of
analyzing the protocol by Batina et al. [19], this paper puts forward an improved
authentication protocol based on ECC and analyzes its privacy and security.

3. Analysis on Grouping-Proof Protocol by Batina et al.

The notations used in the protocol are shown in Table 1.

Table 1. Notations in the Protocol.

Notations Meaning
P Base point in the EC group
y Server’s private key
Y Server’s public key
kK Reader’s private key and public key
S,15, Tag’s private key
S..S, Tag’s public key
x(T) The x-coordinate of T
r.r, Random number

3.1. Grouping-Proof Protocol by Batina Et al.

Literature [19] puts forward the grouping-proof protocol based on ECC. Before
the protocol is executed, each tag has its own private key and the verifier’s public
key. The verifier stores the public key of each registered tag in the backend
database, whose framework is demonstrated in Figure 1. The descriptions of
protocol are as follows:

s, Y s, .Y

Start left

‘ r,.eq Z,Ta‘lzraP ‘

Ta‘l

re. 7]
ER Start right,Ta‘l, r,

r,eg 2, T,, =r,P

Ty = (ry + x(r,T,,)s,)Y

Ty T,,, T

Ta‘2 = (ra + x(Tb‘z)sa)Y ‘

T

a2

Figure 1. Batina Et Al. 's Protocol

1) The reader sends activating signal “start left” to Tag A ;
2) Tag A generates a random numberr, , calculates corresponding EC pointr, , = r,P

and sends it to the reader;
3) The reader generates a random number r, , sends activating signal “start right”, T,

and r, to Tags ;
4) Tag B generates a random numberr, , calculates corresponding EC pointst,, = r,p
and 1, , = (r, + x(r,T,,)s,)Y ,and sends 7,, and T, , to the reader;

a!
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5) The reader sends 1,, to Taga . Tag A calculates T, , = (r, + x(T, ,)s,)Y and sends
T, , tothe reader;
6) The reader collects grouping proof (t,,.7,,.r,.7,,.7,,) and sends it to the backend

server;
7) The backend server verifies S, = (Y T, ~Tax(Ty,) " and

S, = (v 'T,, - T, )x(r,T,,) ' to determine whether it accepts grouping proof. When the

public keys of Tag A and Tag B have been registered at the verifier’s backend database,
the grouping proof is accepted, or otherwise refused. The grouping proof protocol
between two tags can be easily expanded to the grouping proof protocol among multiple
tags.

3.2. Attack on Grouping-Proof Protocol by Batina et al

In this part, we analyze the security of Batina et al. 's protocol, and prove that this
protocol fails to resist tracking attack and it is insecure while facing impersonation attack.

Definition 1 Resist tracking attack: In the application protocol of RFID, if the
adversary fails to access relevant information from the messages transmitted through the
protocol to determine which tags are participants of a given communication session, then
the protocol is said to be tracking attack resistant.

Definition 2 Resist to impersonation attack: If the adversary is unable to reuse the
relevant information eavesdropped from the session between protocols to make fake
messages and masquerade themselves as legitimate participants, then the RFID
application protocol is said to be impersonation attack resistant.

Theorem 1 (Tracking attack) If the attacker can eavesdrop the messages
{x(ry T, ) Ty Ty .3 in@anormal communication process between the reader and Tag s ,

the attacker can detect any tag and determine whether or not the tag is Tag s .
Proof Tracking attack on Tag & is demonstrated in Figure 2. The detailed descriptions
of this process are as follows:

Tag A Tag B
s.. Y Reader Attacker Sy, Y
. "start left"
Tan "start right™ MsTaq
o Tb,2 . Tb,l'Tb,Z
Ta2 ;
Tag A Tag B
s, Y Reader Attacker Sp, Y

ar

"start right” r,T, ;

c=xTOx@)™* . TouToe
CTy2 —Tp2?=(Cr, — )Y

Figure 2.Tracking Attack on Tag

1) During normal communication, the attacker eavesdrops tuple {x(r, T, ). T,,. T, ,}.

2) The attacker selects a Tag 8 and determine whether Tag 8 is Tag B . Suppose that
Tag & is Tag s , the attacker selects a random number 7, and calculatesT, = 7.7, , .

Impersonated reader sends “start right” and 7, to Tage . Tag & generates a random
number r, and calculates 7, , = r,p and T, , = (r, + x(T,)y , and then sends them to the
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attacker. The attacker calculates ¢ - x(r,)x(T,)™" . Because T, , = r,y + x(r,T,,)Y , We
calculate cr, , - T, , = (cry — r)Y + (X (T,) = x(r,T, ;))s,¥ , SINCE o (T,) - x(r,T,,) =0 , We
get ct,, -T,, = (cr, - r,)Y . Consequently, the attacker can determine whether Tag 8 is
Tag 8 by checking whether the equation ct,, -, , = (er, - r,)v holds. Using the same

method, we can determine whether or not Tag A is Tags . According to Definition 1,
this protocol cannot resist tracking attack.

Theorem 2 (Impersonation attack) If the attackers can eavesdrop information
X(Ty 5) Tay Taoy and {x(r,T,,). T,,. T,,} In the normal communication process

between the reader and the honest tag, the attacker can impersonate Tag 1, to generate

grouping proof protocol.
Proof Impersonation attack on Tag s is demonstrated in Figure 3. The detailed
descriptions of this process are as follows:

Tag A Tag B
5., Y Reader Attacker Sp, Y
. "start left"
) Taa "start right" r;T, ;
. To 2 . To,1 T 2
Ta,2 R
Tag A Tag B
s, Y Reader Attacker Sp. Y
"start left"
Tan "start right" T 4
) Tb’,2 ) Tt;,llTl),,Z
Ta2

)
»

Sp?= (y_lTb’,2 _Tl;,l)x(rsza(,l)_l

Figure 3. Impersonation Attack on Tag B

1) The attacker collects attack tuple ¢«, 1,, 7,3 for which the following relations hold:
T, = and T, = (r + a s)Y
for s is the private key of the tag and r <, z an unknown random number.

Above tuple can be obtained by following means: because the reader is not verified and
is untrusted, the attacker can query the tags actively to collect attack tuples
X(Ty5) T Toor and{x(r, T, ,). Ty, T, ,3.

Among them, T, , =r,P, T, , = (r, + x(T, ,)s,)Y
Ty1=1P, Ty, = (r, + X(rsTa,l)sb)Y
2) Only when the attacker has tuple {«, ,, 7,3}, the reader can be tricked to accept T, ,
and T, ,, which means that one can generate arbitrary grouping proof with respect to Tag
B.Let p=x(rT,,), thent, , and 7, , can be calculated as follows:
Ty1=7T,+6P T,,=7T,+5Y Amongthem: se.z y=4/a

The verifier verifies s, 2 = (y 71, - T, )x(r;T; ).

a
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Sy, = (y_lT‘b,z —T.b,l)x(r‘sTya,l)_l
=(y T, A8 ) - (T v 6P ST
Sy, ras,)Y +8Y)-(yr,P+S5P)B "
= (yr,P+yas,P+5P-yr,P-5P)p "

=yas,Pp -t
=s,P
= Sb
Consequently, the verification is passed and the attack succeeds. We can achieve the
impersonation attack on Tag A in the same way. According to Definition 2, this protocol
cannot resist impersonation attack.

4. The Improved Grouping Proof Protocol

Through the analysis in the 3 section, we can easily see that the reason why
impersonation attack can be achieved is that there is no reader authentication and the
reader can be untrusted. The attacker can carry out any query on the tags and the tags will
send the response results back to the attacker, after the attacker collects attack tuple, the
real reader can be tricked to accept Tag A .

To overcome the weakness of the grouping proof protocol based on ECC which is put
forward by Literature [19] that this protocol cannot resist impersonation attack, based on
the original protocol, we come up with improvement scheme, whose framework is
demonstrated in Figure 4. The descriptions of the protocol are as follows:

sa, K, Y K sp, K, Y

reg ZCy=rPC; =rK
s=r+kx(C,)
"startleft"C, C; s
if sP=C; +x(C))K
thenr, e Z Ty, =1,P
else abort
Ta.l .
"start right'C, C; s T, ;
if sSP=Cy+x(Cy)K
thenr, eg Z Ty, =1,P
else abort
Toa
rseg Z
rS
T T2 = (N +X(rsTa,1)8p)Y
Tpo b,2
Ta,2 =(rp + X(Tb,z)sa)Y
Ta 2

Figure 4. Proposed Protocol
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Initialization Stage
The verifier selects a random number ye z, as its private key and calculates

v (= yp) to be its public key. As for Tag 1,, a random number s, < z, is selected to
be its private key and its public key is s, = s,p, which serves as the identification
o, for the tag 1,. As for the reader R, a random number « < z, is selected to be its
private key and its public key is k =kp . {iD,, y} and other relevant information
are stored in database while ¢s,,v, k3 is stored in tags.

Generation stage of grouping proof protocol
1) The reader generates a random number r, and calculates c, - , c, =k ,

s=r+kx(C,), and sends activating signal “start left” to, and c,,c,,s to Tag A ;

2) Tag A calculates sp2=c, +x(c,)k . If they are equal, then a random number
r, iS generated and corresponding EC pointt,, =r,p is calculated and sent to the
reader, or otherwise the process is terminated,;

3) The reader sends activating signal “start right” and c,, c, s, 7,, to Tag s,
then Tag B calculates sp2-c, + x(c,)k . If they are equal, then a random number
r, 1S generated and corresponding EC pointt,, = r,p is calculated and sent to the

reader, or otherwise the process is terminated,;
4) The reader generates a random number r_, and sends r, to Tag s ;

5) Tag s calculates corresponding EC point 1., = (r, + x(r,T,,)s,)Y , and sends
T,, tothe reader;

6) The reader sends 1,, to Tag A, then Tag a calculates 1, , = (r, + x(T, ,)s,)Y
and sends 1, , to the reader;

7) The reader collects grouping proof information (t,,.7,,.r,.7,,.7,,) and sends it
to the backend server;

8) The backend  server  verifies S, =(y 'T,, -T,)x(T,,)"" and
S, =(y Ty, ~T,)x(r,T,,) " to determine whether to accept the group verification

information. When the public keys of Tag A and Tag 8 have been registered in the
verifier’s backend database, the grouping proof protocol is accepted, or otherwise
refused. The grouping proof protocol between two tags can be easily expanded to
the grouping proof protocol among multiple tags.

5. Security Analysis and Comparison

5.1. Security Analysis

Theorem 3 The grouping proof protocol proposed by this paper can resist tracking
attack.

Proof Let’s Review the process of tracking attack: The attacker selects a Tag 8 and
determine whether Tag 8 is Tag B . Suppose that Tag 8 is Tag B , the attacker selects a
random number 7, and calculatest, - 7.7, , . Impersonated reader sends “start right” and
T, to Tags . Tag & generates a random number r, and calculates 1, , - r,p and
T, , = (r,+x(T,)y , and then sends them to the attacker. The attacker calculates
¢ = x(T,)x(T,) " . Because Ty, = 0Y + X(r,T, )Y : we

calculatecr, , - T, , = (cr, — )Y + (cx T,) - x(r,T, ) s,y , Since cx T)- x(r,T, ) =0, Wwe get
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T, ,-T,, = (cr, - 1,)Y . Consequently, the attacker can determine whether Tag 8 is Tag
B by checking whether the equation ct,, -7, , = (er, - r,)v holds. The impersonated

reader sends “start right” and 7, to Tagg . In the proposed protocol, after the tag receives
“start right” and c,.c,s , firstly it needs to verify s2-c,+x(Cc,)K

sP = (r+kx(rk )P =P + kx(rk )P , If sP = c + x(c,)k , the attacker must gets the private
key « of the reader, which means that the attackers can get k from k = kp . This is equal
to solving ECDLP. Or otherwise, the protocol is terminated and the generation process of
the protocol cannot be fulfilled. As a result, the attackers cannot determine whether the
tags which participate in the protocol are the same tags by eavesdropping the information
of session between the tags and the reader. Thus, this protocol can resist tracking attack.

Theorem 4 The group verification protocol put forward by this paper can resist
impersonation attack.

Proof If the attackers want the impersonated Tag 8 to pass the verifier’s verification,
they need to collect attack tuple {o, 1,, 7,3 . Among them, 7, = > and 7, = (r + as)Y , s IS
the private key of the tag, re, z .

If the attackers want to get {«,T,,T,}, the impersonated reader must collect tuples
{X(Ty 5) Tau Taoy and {x(r,T,,) T,,. T,,}. In the proposed protocol, the tag must
firstly verify sp2=c +x(C,)K . sP = (r+kx(rk )P =P + kx(rk )P , If sP =, +x(C))K ,
the attackers must get the private key k of the reader, which means that the attackers can
get k from k =«kp . This is equal to solving ECDLP. Thus the protocol can resist
impersonation attack.

5.2. Security Comparison

According to above analysis on the security of the protocol, Table 2 describes the
comparison between the improved grouping protocol proposed by this paper and the
grouping proof protocol in the reference literature. It can be seen from the comparison
that the protocol in this paper basically reaches the requirements of the design objectives,
and has the characteristics of having strong privacy protection, resisting tracking attack
and resisting impersonation attack, which meet the security demands.

Table 2. Comparison of Security Performance

The protocol

Protocol Batina[19] Lv[20] Ko [21] Lin [22] of this article
Tracking attack X X X X N
replay attack x X X X N
impersonation attack X X X X N
Man-in-Middle attack X N ~ X N

6. Conclusion

In this paper, we analyzed Batina et al. 's protocol and proved that it could not resist
tracking attack and impersonation attack. On this basis, we put forward improved protocol
which could resist tracking attack and impersonation attack. This paper gave detailed
descriptions on this protocol and proved its security, and compared it with current
grouping proof protocol which was based on ECC. The results indicated that the protocol
designed by this paper could satisfy the security demands of the grouping proof protocol
and had relatively high reliability on the premise of guaranteeing correctness and security.
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