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ABSTRACT

Cloud database are derivatives of Cloud computing. At present, most medical institutions store data in
cloud database. Although the cloud database improves the efficiency of use, it also poses a huge impact and
challenge to the secure storage of data. The article proposes a hybrid algorithm to solve the data security
problem in the hospital cloud database. First, the AES algorithm is improved. The improved algorithm is
called P-AES algorithm. The P-AES algorithm is then combined with the RSA algorithm, called a hybrid
algorithm. The experimental results show that the hybrid encryption algorithm has the advantages of fast
encryption and decryption speed, high security, good processing ability for longer data, and can solve the
data security problem in cloud database to a certain extent. The algorithm has been successfully applied to
hospital information management system.
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1. INTRODUCTION

Hospital information construction is an important measure to improve the level of medical
services. Nowadays, most hospitals have a set of perfect medical information management
system. The system is divided into several subsystems, such as His, Lis, Pace, etc. These systems
work together to ensure the normal operation of hospitals. In addition, it also has a large number
of mobile devices and sensors to provide a variety of data for the hospital information
management system. Although these software and equipment improve the quality of hospital
services, hospitals are also facing tremendous pressure of data storage. If the hospital continues to
follow the traditional data storage mode, it will not only make the hospital construction cost more,
but also can’t solve the problem of "information island™ between hospitals, which does not meet
the development requirements of hospital information construction.

The application of cloud computing can solve the above problems. It provides users with low
cost, high computing and massive storage of network application services [1]. Cloud database is a
kind of database that deploys and virtualizes in cloud computing environment. It enhances the
storage capacity of the database, eliminates the repeated configuration of personnel, hardware and
software, and makes it easier to upgrade software and hardware. However, users lose absolute
control over the storage of data, and the security of the system depends on the information
security strategy of cloud system [2, 3]. As a result, data will be attacked by hackers, peeped by
service providers, large-scale leaks and other issues. Especially the hospital database stores a
large number of users' private information, such as medical record information, doctor's advice
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information and prescription information and so on. Protecting data security in cloud databases
has become an important issue in the field of information security [4].

2. RELATED WORK

2.1. LITERATURE RESEARCH

Encryption data can effectively solve the data security problem of cloud database. Even if the
data is leaked, the criminals only get encrypted data. If they cannot be deciphered, the data will
not be of any use to them. At present, the research work mainly focuses on the confidentiality of
stored data, security audit and access control [5] and so on.

According to the different types of secret keys, common data encryption algorithms can be
divided into symmetric encryption algorithm and asymmetric encryption algorithm (public key
encryption algorithm). Symmetric encryption algorithm uses the same secret key to encrypt and
decrypt data. It has the characteristics of short secret key length and fast encryption and
decryption speed, but it is difficult to manage the secret key [6]. Asymmetric encryption
algorithm uses public key encryption and private key decryption. The algorithm features high
security, but encryption and decryption involves complex operations, so the speed is slow.

Data Encryption Standard (DES) is a commonly used symmetric encryption algorithm. It is a
block encryption algorithm. The standard DES algorithm encrypts data in groups of 64 bits, and
the same algorithm is used for encryption and decryption. The key length is 64 bits, which is
actually generated by 56 bits of secret key and additional 8 bits of parity check bits. The
algorithm has high encryption and decryption efficiency, but the key length is too short and the
security of the algorithm is relatively low [7].

In order to solve the problem of short length and low security of DES secret key. A triple DES
(3DES) encryption method was proposed. This algorithm is equivalent to performing DES
encryption algorithm three times for each data block, which is a distortion of DES algorithm. The
3DES algorithm is based on the DES algorithm. It is a packet encryption algorithm designed by
combining packets. This method expands the key length from 56 bits to 112 bits, so the efficiency
of encryption and decryption is very low. However, with the development of symmetric
encryption technology, DES and 3DES are gradually replaced by the new encryption algorithm
AES (Advanced Encryption Standard).

As a new generation of data encryption standard, AES combines security, performance,
efficiency, simplicity and flexibility. These features make AES the preferred choice in security-
related applications [8]. In recent years, experts and scholars have done a lot of research on the
efficiency and security of AES algorithm. Literature [9] provides a safer and more economical
encryption mechanism, which randomizes the key of AES algorithm and hides the key data into
the encrypted digital image by using the basic concepts of cryptography and digital
watermarking. Then the pixels are repositioned to break the correlation between them. Literature
[10] based on chaos theory, the AES algorithm S-box is replaced by another S-box. The new S-
box has low correlation and shows significant performance improvement with increasing
complexity. Document [11] proposes a method to provide different security services, such as
authentication, authorization, and confidentiality. This method is used for different data security
and privacy protection issues in cloud computing environments. The algorithm AES-128 is used
to improve the security and confidentiality of data. In this method, data is encrypted using AES
and then uploaded to the cloud. Literature [12] implements parallel execution of AES algorithm
in the supercomputer that name is Shen Wei Tai Hu Light. Literature [13] uses biometric
generation keys to improve the security of the AES algorithm. The 128 bit key generated by iris
feature is combined with the 128 bit key randomly generated to form a 128 bit hybrid key.
Although it improves the security of the algorithm, it increases the cost of application and is
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difficult to popularize. Literature [14] implements AES-256 encryption and decryption algorithm
on hardware. When encrypting, the round-key is generated in parallel to avoid encrypting period,
which reduces the delay of each round of encrypting. Literature [15] implements the hardware
implementation of AES algorithm on Xilinx Virtex-7 FPGA. The hardware design method is
based entirely on pre-computed lookup tables (LUTSs), which reduces the complexity of the
architecture and provides high throughput and low latency. Literature [16] increases the number
of rounds (Nr) of the encryption and decryption process of AES algorithm to 16. Although the
system is more secure, the execution efficiency of the algorithm decreases with the increase of the
number of rounds. However, none of these improvements involve the management of AES keys.
In practical applications, the granularity of database encryption is different, and the number of
secret keys produced is also different. Only by ensuring the secure storage of the data secret key
can the encrypted data not be cracked.

RSA, an asymmetric encryption algorithm, has high security and is widely used in user data
encryption and digital signature [17]. However, the security of this algorithm depends on the
decomposition of large numbers, which makes RSA's fastest operation speed much lower than
DES algorithm and other symmetric encryption algorithms. Therefore, its low encryption and
decryption efficiency is not suitable for encrypting large amounts of data.

The combination of symmetric encryption algorithm and asymmetric encryption algorithm can
make up for the shortcomings of each other. Using symmetric encryption algorithm to encrypt
and decrypt information can improve the efficiency of encryption and decryption, and using
asymmetric encryption algorithm to exchange secret keys. In this way, the secret key security of
symmetric encryption algorithm can be guaranteed [18].

In the literature [19], a hybrid application of local file encryption system based on 3DES and RSA
algorithm is proposed, which provides better protection for personal privacy and important files.
Although this method effectively solves the problem of symmetric secret key management, it is
not suitable for encrypting and decrypting large quantities of data because of the low efficiency of
the implementation of the 3DES algorithm. In the literature [20], a hybrid DES and SHA-1
encryption system based on VC++ environment is developed to ensure the concealment and
integrity of data. On the one hand, the system uses triple DES and RSA algorithm to encrypt and
hide data, on the other hand, SHA-1 algorithm is used to verify the integrity of data. In the
literature [21], a new hybrid image encryption algorithm based on AES (CS-AES) is developed
by using the RNG and S-Box generation algorithms designed. But this algorithm is still a
disguised symmetric encryption algorithm based on AES. In the literature [22], combining the
characteristics of symmetric encryption and asymmetric encryption, a hybrid encryption system
based on RSA and Blowfish algorithm is proposed and implemented on the device of FPGA. In
the literature [23], a hybrid algorithm based on DES and RSA is proposed for text data. But this
algorithm uses symmetric encryption algorithm DES, although the encryption efficiency is high,
but the algorithm security is not high.

Because medical information in the medical information system cloud database needs to be
shared between untrusted entities, protecting patient privacy is one of the attributes that medical
information systems must satisfy [24]. Aiming at the problem of data security in cloud database
of medical information management system, a hybrid encryption algorithm based on AES and
RSA is proposed by analyzing the characteristics of cloud database and medical data. This
algorithm combines the characteristics of AES encryption algorithm (high encryption and
decryption efficiency, high reliability, flexible secret key and grouping) and RSA algorithm (high
security, easy implementation) to ensure the security of medical data in cloud database. The AES
algorithm is improved to make it more suitable for medical information management system. The
algorithm is successfully applied to the medical information management system, and the
feasibility of the method is verified.
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2.2. AES ALGORITHM

AES algorithm is a block iterative encryption algorithm. Plaintext is divided into several 128 bit
plaintext blocks. According to the length of the secret key, it can be divided into three types:
AES-128, AES-192 and AES-256, which require 10, 12 and 14 rounds of operation respectively.
The lengths of keys corresponding to the three types are 128, 192 and 256 bits. The keys need to
be extended to generate 11, 13 and 15 sets of sub-keys. The key corresponding to each round
operation is called the round key. It fully combines security, performance, efficiency and
flexibility, and can effectively resist existing attack methods.

The encryption process of AES algorithm is to add a 128 bit plaintext block to the byte matrix
named State. All operations of the algorithm are performed on State. Taking AES-128 as an
example, the number of operation rounds is 10. The operations involved include:

1. Key Expansion: generating round-key and cooperating with State to encrypt and decrypt.

2. Add Round Key: The State matrix and 128-bit initial secret key output the new State
matrix by using the XOR function.

3. The First Nine Rounds (Round 1-9): The first to ninth round perform the following four
operations:

a) SubBytes -each byte in the State is replaced with the substitution table (S-Box). To
replace a byte, first convert the byte into two hexadecimal numbers, and then look for
the S-Box. These two numbers indicate the rows and columns of the substitution
table. In S-Box, the two hexadecimal numbers at the intersection of rows and
columns are new bytes.

b) ShiftRows -each row in the State is cyclically shifted according to a different offset.
The unit of offset is byte, the first line remains unchanged, the second line moves one
byte to the left, the third line moves two bytes to the left, and the fourth line moves
four bytes to the left

¢) MixColumns - this conversion runs on the status column by column. Each byte in the
State column is mapped to a new value, which is obtained by a function
transformation of 4 bytes in the column.

d) AddRoundKey -each round of the corresponding round key and State perform XOR
function operations.

4. Final Round (Rounds 10): Compared with the first nine rounds, the MixColumms was
excluded.

The AES algorithm decryption operation is the inverse of the encryption operation, and the round
operations are performed in the reverse order.

3. P-AES ALGORITHM
This paper proposes a P-AES algorithm based on AES-128 algorithm.
3.1. IMPROVEMENT OF AES ALGORITHM ARCHITECTURE

A large amount of medical data is stored in the database of the hospital information system, and
the data sizes vary greatly. For example, prescriptions, medical orders, medical records and other
information. The data length of the medical order information is relatively small, usually no more
than 20 bytes. However, the length of medical record information, such as outpatient electronic
medical record home page, outpatient health examination record, inpatient medical record home
page, admission record and so on, is tens of thousands of bytes. If these information is encrypted
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and decrypted, it will take less time in the case of fewer records. However, when the number of
information items exceeds a certain number, it will take a lot of time to process the information.
In the actual working environment, the system response time will be too long, which is intolerable
for hospital staff.

The architecture of standard AES algorithm is serial structure. In this structure, the State packets
that need to be encrypted are introduced serially, and the next packet can be executed only when
the current packet processing is completed. This method is suitable for plaintext information with
small data length. As described in Section 2.2, each plaintext packet requires 10 rounds
operations to complete the encryption operation. With fewer plaintext packets, the computer can
quickly encrypt the plaintext. However, some data in the medical database is very large, such as
surgical records.

If 20 packets are generated after the plaintext conversion and the serial architecture is still used,
200 rounds of rotation are required. According to Table 1, it takes about 0.26ms for 20 rounds of
operation. 200 rounds of operation takes about 2.46ms. In theory, it is 10 times the encryption
time compared to the time of 2 packet encryption. Therefore, this paper considers changing the
serial structure to a parallel structure, loading 4 State packets at a time, and the round-robin
operation is also connected in parallel. Compared with the serial structure, in theory, the serial
structure encrypts the time of one packet, and the parallel structure encrypts four packets, and the
efficiency of the algorithm will be four times that of the serial structure.

Table 1. Cycle time comparison

Rounds | 1 2 3 4 5 6 7 Average
Time

20 0.27ms | 0.30ms | 0.26ms | 0.25ms | 0.28ms | 0.24ms | 0.24ms | 0.26ms

200 2.5ms 2.48ms | 2.43ms | 2.82ms | 2.46ms | 2.26ms | 2.26ms | 2.46ms

In addition, by looking up the literature, it is determined that the current 128-bit AES algorithm
can only implement shortcut attacks on the reduced version of 6 rounds or less, and more than 6
rounds can defend against known shortcut attacks. Through experimental analysis, the number of
AES algorithm rounds is set to 7 rounds.

Based on the standard AES algorithm architecture, this paper changes the serial structure to a
parallel structure. State plaintext packets that need to be encrypted are introduced in parallel, and
round-robin operations are performed in parallel. Assuming that the number of State packets is n,
the encryption operation is shown in Figure 1.

Step 1: Plaintext is re-encoded into n State packets;

Step 2: It is judged whether n is > 4, and if it is less than 4, it is sequentially executed in
accordance with the standard AES encryption method. Otherwise, go to step 3;

Step 3: The system opens up four threads, and passes the group Statel, State2, State3, and State4
as parameters to the Round () method of the thread;

Step 4: Monitor each thread, and if any thread finishes processing, a state group is taken out from
the State groups in order and sent to the thread, and arrange the output State packets in order;

Step 5: The encrypted State plaintext packet is re-encoded and the ciphertext is output.

The decryption process of AES is the inverse process of the encryption process, while the
decryption of the P-AES algorithm is the inverse operation of the above process. When the
algorithm encrypts and decrypts, it can not only allocate redundant threads to affect the efficiency
when the state group is small, but also can coordinate the processing of packets by allocating
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multiple threads in the case of too many State packets, thereby improving the execution efficiency
of the algorithm. Speed up the time of encryption and decryption.
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Figure 1. Improved encryption algorithm process

3.2. OPTIMIZATION OF MIXCOLUMNS AND INVMIXCOLUMNS

MixColumns /InvMixColumns is a linear transformation of each column in the State. In the Mix
Columns transformation, the column of State is interpreted as a polynomial in the Galois GF (28)

, multiplication with a given polynomial under modular polynomial x* +1. If the column input of
State isa(x), the output isb(x), we can getb(x):a(x)'c(x)mod(x4+l), where c(x)a

reversible polynomial of the modular polynomial is X' +1. In the standard AES algorithm,
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c(x) =(03)x*+(01)x* + (01)x +(02) in the process of encryption,
c(x)=(0B)x* +(0D)x* + (09)x + (OE) in the process of decryption.

The two transformations are optimized. bi as the i-th element of the Mix Columns transformation
output, b, as the i-th element of the inverse Mix Columns transformation output, ai is the i-th

element of the two transformations,0<i<4. The matrix expression (1) of the Mix Columns
transformation can be simplified to the expression (2).

b,] [02 03 01 01] [a
01 02 03 01
N 8 @
b,| |01 01 02 03| |a,
b,| [03 01 01 02| |a
by| [02:(a,®a)®Pa,da,®a | [02-(a,Pa)| [a,®ada
b| |02-(a,®a,)Pa,®a,Da,| |02:(a@a,) o a,®a,da, @
b,| |02:(a,®a,)®a,®a ®a, | 02- (a,®a,)| |a®a®a,
b,| |02-(a,®a,)®a,Da,®a,| [02:(a,@a;)| |a@a,Da,

The {02} multiplication on Galois GF (28) is implemented by the Xtime operation. Because the

Xtime operation is very complex, the two transformations take more time. Before optimization,
each element needs to be obtained by two times of Xtime multiplications and four times of XOR
additions. After optimization, it can be seen from expression (2) that the Mix Columns
transformation can reduce the Xtime operation once. This change not only improves the
efficiency of the Mix Columns transformation but also reduces the difficulty of code
implementation.

The coefficient matrix of the inverse Mix Columns transformation is much more complicated
than the Mix Columns transformation. Factorization of the coefficient matrix of the inverse Mix
Columns transformation. By factor decomposition, the expression of the inverse Mix Columns
transformation finally appears the coefficient matrix of Mix Columns transformation. These two
transformations implement code reuse to improve operational efficiency.

The expression (3) represents the inverse Mix Columns transformation:

] [OE 0B OD 097 [a

| |09 OE 0B 0D

e o ™ )
b,| |OD 09 OE OB| |a,

b,| |[OB OD 09 OE| |a,

Observe that the AES decryption algorithm needs to use OE, 0B, 0D, and 09 constants for Xtime
multiplication. The operation process of b, :

b, =0E-a,®0B-a, ®0D-a, ®09-a,

4
=02-02-02-(a, ®a, Da,®a,)®02-02-(a,Pa,)®02-(a,Pa,)Da Da, Da, @
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The expression (4) requires six times of Xtime multiplication operations and ten times of XOR
addition operations. The computational process is complex and consumes system resources. By
factoring, we can get the relationship of the coefficient matrix of the inverse Mix Columns
transformation in (5).

OE 0B 0D 09 02 03 01 01 05 00 04 00
09 OE 0B OD| |01 02 03 01 2 00 05 00 04 ©)
OD 09 OE OB| |01 01 02 03 04 00 05 00

0B 0D 09 OE 03 01 01 02 00 04 00 05

Bring (5) to (3), and by the nature of the matrix, get (6):

b, 02 03 01 01 05 00 04 00 a, 02 03 01 01 Co
b, 01 02 03 01 00 05 00 04 a 01 02 03 01 C,
L= ® ® = ® (6)
b, 01 01 02 083 04 00 05 00 a, 01 01 02 03 C,
b, 03 01 01 02 00 04 00 05 a, 03 01 01 02 C,

The expression (6) shows that inverse Mix Columns transformation can pre-process the input
column in advance. Then work with the coefficient matrix of the Mix Columns transformation to
get the result of the inverse Mix Columns transformation. The preprocessing module t resolves to
get the expression (7):

C,| [05 00 04 00| [a,| [02:02:(a,®a,)| [a,

2-02-
¢ |_|00 05 00 a | |02:02:(a ®a,) o & -
) (2, ®a,)| |a

®
c 04 00 05 00 a, 1 02-02-
c;] |00 04 00 05| |a,| |02-02-(a,®a,)| |a,

Compared with the previous improvements, only three times of Xtime multiplication and six
times of XOR addition are needed.

3.3. IMPROVEMENT OF KEYEXPANSION
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Figure 2. Extending the secret key takes time
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Standard AES algorithm, when encrypting and decrypting, must first expand the secret key.
Processing n pieces of data, secret key expansion operation performed n times. In the medical
information management system, many data tables have storage items of millions or even tens of
millions. If the data is encrypted and decrypted, although the same key is used, it needs to
perform millions of key expansion operations. This will not only repeat the operation, but also
reduce the efficiency of the system. Figure 2 shows the time taken to perform the key expansion
operation 10 times, averaging 27.23us each time. However, when operating a million-level table,
it takes about 27 seconds to process millions of data.

Combined with the actual application scenario, this paper made an improvement to the AES
algorithm. The field using the same key is only executed once the secret key expansion operation
during encryption and decryption. The standard AES algorithm performs secret key expansion
operations inside the algorithm. In this paper, key extension operation is implemented outside
AES algorithm. Operation steps:

Step 1: Perform key extension based on the initial key to get the extended key;

Step 2: Extended secret key is passed into AES encryption algorithm or decryption algorithm as a
parameter;

Step 3: Get ciphertext or plaintext data.

In this method, the system only needs to perform a secret key expansion operation on the first
piece of data, and the result can be applied to the encryption and decryption operations of other
data.

The algorithm is designed for the characteristics of medical data in the database. In a cloud
computing environment, the P-AES algorithm is used to encrypt data in a cloud database.
Because of the parallel architecture, it is more suitable for processing data with longer data length
than AES-128. In the cloud, data is shared and data queries are large. By changing the
architecture of AES-128 algorithm, optimizing the operation process of column mixing and
inverse column hybrid transform and changing the way of secret key expansion, the purpose of
improving the encryption and decryption efficiency in cloud data is achieved. However, the P-
AES algorithm has certain limitations and can only be used to encrypt and decrypt text data. In
addition, only 128-bit key can be used to encrypt and decrypt data. Code connection address:
https://gitee.com/XuWoYiShiXiaoYan/P-AES.git.

4. THE HYBRID P-AES AND RSA ENCRYPTION ALGORITHM

4.1. THE HYBRID ENCRYPTION ALGORITHM

As described in Section 2.1, the AES algorithm is suitable for encrypting and decrypting large
amounts of data. However, the characteristics of symmetric encryption algorithms (encryption
and decryption use the same key), resulting in AES algorithm key management is very inefficient.
Although the RSA algorithm is not suitable for encrypting and decrypting large amounts of data,
it is more convenient to manage keys. The algorithm is highly secure.

In order to ensure the confidentiality of data in the hospital cloud database, this paper proposes a
hybrid method combining RSA algorithm and P- AES algorithm. The P-AES algorithm is used to
encrypt and decrypt the attribute values of the field, and the P-AES key is protected by the RSA
algorithm. In the system, distribute a pair of keys (public and private) for each system user. Use
KU1, KU2, ..., KUn to represent the public keys of Userl, User2, ..., Usern; The private keys of
Userl, User2, ..., Usern are represented by KR1, KR2, ... , KRn. Different system users have
unused roles, and the corresponding roles have different permissions. Each role has different
operational permissions on the encrypted field.
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4.2. DATA ENCRYPTION PROCESS

In the cloud computing environment, the sensitive data stored in the cloud data of the hospital is
encrypted by using the P-AES algorithm, and becomes an illegible form that cannot be read. In
the case where data is obtained by hackers or cloud service providers using illegal means, it does
not reveal patient privacy. At the same time, the RSA algorithm is used to protect the secret key
of the P-AES algorithm and securely manage the key. If Userl, User2, ... , Usern correspond to
the same role, the role has the operation authority for the table M. The plaintext q is an attribute
value of the encrypted field Mi (i<n) in the table M. K represents the secret key for encrypting Mi
using the P-AES encryption algorithm. The user Useri (i<n) encrypts the plaintext q. KUI, KU2,
..., KUn are the public keys of Userl, User2, ..., Usern. The encryption process for plaintext g
and the protection process of secret key K are described as follows:

Step 1: There are records in Table M, indicates an encrypted record of the key K in which the Mi
exists in the data key table. Execute Step 2- Step 4 if it exists, otherwise execute Step 3- Step 6.

Step 2: Useri decrypts RSAEncrypt (K, KUi) using its own private key KRi to obtain the
encrypted key K of plaintext g.

Step 3: K is the encryption key of the plaintext g. The plaintext q is encrypted by using the P-
AES encryption algorithm to obtain the ciphertext form AESEncrypt (g, K) of g.

Step 4: AESEncrypt (g,K) is stored in the table M as the attribute value of Mi.

Step 5: Encrypt the data key K using the RSA algorithm, the key is Useri's public key KUi, and
obtain the ciphertext form RSAEncrypt(K, KUi) of the data key K. Record RSAEncrypt(K, KUi)
into the data key table of the database.

Step 6: all users under the corresponding role of Useri use their own public key to encrypt and
store the data key. For example, the ciphertext form of the data key K corresponding to User?2 is
RSAEncrypt (K, KU2).

4.3. DATA DECRYPTION PROCESS

In a cloud environment, when data in a cloud database is encrypted using P-AES, if you want to
invoke information, you must first decrypt the information. First, the key of the P-AES is
decrypted by the private key of the cloud database user. The decrypted key and the P-AES
decryption algorithm are used to decrypt the data. The decryption process of the ciphertext state
of plaintext q is as follows:

Step 1: Useri decrypts RSAEncrypt (K, KUi) using its own private key KRi to obtain the
encrypted key K of plaintext g.

Step 2: Take out the attribute value AESEncrypt (g, K) of the Mi field in the table M, and use the
data secret key K to decrypt it by calling the decryption algorithm AESDecrypt () to obtain the
plaintext g.

4.4. USER PRIVATE KEY PROTECTION

This article uses the user's password to protect the user's private key. Take User Useri as an
example. The encryption process is as follows:

Step 1: The user Useri password is encrypted by the MD5 algorithm to obtain the MD5 encrypted
value S of the password,;

Step 2: Using S as the encryption key, use the P-AES encryption algorithm to obtain the Useri
encrypted private key AESEncrypt (KRi, S) and store it in the database.
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The process of decrypting the private key is as follows:

Step 1: The user Useri password is encrypted by the MD5 algorithm to obtain the MD5 encrypted
value S of the password;

Step 2: Using S as the encryption key, the P-AES decryption algorithm is used to obtain Useri's
private key AESDecrypt (AESEncrypt (KRi, S), S).

5. EXPERIMENTAL RESULTS AND SYSTEM IMPLEMENTATION

5.1. SYSTEM IMPLEMENTATION

The successful application of this research in medical information system effectively protects the
security of medical data and thus protects patient privacy. Figure 3 is a screenshot of the patient
prescription query interface. The operating environment of the system is: processor Intel Core i5-
4460 3.20GHz, 8GB of memory, 1TB of hard disk, Windows 10 x64 operating system,
programming language is C#. In the system, the staff sees the plaintext information, and the
related fields in the database are ciphertext storage. As shown in Figure 4, the blue mark record
represents the information queried in the PRESCRIPTION of Figure 3. The encrypted
information of the field sZD corresponds to the information in Figure 3 Diagnose.
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Figure 3. Patient prescription record query
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Figure 4. Prescription table information in the database
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5.2. EXPERIMENTAL RESULTS

This paper uses the medical data in the database of the hospital information management system
to carry out relevant experiments.

5.2.1. FEASIBILITY ANALYSIS OF ENCRYPTION ALGORITHM AND ENCRYPTION LEVEL

The drug name "Tianmasu Injection” was continuously encrypted and decrypted 10 times using
four different algorithms to obtain an average time. On this basis, repeat 10 operations. Figure 5
shows, the four algorithm encryption takes between 30ms and 40ms. The 3DES algorithm is
obviously higher than the other three algorithms. However, the encryption of the AES algorithm
takes less time than the Blowfish algorithm and the DES algorithm. Figure 6 shows, the AES
algorithm takes the least amount of decryption time. So choose AES algorithm as the data
encryption and decryption algorithm.

In Figure 7 and Figure 8, AES1 indicates the AES algorithm using the MySQL database without
external coding. AES2 is implemented by external encoding, but uses the AES algorithm of the
MySQL database. AES3 represents an implementation using an externally encoded AES
algorithm.
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In the encryption and decryption experiment, the drug name "Tianmasu injection" was
continuously encrypted and decrypted 10 times, and the average time was obtained. On this basis,
repeat 10 operations. Figure 7 shows, AES3 takes between 30ms and 35ms when encrypting, and
AES1 and AES2 encryption takes between 35ms and 45ms. Comparison of AES3 is better than
AES1 and AES2. In the decryption experiment, because the time viewed in Navicat for MySQL
can only be accurate to milliseconds, the decryption time is about 1ms, so the decryption time of
AES1 is 1ms. Figure 8 clearly shows that AES3 is much less time consuming than AES1 and
AES2. The AES algorithm is implemented by external coding, and the data is encrypted and
decrypted by this algorithm.

5.2.2. IMPROVEMENT BEFORE AND AFTER ENCRYPTION AND DECRYPTION TEST
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Figure 9. Short data encryption comparison
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Figure 11. Long data encryption comparison Figure 12. Long data decryption comparison

The test selects the standard AES algorithm and compares it with the P-AES algorithm. The
algorithm is applied to the hospital information system management system. Experiment with
short data and long data separately. Figure 9 and Figure 10 show the encryption and decryption
test of short data (e.g., drug name) in the database. The encryption and decryption of a drug name
is continued 10 times, and the average time is obtained. On this basis, repeat 10 operations.
Figure 11 and Figure 12 show the encryption and decryption test on the long data (e.g., the
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surgical anesthesia record) in the database, and the data length is about 190 KB. The anatomical
record of a certain operation was continuously encrypted and decrypted 10 times, and the average
time was obtained. On this basis, repeat 10 operations. It can be obtained that the P-AES
algorithm is superior to the standard AES algorithm. The P-AES algorithm takes less time and is
more stable. Especially when dealing with longer data, the advantages are more obvious.

5.2.3. Confusion and Diffusion Test

In the algorithm of this paper, the number of rounds of encryption is reduced, and it is necessary
to verify whether it affects confusion and diffusivity through experiments. Test the diffusivity and
encrypt 128 bit strings. In the same key, the plaintext changes one bit at a time. Observe the
number of bits in the ciphertext change. Figure 13 shows that the standard algorithm ciphertext
change digits range from 66 + 7, and the P-AES algorithm ciphertext change digits range from 66
+ 7. The confusing test, the plaintext is unchanged, and the key is changed one at a time. Observe
the impact on the ciphertext. Figure 14 shows that the standard algorithm ciphertext change digits
range from 65 * 6, and the P-AES algorithm ciphertext change digits range from 64 + 4. After
testing, the number of cipher text changes is around 66. It shows that the P-AES algorithm does
not affect the diffusion and confusion of the algorithm.
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Figure 13. Diffusivity contrast Figure 14. Confusing contrast

5.2.4. The Effect of Hybrid Algorithm on Data Query Efficiency

Whether the hybrid encryption algorithm is suitable for medical management system needs to be
compared with that in the case of unencrypted. Time-consuming trial of data query based on the
medical order table of the hospital information management system. The table has 1.4 million
rows of data, the size of the encrypted table is 298MB, and the size of the unencrypted table is
216MB. Compare the query time of both encrypted and unencrypted methods under the same
query conditions. As seen from Figure 15, the encryption has a certain impact on the time of data
query. However, it is not much different from the time spent unencrypted.
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Figure 15. Comparison of average query time of projects with different data volumes

6. CONCLUSION

The data in this paper is based on medical data from Yongcheng Chinese Medicine Hospital. This
paper verifies that the AES algorithm and the database outer layer encryption method have higher
encryption and decryption efficiency through relevant experiments. According to the
characteristics of medical data, the P-AES algorithm is proposed. It has been proved by relevant
experiments that it has higher encryption and decryption efficiency than the original algorithm
and is more suitable for processing long data. Finally, based on this, combined with the RSA
algorithm, a hybrid encryption algorithm is proposed and successfully applied in the medical
information management system. Through query comparison, although data encryption will affect
the efficiency of the query, it is within the user's acceptance. Therefore, the hybrid encryption
algorithm can provide security protection for medical data stored in cloud database and protect
patients' privacy.

However, the P-AES algorithm also has certain limitations, and currently only text data can be
encrypted. Cannot be used to encrypt data such as pictures and images. Moreover, the algorithm
is based on AES-128 and can only encrypt data using a 128-bit key. There is still much room for
improvement in the P-AES algorithm.
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