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Abstract

An effective approach to detect stepping-stone intrusion (SSI) is to estimate the length of a
connection chain. This type of detection method is referred to as the network-based SSI detection
(SSID). Previously known network-based approaches for SSID either do not work effectively
in the Internet environment, or are inefficient as they require a large number of packets to be
captured and analyzed, or have limited performance as the length of a connection chain must be
predetermined. None of these existing methods to detect SSI can be used to estimate the length of
upstream connection sub-chain, which has been a long-standing and challenging open problem in
this research area. In this paper, we develop effective network-based methods for SSID using packet
crossover that can be used to estimate the length of a downstream sub-chain as well as that of an
upstream sub-chain. Since the number of packet crossovers can be easily calculated, our proposed
algorithms for SSID are easy to use and implement. To the best of our knowledge, this is the first
work that can effectively estimate the length of the whole connection chain, including the upstream
sub-chain. Rigorous technical proofs and well-designed network experiments are provided to verify
the correctness and effectiveness of our proposed algorithms for SSID.

Keywords: Stepping-stone intrusion, upstream intrusion detection, connection chain, upstream
sub-chain, downstream sub-chain, packet crossover

1 Introduction

Cyber attacks on remote target systems are often launched through compromised hosts, referred to as
stepping-stones, aiming to reduce the chance of being detected [2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15].
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Figure 1: A sample of a connection chain.

Using stepping-stone intrusion (SSI), an attacker uses a chain of stepping-stones on the Internet as relay
hosts and remotely login these hosts by using programs such as SSH, rlogin or telnet. An intruder sends
attacking commands at his/her local machine and the packets are relayed via multiple stepping-stone
hosts until they reach the remote target system under attack.

With SSI, an attacker builds a connection chain (see Fig. 1) and uses SSH to remotely login to these
stepping-stones in turn and then sends attacking commands. In Fig. 1, Host 0 is the machine operated by
the attacker and used to login to the stepping-stone hosts Host 1, Host 2, . . ., Host i-1, Host i, Host i+1, . .
., and Host N -1. Host N is the remote target system that is being attacked. For SSI detection (SSID), any
stepping-stone host (other than the attacker host) could be used as the sensor host in which a detecting
program or packet sniffer, such as TCPdump or Wireshark, is installed and used to capture packets. In
this figure, Host i is assumed to be the detecting sensor host with a detecting program installed. An
incoming connection to the sensor Host i is the connection from Host i-1 to Host i, and an outgoing
connection from Host i is the connection from Host i to Host i+1. In terms of the sensor Host i, the part
of the connection chain from the attacker Host 0 to the sensor Host i is called an upstream sub-chain,
and the part of the connection chain from the sensor Host i to the target Host N is called a downstream
sub-chain. If there is at least one relayed pair between all the incoming connections and all the outgoing
connections of the sensor Host i, then it is most likely that Host i is used as a stepping-stone and the
session is manipulated by a hacker. The purpose of SSID is to determine whether the sensor Host i is
used as a stepping-stone host by an intruder. One type of detection method for SSID is to compare all the
outgoing connections with all the incoming connections of the same host to see if there exists a relayed
pair. This type of detection approach is called the host-based SSID [3, 5, 6, 9, 10, 11, 12, 13, 14, 15].
This type of detection method focuses on a single host (the sensor) for the detection. Because legitimate
applications, such as Web applications and cloud computing applications, often utilize stepping-stone
hosts to access a remote server. Therefore, this type of methods may produce high false-positive errors.
Also, this type of SSID is not effective when intruders use time-jittering and/or chaff permutation for
session manipulation.

To reduce false-positive errors for SSID, another type of approach was proposed to estimate the
length of a connection chain, which is referred to as the network-based detection approaches [2, 16, 17,
18]. That is, this type of method focuses on estimating the number of connections from an intruder
host to the remote target host in the chain (as shown in Figure 1). This number is called the length of
a connection chain. If there exist three or more connections in a connection chain from the attacker
host to the target, it means that the attacker machine tries to access a remote target system via two or
more relayed stepping-stones. Clearly, the more hosts used in an interactive session to gain access to
a remote server, the slower the network communication. It is well-known that legitimate applications
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rarely utilize two or more relayed hosts as stepping-stones to access a remote server. Therefore, it is
highly suspicious that it is a malicious intrusion if a remote server is accessed by a user via two or more
relayed stepping-stones.

Next, we provide a literature review with a focus on network-based approaches for SSID that estimate
the length of a connection chain. In 2002, Yung et al. [18] proposed the first network-based approach
for SSID. Yung method [18] estimates the length of a connection chain length by computing the ratio
between the Send-Echo RTT and of Send-Ack RTT. A Send-Echo RTT represents the length of the
connection chain from the sensor to the target. On the other hand, a Send-Ack RTT can reflect the length
from the sensor to its adjacent host along the downstream connection sub-chain. The false-positive error
produced by the Yung method developed in [18] is slightly reduces, but very limited. However, Yung
method for SSID generates high false-negative errors due to the use of the acknowledgement packets.
The issues of Yung method was discussed in [16], which is the 2nd network-based approach for SSID
proposed by Yang et al. in 2004. The detection algorithm proposed in [16] uses the step-function
approach to calculate the length of a connection chain in a local area network (LAN). An improvement
of the approach in [16] over Yung one in [18] is that the authors of [16] changed the way to set up the
connection chain so that every Send packet can be matched a corresponding Echo packet. In a LAN,
the step-function method for SSID worked well and reduced both the false positive error and the false
negative error, compared to Yung method proposed in [18]. However, a major drawback of the detection
method proposed in [16] only worked well within a LAN. It did not work effectively in the Internet
environment. For the context of the Internet, a conservative and greedy packet matching algorithm for
SSID was proposed in [19] by Yang et al. But only very few packets can be matched using this approach
and thus it did not work effectively.

In 2007, Yang et al. [17] developed the clustering and partitioning data mining algorithm for SSID.
The authors of [17] used a clustering and partitioning data mining method to calculate the RTTs of Send
packets. The prior network-based approaches only compare one Echo packet with a Send packet at a
time for matching the Send and corresponding Echo packets. [17] made the matching process much more
accurate by checking all the possible Echo packets for each Send packet. In [17] utilized the maximum-
minimum distance clustering algorithm (MMD) to compute the packets RTTs. The number of clusters
generated by the MMD data mining algorithm reflects the number of connections in the chain. However,
a major drawback of this approach is that a huge number of packets must be captured and analyzed,
which makes this detection method not efficient in terms of processing time of captured packets.

A recent work [2] addressed the issue of [17] and developed an SSID method via mining network
traffic through the k-Means clustering algorithm. This k-Means based approach proposed in [2] does
not need to capture and analyze a large number of packets, and thus it is more efficient than MMD
based method developed in [17]. However, a major drawback of the k-Means clustering based detection
approach requires that the length of a connection chain must be pre-determined, which makes the perfor-
mance of the SSID approach developed in [2] very limited. When large network fluctuations exist, the
k-Means based detection method does not work effectively.

In this paper, we develop effective network-based methods for SSID using packet crossover that
can estimate the length of a downstream sub-chain as well as that of an upstream sub-chain. Since the
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number of packet crossovers can be easily calculated, our proposed algorithms for SSID are easy to use
and implement. To the best of our knowledge, this is the first work that can effectively estimate the length
of the whole connection chain, including the upstream sub-chain. Our proposed SSID algorithms using
packet crossover do not have any pre-assumption about the length of a connection chain, nor require
capturing and processing a large number of TCP packets. Therefore, our proposed SSID algorithms are
efficient and easy to implement. Rigorous technical proofs and well-designed network experiments are
provided to verify the correctness and effectiveness of our proposed algorithms for SSID.

The remaining of this paper is organized as follows. In Section 2, preliminary knowledge needed
for proposing the SSID algorithms are given. In Section 3, the packet crossover ratio observed at the
sensor host is calculated. In Section 4, we describe and prove a proposition that is needed for our SSID
algorithm design and analysis. In Section 5, we estimate the length of a downstream sub-chain. In
Section 6, we estimate the length of an upstream sub-chain. Network experiments to verify our proposed
detection algorithms are presented in Section 7. Finally, we conclude this paper and give some future
research directions in Section 8.

2 Preliminaries

In this section, we introduce some basic concepts that are helpful to understand our detection algorithm
for SSI, and the rationale of using crossover packets to estimate the length of a connection chain.

2.1 Definitions of Send/Echo Packets

In Fig. 1, Host i is assumed to be the detecting sensor. In the incoming connection to Host i, a Send
packet is a TCP packet with the flag bit TCP.Flag.PSH set that is received at Host i and sent from Host
i-1; an Echo packet is a TCP packet with the TCP.Flag.PSH flag bit set that is received at Host i-1
and sent from Host i. In the outgoing connection from Host i, a Send packet is a TCP packet with the
TCP.Flag.PSH flag bit set that is received at Host i+1 and sent from Host i; an Echo packet is a TCP
packet with the TCP.Flag.PSH flag bit set that is received at Host i and sent from Host i+1.

Let us illustrate which Send packet and Echo packet are a matched pair using an example. When a
command is typed on a terminal window of a Linux system, such as p̈s,̈ we assume that the command
p̈sı̈s delivered to the remote server in two separate packets: one holding p̈änd the other holding s̈.̈ Both
of them are Send packets. When the letter p̈ı̈s typed, the packet holding p̈ẅill be delivered to the remote
server. Once this packet is received and processed at the server, an Echo packet is sent back to the sending
host, p̈ẅill be displayed on the command line of the userś machine. In such a scenario, the Send packet
p̈änd the Echo packet p̈äre a matched pair of packets. Similarly, a Send packet s̈änd its corresponding
Echo packet s̈äre a matched pair.

The packet RTT can be calculated by using the timestamps of a matched pair of Send and Echo
packets. The RTT of a matched packet pair reflects the length (number of connections) of a connection
chain. Although the RTT obtained from the matched pair of the Send and Echo packets of p̈m̈aybe
distinct with the RTT obtained from the matched pair of the Send and Echo packets of s̈,̈ they should be
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Figure 2: A sample of packet crossover in a connection chain of four hosts.

very close as they represent the length of the same chain with distinct times.

2.2 Packet Crossover

Packet crossover is a phenomenon in which a new Send (request) packet meets an Echo (reply) packet of
a previous Send packet along the connection chain between a client host and a server host. For example,
in Fig. 2, we have a connection chain starting from the client (Host 1), to Host 2, then to Host 3, and
finally to the server (Host 4), where Host 2 and Host 3 are the stepping-stone hosts in this chain. The
Send packets S1, S2 and S3 (marked red in the figure) are sent from the client host to the server, and their
Echo packets are respectively, E1, E2, and E3 (marked green in Fig. 2). If packet crossover is observed
at the client host (Host 1), all the Send and Echo packets from the connection between Host 1 and Host
2 are captured and analyzed. The sequence of these six packets is S1, S2, E1, S3, E2, and E3. Therefore,
there are two occurrences of packet crossovers in this scenario, observed from the standing point of Host
1. However, if packet crossover is observed at Host 2, all the Send and Echo packets from the connection
between Host 2 and Host 3 are captured and analyzed. The sequence of these six packets captured at
Host 2 is S1, E1, S2, S3, E2, and E3. Therefore, there is only one occurrence of packet crossover in this
scenario.

2.3 The Distribution of PacketsŔTTs in a Connection Chain

The length of a connection chain can be represented using the RTTs calculated from matched pairs of
Send and Echo packets. It was proved in Yang et al. [16] that the number of connections of a connection
chain equals the number of clusters generated by the packet RTTs that are computed from the connection
chain.

The authors of [11] claimed and proved that the RTTs computed from a connection chain follow Pois-
son distribution. This discovery is quite useful. We can match the Send packets with their corresponding
Echo packets, and then estimate the length of the connection chain. The results of a well-designed net-
work experiment in [11] is shown in Figure 3 that the packet RTTs follow Poisson distribution. In this
figure, the X-axis stands for the RTT values in micro-second, and the Y-axis stands for the chance of the
occurrence of each RTT value. The RTT values were obtained from the TCP packets captured from a
connection chain of length 4, with four connections and five hosts in total. In this experiment, the mean
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Figure 3: The Distribution of PacketsŔTTs for a Connection Chain.

of all the RTT values is µ = 138,500 (micro-second), and most of the RTT values are very close to the
mean µ (see Fig. 3).

Given any random variable X obeying the Poisson distribution. Let µ and σ respectively denote
its mean and standard deviation. According to a well-known inequality in Probability Theory, we have
|X−µ| ≤ 2σ .
In other works, the absolute value of the difference between µ and X has an upper bounded of 2σ . That
is, most values taken by the random variable X should be near its mean µ . Based on above discussions,
the packet RTT values computed from a connection chain obey Poisson distribution. In other words,
most of the packet RTT values computed from a connection chain should be near its mean value within
a circle of radius 2σ .

2.4 The Rationale to Detect SSI Based on the Length of a Connection Chain

It is well-known that using one host as a stepping-stone is very common in legal applications. For
example, one such a typical application is a Web application. Accessing a Web server from a client
browser may result in accessing a database server through the Web server because most Web forms need
data from its database server which normally resides in another different remote server. In this scenario,
from the browser to the Web server, then to the database server, the Web server obviously plays a role as
a stepping-stone host which is used legally.

However, it is well-known that it is quite rare to use three or relayed hosts as stepping-stones by
legitimate applications. Clearly, the more hosts to pass through to access a remote target system, the
slower the network traffic is. If there were no malicious behaviors to hide, it is neither wise nor necessary
to access a target indirectly via three or more relayed hosts since the accessing process would generate
a large amount of unnecessary traffic, resulting in inefficiency of the remote access. Therefore, it is
reasonable to assume that it is highly suspicious to hide malicious activities if three or more relayed
stepping-stone hosts are used to access a remote server. Thus, to detect stepping-stone intrusion, we can
estimate the number of stepping-stone hosts used in a connection chain. That is, this detection method is
to estimate the length of a connection chain. The longer a connection chain is, the more suspicious the
session is.

To the best of our knowledge, it has been a long-standing open problem to estimate the length of
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Algorithm 1: Calculate Packet Crossover Ratio
Input : a TXT file containing packet timestamp, packet type (Send or Echo), and index of

Send or Echo
Output: Packet Crossover Ratio

sendIndex, echoIndex, crossoverCount = 0;
while more packets in data capture file

if currentPacket is Acknowledgement
discard packet;

break;

else if currentPacket is Echo
if echoIndex less than sendIndex

crossoverCount += sendIndex - echoIndex;
echoIndex += 1;

else if (currentPacket is Send)
sendIndex += 1;

PacketCrossoverRatio = crossoverCount / (2 * echoIndex);
Print PacketCrossoverRatio;

the upstream sub-chain from the attacker to the sensor host for SSID, even though a few researchers
made attempts to propose methods toward solving this problem. However, these methods for upstream
detection only made a very limited progress. In this paper, we propose innovative algorithms to estimate
the length of a downstream sub-chain from the sensor to the target, as well as the length of an upstream
sub-chain from the attacker to the sensor. Since the length of an upstream (a downstream, respectively)
sub-chain is at least one, if a downstream (an upstream, respectively) sub-chain has two or more relayed
connections, then there are definitely three or more relayed connections used to access a remote server,
and thus it is highly suspicious that there is an intrusion in such a case.

3 Calculate Packet Crossover Ratios

In this section, we present an algorithm to calculate packet crossover ratio that will be used to design
innovative detection methods for SSI in later sections.

The input of this algorithm to compute packet crossover ratio is a TXT file containing collected
packets with each packet including timestamp, packet type (Send or Echo), and index of Send or Echo.
Such a TXT file is obtained from a raw PCAP files captured at the sensor host from a connection chain of
a fixed length. The index of the first Send packet is initialized to one. The same is true for the first Echo
packet. Every raw PCAP file is converted into a corresponding TXT file that contains three columns:
packet timestamp, packet type, and index of Send or Echo packets. Our algorithm to compute the packet
crossover ratio is described in Algorithm 1 (Calculate Packet Crossover Ratio).
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4 A Proposition Needed to Design and Analyze the SSID Algorithm

In this section, we present and prove a proposition that asserts the relationship between the length of a
downstream connection chain and the packet crossover ratio observed at the sensor host. This proposition
will be verified by providing a rigorous technical proof in this section. It will be used to design and
analyze our detection algorithms for SSID to be proposed in later sections.

Proposition 1. For a given connection chain, the length of the downstream sub-chain from the sensor to
the target strictly increases with the packet crossover ratio observed at the sensor host.

Proof. First, let us use the above Fig. 2 as an example to present the main idea for this proof. If packet
crossover is observed at the client host (Host 1), all the Send and Echo packets from the connection
between Host 1 and Host 2 are captured and analyzed. Then, the sequence of these six packets is S1, S2,
E1, S3, E2, and E3. Therefore, there are two occurrences of packet crossover in this scenario, observed
from the standing point of Host 1. However, if packet crossover is observed at Host 2, all the Send
and Echo packets from the connection between Host 2 and Host 3 are captured and analyzed. Then the
sequence of these six packets captured at Host 2 is S1, E1, S2, S3, E2, and E3. Therefore, there is only
one occurrence of packet crossover in this scenario. Thus, the number of occurrences of packet crossover
is reduced by one if it is observed at Host 2. Similarly, if packet crossover is observed at Host 3, all the
Send and Echo packets from the connection between Host 3 and Host 4 are captured and analyzed. Then
the sequence of these six packets captured at Host 2 is S1, E1, S2, E2, S3, and E3. Therefore, there is
NO packet crossover in this scenario. Again, the number of occurrences of packet crossover is reduced
by one if it is observed at Host 3.

In general, when the sensor host of a connection chain is fixed, observation of packet crossover is
always performed at the sensor host. That is, the network traffic of the first connection in the down-
stream sub-chain from the sensor host is captured and analyzed. Therefore, only the occurrences of
packet crossover in the downstream sub-chain (from the sensor to the target) can be observed. Thus, the
occurrences of packet crossover in the upstream sub-chain (from the attacker to the sensor) cannot be
observed. This completes the proof of the proposition.

For a given connection chain, since its total length (from the attacker host to the target) is fixed,
when the length of its downstream sub-chain increases, the length of its upstream sub-chain decreases.
According to the above Proposition 1, we have the following corollary:

Corollary 2. For a given connection chain, the length of the upstream sub-chain from the attacker to the
sensor host strictly decreases with the packet crossover ratio observed at the sensor host.

5 Estimate the Number of Downstream Connections Using Packet
Crossover

In this section, we present an effective algorithm to estimate the length of a downstream sub-chain (from
the sensor to the target) using packet crossover. From our discussion in Section 2.4, it is most likely that
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there is a malicious intrusion if the length of a downstream sub-chain is at least two, which makes the
length of the whole connection chain is at least three as the length of the upstream sub-chain is at least
one.

The idea of our proposed algorithm to estimate the length of a downstream sub-chain is listed below:

1. Calculate the intrusion threshold crossover ratio which is the average packet crossover ratio we
obtained from a downstream connection chain of length two.

2. To perform SSID for a computer network, we pick a host in the network as the sensor and observe
one of its outgoing links. We then determine whether this outgoing link from the sensor is used by
a hacker for malicious intrusion.

3. We capture at least 10 datasets from this outgoing link from the sensor and calculate the average
packet crossover ratio over all these datasets using Algorithm 1 described in Section III. If the
obtained average packet crossover ratio is greater than the intrusion threshold crossover ratio, it is
most likely that this outgoing link is used by a hacker for malicious intrusion.

4. Repeat Step 2 for every outgoing link from the sensor host to see whether it is used by a hacker for
malicious intrusion.

Step 1 above can be done by setting up a connection chain with the length of its downstream sub-chain
being two. Then we capture at least 10 datasets from the downstream chain from the sensor host and
calculate the average packet crossover ratio over all the captured datasets using Algorithm 1 described in
Section III. This intrusion threshold crossover ratio should be obtained before SSID is performed.

At Step 3, if the obtained average packet crossover ratio is less than the intrusion threshold crossover
ratio, we can conclude that the length of the downstream sub-chain is less than two, according to
Proposition 1. However, since we do not know an upper bound of the upstream sub-chain length, we are
unable to tell whether there is an intrusion or not in such a case.

Correctness Analysis of Algorithm 1:
Now we analyze the correctness of the above proposed Algorithm 1 to estimate the length of a

downstream sub-chain. According to our discussion in Section 2.4, since the length of an upstream
sub-chain is at least one, if a downstream sub-chain has two or more relayed connections, then there
are definitely three or more relayed connections used to access a remote server, and thus it is highly
suspicious that there is an intrusion in such a case.

If the obtained average packet crossover ratio is greater than the intrusion threshold crossover ratio,
according to Proposition 1, the length of the downstream sub-chain is at least two. Thus, it is most likely
that this outgoing link from the sensor is used by a hacker for malicious intrusion.

6 Estimate the Number of Upstream Connections Using Packet Crossover

In this section, we propose an effective algorithm to estimate the length of an upstream sub-chain (from
the attacker to the sensor host) using packet crossover. From our discussion in Section II.D, it is most
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likely that there is a malicious intrusion if the length of an upstream sub-chain is at least two, which
makes the length of the whole connection chain is at least three as the length of the downstream sub-
chain is at least one.

The idea of our proposed algorithm to estimate the length of an upstream sub-chain is listed below:

1. Calculate the intrusion threshold crossover ratio which is the average packet crossover ratio we
obtained from a downstream sub-chain of length two.

2. To perform SSID for a computer network, we pick a host in the network as the sensor and observe
one of its incoming links. We then determine whether this incoming link to the sensor is used by
a hacker for malicious intrusion.

3. We capture at least 10 datasets from this incoming link to the sensor and calculate the average
packet crossover ratio over all these datasets using Algorithm 1 described in Section III. If the
obtained average packet crossover ratio is less than the intrusion threshold crossover ratio, it is
most likely that this incoming link is used by a hacker for malicious intrusion.

4. Repeat Step 2 for every incoming link to the sensor host to see whether it is used by a hacker for
malicious intrusion.

At Step 3, if the obtained average packet crossover ratio is greater than the intrusion threshold crossover
ratio, we can conclude that the length of the upstream sub-chain is less than two, according to Corollary
1. However, since we do not know an upper bound of the downstream sub-chain length, we are unable
to tell whether there is an intrusion or not in such a case.

Correctness Analysis of Algorithm 1:

Now we analyze the correctness of the above proposed Algorithm 1 to estimate the length of an
upstream sub-chain. Since the length of a downstream sub-chain is at least one, if an upstream sub-chain
has two or more relayed connections, then there are definitely three or more relayed connections used to
access a remote server, and thus it is highly suspicious that there is an intrusion in such a case.

If the obtained average packet crossover ratio is less than the intrusion threshold crossover ratio,
according to Corollary 1, the length of the upstream sub-chain is at least two. Thus, it is most likely that
this incoming link to the sensor is used by a hacker for malicious intrusion.

7 Network Experiments

In this section, we design network experiments to verify Proposition 1 described in Section IV. That is,
we will verify that for a given connection chain, the length of a downstream sub-chain strictly increases
with the packet crossover ratio observed at the sensor host.

To set up our experimental environment, we used two local hosts and six geographically dispersed
Amazon AWS servers; all hosts in the experiment run the Ubuntu operating system. We created a long
connection chain by using Secure Shell (SSH) to sequentially connect to each host in the connection
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Figure 4: A connection chain of seven connections with Hosts 2 through 7 serving as sensors used to
capture traffic from the downstream chain. Red arrows indicate the connection used for packet capture.
For example, when H2 serves as the sensor, then we capture the network traffic between H2 and H3.

chain from the attacker host H1 to the victim host H8 (see Figure 4). In other words, a single terminal
appearing on the local attacker host was used to create the entire connection chain by using sequential
remote SSH access. From our local PC in Georgia, USA running Ubuntu with IP address 168.27.2.101,
we remotely accessed the host H2 (the first stepping-stone host in the chain), located in Georgia, USA
with IP address 168.27.2.103. We then extended the connection chain by using H2 as a stepping-stone
to remotely access the host H3, located in Virginia, USA with public IP address 54.175.200.189. We
then extended the connection chain again by using H3 as a stepping-stone to remotely access the host
H4, located in London, England with public IP address 35.178.87.47. We then extended the connection
chain by using H4 as a stepping-stone to remotely access the host H5, located in Virginia, USA with
public IP address 3.87.217.13. We then extended the connection chain by using H5 as a stepping-stone
to remotely access the host H6, located in Tokyo, Japan with public IP address 54.65.202.87. We then
extended the connection chain by using H6 as a stepping-stone to remotely access the host H7 (the last
stepping-stone in the chain), located in Paris, France with public IP address 15.188.87.227. We then
extended the connection chain for the final time by using H7 as a stepping-stone to remotely access
the victim host H8, located in Virginia, USA with public IP address 54.86.84.197; this final connection
completed the chain of seven relayed connections. The tool TCPdump is used to capture the data for the
downstream sub-chain on every selected sensor host in the connection chain. For example, at Host 2 we
captured the traffic from the connection between Host 2 and Host 3; at Host 3 we captured the traffic
from the connection between Host 3 and Host 4).

Once the TCPdump program ready to capture network traffic running at each sensor host, we entered
some standard Linux commands (E.g., ls, cd, mkdir, etc.) for about three minutes into a terminal in the
attacker host (H1) and captured all packets from the indicated connection in the chain. We captured ten
datasets in total, with each data set comprising one file at each of the six sensor hosts in the connection
chain. After capturing the data at each sensor, we ran our Packet Crossover Ratio algorithm to calculate
the packet crossover ratio observed at a specific sensor host.

Clearly, we see that the length of a downstream sub-chain strictly increases with the ratio of packet
crossover observed at the sensor host for a given connection chain. Our experimental results completely
support this statement which is true for each of the datasets from dataset 1 through 10 (represented in
Table 1 from column 2 through 10, respectively). For the average over these 10 datasets, the length of
a downstream sub-chain increases strictly with the average packet crossover ratios. The error rate is 0%
in our well-designed network experiment to verify the correctness of Proposition 1 proposed in Section

34



Stepping-Stone Intrusion Detection Yang, Wang, Lee, and Wan

Conn# DS-1 DS-2 DS-3 DS-4 DS-5 DS-6 DS-7 DS-8 DS-9 DS-10 AVG

1 0.0094 0.046 0.0362 0.1308 0.0147 0.0287 0.0303 0.0316 0.0074 0.0399 0.0375

2 0.4686 0.5331 0.4528 0.7945 0.4647 0.457 0.5106 0.4407 0.513 0.5895 0.5225

3 0.6948 0.7721 0.7453 1.1571 0.7206 0.6577 0.753 0.6818 0.7498 0.8567 0.7789

4 0.7823 0.9393 0.9169 1.3617 0.9456 0.776 0.9076 0.7648 0.868 1.073 0.9335

5 0.8688 1.0607 1.0266 1.5346 1.0603 0.8638 1.0621 0.8577 0.987 1.2176 1.0539

6 0.9129 1.0864 1.0549 1.5605 1.0882 0.8889 1.0864 0.876 1.0205 1.2452 1.0820

Table 1: The length of a downstream chain strictly increases with packet crossover ratio. D̈Ss̈tands for a
data set. AVG-Ratio is the average packet crossover ratio over the 10 datasets collected from a connection
chain of the specified length.

Figure 5: This figure illustrates the number of downstream connections strictly increases with the packet
crossover ratio observed at the sensor host.

IV. In Table 1, column 1 represents the number of connections (conn#), columns 2 through 10 show
the packet crossover ratio calculated from the specified dataset with a given number of connections,
and the last column represents the average packet crossover ratio (AVG) over the 10 datasets. In the
last column, the average packet crossover ratio 0.0375 corresponding to the number of downstream
connections equal to 1, and the average packet crossover ratio 1.08199 corresponding to the number of
downstream connections equal to 6. In this experiment, the intrusion threshold crossover ratio is 0.52245,
which is the average packet crossover ratio derived from a downstream sub-chain of two connections over
the 10 datasets.

Figure 5 clearly shows the positive relationship between the number of downstream connections in a
chain and the packet crossover ratio observed at the sensor host.

Table 2 gives a comparison of all Network-based SSID (NSSID) methods, including the one proposed
in this paper. This table highlights the novelty and contribution of this paper.

8 Conclusion

In this paper, we developed effective network-based methods for SSID by observing the number of
packet crossovers that can be used to estimate the length of a downstream sub-chain as well as that of
an upstream sub-chain. Since the number of packet crossovers can be easily calculated, our proposed
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NSSID
Method

Year Pro-
posed

Advantage Drawback

[18] 2002 The 1st NSSID method to estimate
the length of a connection chain

High false-negative errors

[16] 2004 This method works well in local area
networks

Does not work effectively in the In-
ternet environment

[17] 2007 This method works well in the Inter-
net environment

A huge number of packets must be
captured and analyzed, which makes
this method not efficient

[2] 2021 This method is efficient as it does not
need to capture and analyze a large
number of packets

It requires that the length of a
connection chain must be pre-
determined, which makes the perfor-
mance of this approach very limited

This
paper

2022 It is the first work that can effectively
estimate the length of the whole
connection chain, including the up-
stream sub-chain. It is efficient and
easy to implement.

Table 2: Comparison of All Network-based SSID (NSSID) Methods.

algorithms for SSID are easy to implement. This is the first work that can estimate the length of the
upstream sub-chain. Rigorous technical proofs and well-designed network experiments are provided to
verify the correctness and effectiveness of our proposed algorithms for SSID. Previously known network-
based SSID approaches are either not effective in the context of the Internet, or not efficient since a large
number of packets must be processed, or with very limited performance as the length of a connection
chain must be pre-determined.

As for future research directions, one may analyze the number of packet crossovers, and use it to
match the incoming connections with the outgoing connections from the sensor host, and then determine
whether the sensor host is used as a stepping-stone.
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