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ABOUT THIS HANDBOOK

The DOI Handbook is the main source of information about the DOI Systescribes
the DOI System at business dadhnical levels and assists the community in understanding
the system and Registration Agencies (RA) in providing services based on the system.

Other information resources, such as factsheets and FAQs are available on the web site and
are cited from thisandbook where relevant.

AUDIENCE

This handbook is directed at anyone who is involved in services provided through the DOI
System, or who is potentially interested in the DOl System: RAs, application designers and
developers, RA communities.

ORGANIZATION
This handbook contains the following material:

1 Chapter 1:DOI System Overview This chapter introduces the DOI System's history,
purpose, basic principles, benefits and apalions.

1 Chapter 2:DOI System Governance and ParticipationThis chapter describes the role
and functions of the DOI Foundation and of Registration Agencies withi@ltisyfdem.
It also summarizes the policies governing the DOI System and explains the policy formu-
lation process.

1 Chapter 3:DOI NamespaceThis chapter defines the syntax for@lDame. It also ex-
plains the DOl name assignment principles and how other identifier schemes can be inte-
grated into the DOI system.

1 Chapter 4:DOI Metadata This chapteexplains the basis for one of the main technical
components of the DOI System, the DOI data model, and its ability to ensure interopera-
bility of DOl name metadata assigned through metadata schemes.

1 DOI https://doi.org/10.1000/182 identifies the latest current version of the handbook
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Chapter 5:DOI Identifier / Resolution Services This chapter describes the identifier /
resolution services included in the DOI System package.

Chapter 6:DOI Applications This chapter discusses some of the ways in which resolu-
tion can be harnessed to provide applications with the ability to resolve a DOl name to
the most appropate content chosen from multiple DOI resolution options. These options
can include popup menus offering manual selection, and consistent automated selection
through content negotiation and Linked Data.

Chapter 7:Designing and Developing a DOI Application This chapter assists business
analysts and developers in designing and developing applications based on the DOI Sys-
tem.

Chapter 8:Defining RA and Registrant PoliciesThis chapter assists the Registration
Agencies or registrants in defining their own policies.

Chapter 9:Operating and Maintaining the RA ServicesThis chapter assists the Regis-
tration Agency's service operations team in performing service operation tasks.

Appendix
Glossary
Index

STANDARD D@UMENTS
The main standard documents related to the DOI are:

T
T

ISO 26324:2022 "Information and documentatiomDigital object identifier system”

"Digital Object Identifier Resolution Protocol (ORP) Specification" version 3.0 June
2022.

https://www.dona.net/sites/default/files/2022 -06/DO -IRPV3.0-2022-06-30.pdf
Notice: The DOI Foundation welcomes the publicatiam@Digital Object Identifier
Resolution Protocol (BORP). This specification is made available by DONA, a Swiss
Foundation set up to govern the Handle Sy®t@s used by the DOI infrastructure) and
promote associated specifications. The Handle Sysasmpneviously specified only in
"informative" documents and the publication of proven, normative documents that re-
move features that were never implemented will increase the robustness and reliability of
the DOI infrastructure. This infrastructure is oged 12 billion times a year to resolve

over 300 million DOhamesacross the different sectors that rely on it. Most users access
the DOI infrastructure through the resilient network of web proxies at https://doi.org
and never encounter the Handle Systeractly, but this publication will ensure that the
DOI System remains wordlass into the future.
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Chapter 1

DOI
OVE

This chapter introduces the DOI System's history, purpose, basic principles, benefits and
applications.
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1.1 HISTORY AND PURPOSE OF THE DOI SYSTEM

The DO®(Digital Object Identifier) Syeh originated in a joint initiative of three trade as-
sociations in the publishing industry (International Publishers Association; International As-
sociation of Scientific, Technical and Medical Publishers; Association of American Publish-
ers). Although origiating in text publishing, the DOl System was conceived as a generic
framework for managing identification of content over digital networks, recognizing the
trend towards digital convergence and multimedia availability. The system was announced
at the Frakfurt Book Fair 1997. In the same year, the DOI Foundation was created to de-
velop and manage the DOI System.

From its inception the DOI Foundation worked witlCorporation for National Research
Initiatives(CNRF) as a technical partner, using tHandle Syste@ developed by CNRI as

the digital network component of the DOI System. CNRI remains a technical partner of the
DOI Foundation as the DOI technical support service provider.

From 1998 the Foundation worked closely with the INDECS project {2@08) and a
number of subsequent and continuing initiatives building on thiNDEES framewofk
underpins the DOI data model.

The DOI System provides a teclhiand social infrastructure on which organizations can
build applications to provide services to users or communities of users. For example, the
DOI System is used in internal processes in multiple industries, for publishing and reporting
across corpora and national boundaries, and in the field of semantic web applications.

Because of the widespread implementation of the DOI System, the DOl Foundation was in-
vited to propose it as an ISO standard. ISO 26324 was published in 2012 and updated in
2022. ThelSO standard specifies the syntax and operation of the DOI while leaving imple-
mentation issues to the Foundation, which acts as registration authority for the standard.
Note that the DOI Syntax was originally a National Information Standards Organization
(US) standard, ANSI/NISO Z39.842010, first published in 2000 and withdrawn in 2017.

1.2 BASIC PRINCIPLE: INTEGRATION OF IDENTIFIER RESOLU-
TION AND SEMANTICS

The DOI System provides:

1 an identification system of entities based on the Handle Systdobally distributed
system for resolving identifiers
Any entity (digital, physical, or abstract) can be identified by a global unique and per-
sistent identiérr called a DOl name. The DOI name can be resolved to a resource, such

2 https://www.cnri.reston.va.us/
S https://www.dona.net/handle -system
4 https://www.doi.org/the -identifier/resources/factsheets/theindecsframework

10
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as a web or internet resource, metadata describing the entity, a landing page with ac-
cess to further resources, etc.

For example, a DOl name representing an article resolves to thadaebss of the

HTML file version of the article.

1 a metadata model based on the INDECS interoperable metadata framework
Metadata must be assigned to each DOI name to describe the entity represented by the
DOl name. Metadata interoperability is ensured tigfobasic principles outlined by the
DOI Foundation.
Metadata is used to provide services to the users: it can be displayed to users to enrich
an information resource; it can be used by users to search for a DOl name; etc.

The figure below illustrates thaslc principle of the DOI System.

—1s described b

Represents
Interoperable Y | ~ Unigue and
R ) SR e
INDECS framework the Handlle System
Resolves to

chai 0007

May b inst
L Adds values ta n:—:g di::l:i;?n?-:néf —

Basic principle: integration of identifier resolution and semantics

1.3 IDENTIFIER / RESOLUTION SYSTEM WITH THE HANDLE
SYSTEM

For its resolution services, the DOI System is an implementatiorHahtdie Systema
generalpurpose distributed information system designed to provide an mfffiextensible,
and secured global name service for use on networks such as the Internet.

1.3.1 DOl NAME: UNIQUE AND PERSISTENT IDENTIFIER

A DOI name is a global unique identifier of an entity (called the referent). The referent can
be any digital, physical or abstract entity, and it can be defined on any granularity level of
an entity depending on tlrequirements of the Registration Agency (RA); and a DOI name

5 https://www.dona.net/handle -system

11

DOI Handbook


https://www.dona.net/handle-system

may identify a specific edition of a novel, a novel chapter, a small piece of musical record-
ing, etc. Referents can be intellectual property where examples would include inventions,
literary andartistic works, ideas, symbols, names, images, designs, etc.

A DOI name can be resolved, through a Handle System service, to a set of elements, called
the DOI record, as illustrated below. The DOI record usually contains a web address (or
URL foUnified Resource Locator) representing an instance of the referent, and may contain
services such as email, and one or more items of data about the referent (metadata).

DOI record

Referent

(any entity) <«Represent Resolves to—» Elementl Element2 Element3 .. E.

DOI name concept

The figure below shows an example whereréierent is the specific edition ohavel A
referent could also be a chapter of the novel, etc.

URL: Email: g
www.s-publications. o !
mr::l 23869 ro@editor. com E

Novel

DOI record example

TheDOI nameis persistent over time. Its persistence is provided by the independence of the
identifier name from the element values, in particular from the entity localizatiomerr-

ship These elementan change over time: through the DOl name resolution, ugéed-w

ways get the uyto-date element values (This requires that the DOI record data be regularly
maintained.).

NOTE Each element of the DOI record is assigned an explicit type (for example, "URL" (web ad-
dress) or "email"). Predefined types exist irHdumedle System and new types can be added by
RAs, making the DOI resolution system extremely flexible and responsive to new requirements.

1.3.2 DOI NAME SYNTAX

The DOI syntax folles the Handle System's rules and is as follows:

<prefix>/<suffix>

where:

1 prefix: refers to th®OIl namespace (a namespace is allocated to a given service pro-
vider)
The prefix can contain only numeric values and the "." character which is used to delimit
a hierarchical level in the namespace allocation: adeleniter prefix (for example,
"10.1000") derives from a zeraelimiter prefix ("10").
In the Handle Systerthe prefix 10 is allocated to the DOI Foundation.

1 suffix: is a unique local name in the namespace
Any Unicode 2.0 character can be used in the suffix (there is no practical limitation on
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the length of &0l name) This unique string may be an existingidier, or any unique
string chosen by the Registration Agency or the regisifahe DOI name

DOl name examples are: 10.1000/xyA23; 10.1109/5.771073; etc.
DOI names may also be expressed as URL4.5de

For more information about the DOl name syntax,Glespter 3

1.4 STRUCTURED SEMANTICS BASED ON STRICT PRINCIPLES

The metadata describing an entity is provided by the registratitie DOl namet the
Registration Agency (RA) wiprovides the registration service. The metadata must follow
strict rules which are guided by a set of principles derived from the INDECS (interoperabil-
ity of data in ecommerce systems) project. The aim is to achieve metadata interoperability
and the autmated integration of metadata in the DOI System.

This section introduces the principles and tools of the DOI metadata system. For more infor-
mation, seeChapter 4

1.4.1 PRINCIPLES OF THE INDECS MODEL

The DOI Foundation is one of the organizations which funded the original INDECS frame-
work and has continued to develop it further in partnershipanithcreasing range of or-
ganizations. Originally, the challenge for the DOI/INDECS project was to create a-genre
neutral framework among righbolders for electronic intellectual property rights trading so

that companies can trade their creations in secet single marketplace.

In the INDECS model, an item of metadata is defined as "a relationship that someone claims
to exist between two entities". This definition stresses the significance of relationships, which
lie at the heart of the INDECS work.

Theprinciples of the INDECS model are:

1 unique identification
Every entity must be uniquely defined within an identified namespace.

1 functional granularity
It should be possible to identify an entity whenever it needs to be distinguished.

1 designatedauthority
The creator of the metadata must be identified without doubts about its identity.

1 application independence
The metadata schema should be independent of the technology used.

1 appropriate access
Everyone must have access to the metadata needed. The consequence of thisiprinciple
that not all metadata must be accessible to everyone. In certain circumstances
metadata would be inaccessible for certain users.

For more informatiorseeThe INDECS Framewdrk

6 https://www.doi.org/factsheets/indecs_factsheet.html
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1.4.2 STANDARD METADATA DECLARATION

A standard metadata declaration must be made for every entity identified with a DOI name
according to the following principles:

1 The declaration must contain a minimum set of mandatory metadata called DOI Kernel.
This kernekidesigned to be as limited in scope as possible, and it is applicable to any
entity identifiable by the DOI System.

1 Additional metadata can be declared.
It should be based on an agreed metadata exchange schema if metadata interoperability
is required wh other Registration Agencies (RA).

1 All declared DOI metadata is based on a data dictionary which specifies all data ele-
ments and allowed values.

TheDOI Kernel as well as the data dictionary are specified through the DOI Kernel
Schema. This schemsaextensible to whatever level of detail and granularity is required,

and is neutral (it is independent of any business and any implementation technology). It al-
lows the RAs to use any metadata scheme, yet still ensures semantic equivalence with DOI
names assigned by others:

i Terms are added to the DOI Kernel Schema at the request of any RA.

1 The DOI Kernel Schema provides the mappings to support metadata integration and
transformations required for data exchange between RAs.

The figure below illustratdset metadata creation flow. The registrant of a referent provides
the metadata describing the referent. The RA's metadata service creates the corresponding
metadata declaration(s) according to the metadata schemas and assigns them to the re-
spective DOI name

l—'n'ﬂ‘—l

Is assigned to Is assigned to

t

RA"s Kernel

Additional

Metadata

Metadata | metadata : metadata | 3
Services declaration | 9ePosit | declaration
The registrant of the X )
DO/ name provides | |
the metadata Is described by Is describEd by
v

The DO/ Kemel Schema is | 5o karmal )| Metadata
provided by the DO/ [ def ;‘rne J exchange
Foundation to the ennfion schema
Registration Agencies (RA). .
It is ypdated by the RA [Du;r.;: ::: :: :ry] «—Refers th
federation according to the
DO/ data model policy. | DOI Kernel Schema

Metadata declaration

14

DOI Handbook



For more informatiorgeeChapter 4

1.5 BASICRESOLUTION SERVICES PROVIDED BY THE DOl
SYSTEM

The basic resolution function of the DOI System consists in redirecting a user to a web re-
source on resolution of a DOl name. The-asdr can perform thisasic resolution request
from any standard web browser.

1.5.1 DIRECT REDIRECTION TO A WEB RESOURCE WITH THE DOl
PROXY

The most common resolution function of a DOI name returns a singiddvess (or URL

for Uniform Resource Locator) to which the user is redirected as illustrated below. This is
done by using the HTTPS Proxy Server of the DOI Systpm/(doi.org ). With he DOI

Proxy, users can resolve DOI names from any standard web browser by using the URL syn-
tax (A proxy server is a web server that understands the Handle System protocol, thereby
acting as a gateway between the Handle System and HTTPS.). For exantglsgltiten

of the DOI name "10.10.123/456" would be done from the address
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"https://doi.org/10.123/456". That makes the DOI resolution service extremely easy to

use.
A user requests to view a The DOI resolution service
@ scientific article. This article is © requests the resolution of the DOI
assigned to this DO| name: name. This DOI record is returned:
L URL: Email:
518020 > ; .mdpi . )
479 YRy aﬁi‘,?i“;é info@abe.com

€ The DOI resolution service retrieves the
URL from the DOI record and redirects the
user to the corresponding web resource:

— C & mdpicom/1424-8220/18/2/4T9 = T A
Reading list
-

Q =

Open Access
Analysis of Dark Current in BRITE Nanostellite CCD
Sensors

by &) Adam Popowicz =

Institute of Automatic Contral, Silesian University of Technology, Akademicka 16, 44-100 Ghiwice, Poland

T Based on data collected by the BRITE Constellation satellite mission, designed, built, launched, operated and
supported by the Austrian Research Promation Agency (FFG), the University of Vienna, the Technical University
of Graz, the Canadian Space Agency (CSA), the University of Toronto Institute for Aerospace Studies (UTIAS),
the Foundation for Polish Science & Technology (FNITP MMISW), and National Science Cantre (NCN).

dhai 0008

Direct redirection to a web resource

1.5.2 ADDITIONAL RESOLUTION SERMES INCLUDED IN THE DOI
SYSTEM
The following resolution services are included in the DOI System in addition to the main DOI
resolution service:
91 shortDOI
The shortDOI Service creates shortened DOlksaas aliases for existing DOl names,
which are often very long strings. Applications which resolve DOI names will treat a

short DOI identically to the original.
For more informatiorsee 5.5.

1 Which RA?
This service returns the name of the DOI Registration Agency (RA) responsible for a spe-
cific DOI name, or group of DOI nees.
For more informatiqreee 5.6.
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1.6 VALUEADDED SERVICES ARBISTRATIOMGENCYCAN
BUILD ON THE DOI SYSTEM

Registration Agencies can provide various addaellie services by using the multiple reso-
lution request supported by the DOI resolution service. In contrast to the single resolution
which can only return a single webtdaess (URL) element, the multiple resolution allows
making use of any useful information in any form returned in the DOI record. While the mul-
tiple resolution is typically used to acquire mulitple URLSs, it is flexible enough to provide in-
formation for may other applications.

This section describes some examples of these addee services.

1.6.1 MANAGEMENT OF A REFERENT WITH SEVERAL INSTANCES

In case a referent is linked to several web resourtmmsexample, if an article is available
in PDF and in HTML versions then two web addresses (URLS) are prtwedea resource
selection mechanism must be implemented by the Registration Agendy rfR#)be:

1 a manual selection
When the user requests the referent's DOI name freiRA's application, the applica-
tion generates a menu of options from which the user performs a manual choice.

1 an automated selection
The URL to which the user is rede@d¢s automatically selected among a list of provided
addresses ecording to predefined rules that may be based on parameters depending on
the user (for example, the user's geographic location which would be determined
through their IP address).

The menwptions or the redirection rules are retrieved from the DOI record. In particular,

redirection rules can be defined through a redirection graph element containing XML code
which can be interpreted by the DOI resolution service as illustrated below.

. DOl
esolution re e e ——— )
resolution
- URL i

A vser asks for © vt e The DO/ resolution
the resolufion of x service inferprefs the XML
0.3390/518020479 code of the redirection
: graph refrieved from the
1 DO record and returns
103390 pefqylt URL:  Redirection if <condiion 1> then o e suling HIRE

/518020  hip://wwwmdpicom/  graph: & cyRL1>.
if <condition 2> then
<URLZ> etc.

479 1424-8220/18/2/479  <¥Mlcode>

dai 0003

Management of a referent with several instances
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1.6.2 DYNAMIC BUILDING OF A WEB PAGE ENRICHED WITH
METADATA

On request oh user for a referent, Registration Agencies (RA) can dynamically build a
web page displaying the metadata assigned to the respective DOl name. The metadata is
provided by the RA's metadata service responsible for the respective DOl name. The ad-
dress ofhis metadata service can be retrieved from the DOI record.

The figure below illustrates an application where each product of a building structure is
identified through a DOI name which is printed on the physical product in the form of a QR
code. When a = scans the QR code, they are redirected to a product landing page
where they can quickly find all the mosttaqate information on a product.

€« C (I Bttps/identdy.bsigroup.com/objects/product/Nid = 10.21/XTYTTSOR&g=10.2 1/ Ty Tt5%

bsi.identify

L

: W < Back to results
/ Insulfix Track - Half

The QR code contains R130H
the DOI name

UPIN Y0 2WUXTYTTSSR Oy

-
) Distinguishing features §
1091 130ma b
1021/ DOLecord Height 130mm :
X7YT59R Points to Width 49mm
N Length 2400mm
Other 130mm on one side only to retain insulation
Mefada'u e nsulfix Track - Half R130H For use with on rafters of m m depth 130mm where access to
dechraﬁons RA S one sude 1s restricted. Provides 3 quick, easy and rekabl 3y to correctly install PIR insulation
2 Me’adma boar een rafters Holds the boar rmiy in plac S gaps and recuces the need
OSSlgned b Service for messy spray foam. By making it éasy to mstall offcuts it can reduce waste per board by up
10.21/X7YT59R to 90%

Dynamicbuilding of a web page enriched with metadata

1.7 BUSINESS AND ORGANIZATIONAL MODEL OF THE DOl
SYSTEM

The DOI System is deployed via Registration Agencies (RAs) who are empowered to assign
DOI names for a community under the governance of the DOI Foundation.

1.7.1 FEDERATION OF REGISTRATION AGENCIES (RA)

The DOI Systeis implemented through a federation of Registration Agencies (RA) who
provide services to users (registrants):

1 Registration Agencies must comply with the policies and technical standards established
by theDOI Foundation, but are free to develop theirmlwsiness model for running
their businesses.
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1 Users can join a service offered by an RA by registering material with one of them, or
developing a community to build an RA.

1 Registrants ensure appropriate content management of their own material (mamtenanc
of URLs and data), either directly or by contract (for example, with the RA).

1.7.2 FREE RESOLUTION SERVICE

The DOI Foundation maintains a DOI Proxy that can resolve all DOl names. Users can be
any person or machine that wants to resolve a DOI. They do netdh&e membersf the

DOI Foundatiorand may use the DOI Proxy as often as they like. DOIs are, and will al-
ways be, free to resolve.

1.7.3 GOVERNANCE ROLE OF THE DOI FOUNDATION
The DOI Foundation is the governance body of the DOI System:

1 It safeguards (owns or licences on behalf of registrants) all intellectual property rights
relating to theDOI System.

1 It works with RAs and using the underlying technical standards®Otig&ystem compo-
nents to ensure that any improvements made to thensysicluding creation, mainte-
nance, registration, resolution and policymakindp@fl names) are available to any
DOl name registrant, and that no third party licenses might reasonably be required to
practice theDOIl name standard.

1 It provides agreed stalards of governance, scope, and policy, and also a technical in-
frastructure (resolution mechanism, proxy servers, mirrors;lg@c&nd a social infra-
structure (persistence commitments;idadk procedures, cosecovery (on a selfus-
taining model), anghared use of the system).
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1.7.4 DOl NAMESPACE ALLOCATION APPROACH

The DOI namespace allocation approach is as follows:
1 The DOI Foundation allocates one or several prefixes derived fraop-lesvel prefix
(10) to an organization that wishes to register DOl names (a Registration Agency (RA)).

1 The RA registers DOI names under their allocated prefix(es). If the RA allocates a sepa-
rate prefix to each of their customers (registrants) then theication of a prefix for
the registrant and suffix provided by the registrant (which is unique within their prefix)
avoids any necessity for the centralized allocation of DOl names.

The following figure illustrates the DOI namespace allocation approach.

Governance bo
of the I-IundIeSydztem D#ZNA

DOI System

Governance body of the DOI System

Is dllocated the prefix “ 10" through the DOMNA-MPA @8 Foundation
{ Mulfi-Primary Administrator) service agreement as 1)
defined by the DONA Foundation. Can allocate to itself Prefix": 10
orto ihirdypu rties prefixes derived from its prefix.

Registration Agencies [RA)

An RA is allocated one or several prefixes by
the DOI Foundation through the RA agreement.
An RA provides registration services for DOI
names under their allocated prefix(es). The RAs
decide about the way they allocate their DOI
namespace but it is recommended to allocate a
separate prefix to each registrant.

cho | KIS

Registrants (RA Customers)

A registrant registers DOl names with a :

Regiglruﬁun Agency with which they . R&gmmmrd

have an agreed relationship as a Registrant DOl names under Registrant
customer. Ifa regisiruni_hus_muhip|e DOl names under  Prefix 10.11012 DOl names under
types of content or application Prefix 10.1 1005 Prefix 10.11064

requirements, they may choose to
select several RAs.

1) & workflow for DOI names using prefixes other than 10 has yet to be established.

DOl namespace allocation approach
1.8 STANDARDIZATION OF THE DOI SYSTEM
The DOI System is ISdandardized.

1.8.1 1SO 26324

The DOISystem has been standazdd through the International Organization for Stand-
ardization, ISO (within the responsibility of committee ISO TC46/SC9, Identification and
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documentation) akSO 26324, Digital Object Identifier SystY. This International Stand-

ard specifies the syntax, description and resolution functional components of the DOI Sys-
tem, and the general principles for the creation, registration and administration of DOI
names.

The DI Foundation is ISO 26324 Registration Authority: as with other identifier standards,
the creation of a public standard for the DOl System creates a controlled namespace which
is populated through the Registration Authority.

ISO 26324 does not specify spific technologies to implement the DOI System. These are
selected and implemented by the Registration Authority.

Norman Paskin wrote a history/case study of DOI standardizatiire Digital Object
Identifier: From Ad Hoc to National to Internatitynal

1.8.2 CONFORMANCE WITH RELEVANT EXTERNAL STANDARDS

The DOI System has also been developed to ensure conformance with geeeaitt ex-
ternal formal standards, including URL.

It implements the Handle System which conforms with tHE&B@rotocol: sebigital Ob-
ject Identifier Resolon Protocol (DARP) Specificatién

The DOI Foundation supports #&IR principlé8 which provide guidelines to improve
Findability, Accessibility, Interoperability and Reuse of digital assets. The FAIR principles
emphasize machinactionability (the capacity of computational systems to find, adecess,
teroperate, and reuse data with none or minimal human intervention) because humans in-
creasingly rely on computational support to deal with data as a result of the increase in vol-
ume, complexity, and creation speed of data. Note that FAIR principlesanbg relevant

to some use cases of the DOI System, for example EIDR.

" https://www.iso.org/standard/81599.html

8 https//www.doi.org/resources/DOI_Case_Study_Paskin.pdf

° https://www.dona.net/sites/default/files/2022 -06/DO -IRPV3.6-2022-06-30.pdf
0 https://www.go -fair.org/fair -principles
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1.9 PERSISTENCE AS A DESIGN FEATURE OF THE DOI SYSTEM

Persistence of DOI information is a key aim of the DOI System, and is guaranteed by the
DOl social infrastructure through policies aigde@ments, and assisted by technology.

Persistence considerations in the DOI System

Persistence aspect

Solution in the DOI System

Persistence of the acces
data in case the referent
location or ownership
changes or in cadbe ref-
erent is no longer availa-
ble

Through the DOI name resolution concept, DOl names resolve to infor
(DOI record) which may change over time (URL, object ownership, etc
while the mapping of the DOI name to the entity persists. It is the tabkp
ity of the registrant to maintain the data of the DOI record.

In case the object identified by a DOl name is no longer available, the
name registrant can at minimum have the DOl name resolve to a resp
screen indicating that the object is n@&@ravailable.

Persistence of the accesy
data in case a Registratic
Agency (RA) is defaulting

RA membership imposes certain obligations on an RA to ensure transi
appropriate records and enable continuity of DOI resolution in case the
defauting. Membership of the DOI Foundation is predicated on the asg
tion that communities wish to work together to ensure long term persis
beyond the interests of their own current applications. Should this assu
be false, the DOI agreements prwia faltback position enabling persis-
tence of resolution of the assigned DOI names.

Note: Addedvalue services available through DOI resolution which are
vided by a Registration Agency cannot be guaranteed to be maintaine
the DOIFoundation in the event of the Registration Agency ceasing to
Such services may require additional material (for example, access to
metadata lookup or workflow procedures). However, the DOI Foundatig
will make best efforts to transfer such ses\tiwanother agency, or maintg
such services itself, or encourage that services are transferred to a thi
able to provide continuity where required. The aim will be to provide le
disturbance to the community of users of those DOI records.

Persistence of the DOI S
tem in case the DOI Four
dation ceases to exist or
the current technical impl
mentation is unable to su
tain its activities

In the event of the DOI Foundation ceasing to exist, agreements are in
to transfer the system to atlparties.

The DOI Foundation's agreement with technical support partners allow
reversion of all DOl System data, licenses, rights etc. to the DOI Foun
in the unlikely event of the current technical implementation closing or
unable to sstain its activities.

DOI Handbook
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Persistence aspect

Solution in the DOI System

Persistence of the techni
infrastructure technology

The DOI system uses a globally distributed multiple site network of ser
and service sites overlain on the Handle System, which itself has simil
tributed sites. Theseesiare at individual RA member locations, professi
co-location hosting sites, and virtual (cloud computing) facilities, with ré
sources to ensure 24x7 cover, mirroring machines to ensure against p
outages, etc. The DOI Foundation also ensureshthdbt.org domain is

part of the persistent technical infrastructure, including mirroring and Id
balancing to ensure optimal availability for HTTPS requests to the DOI

The Handle System is governed by the DONA Foundation which is cof
to ersure the system continuity. The Handle System is an open standa
anyone can build/use a Handle service. Both source code and APlIs ar

lic.

1.10 BENEFITS OF THE DOI SYSTEM

The following paragraphdescribe some of the benefits made possible by the DOI System.

1.10.1 IMPROVED CONTENT MANAGEMENT AND DISCOVERY

Benefits of implementing the DOI system include facilitating internal content management
and enabling faster, more scalable product development, hyete&hg four key ad-
vantages in making it easier and cheaper to:

1 know what you have

Users are able to look at catalogues of content available throughout the enterprise.

1 find what you want

Users are able to search and browse for content to be usedparpesed.

1 know where it exists

Users are able to see where the item exists within the organization.

1 be able to get it

Users and production tools are able to retrieve the content.

1.10.2 SOLUTION TO THE BROKEN LINK (PERSISTENCE)

The DOI Sys

tem provides the means for a

foundf (broken | ink).

The problem is that a URL (Unified Resource Locator) is both an identifier and a locator for

a resource on the Internet.eTépecific content of the URL that is its identifier is also the
string that can be resolved into a location. This has the consequence that when a resource is

s o |

moved from one service to another, from a server to another, or from a company to an-

other, it wil get a new URL that identifies the service, the server or the company that hosts
it. Its old URL will most likely stop working and any previously made references to that re-
source using the old URL will no longer work.
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With the DOI System, the identifie persistent, whereas the metadata to which it resolves
can change over time, in particular, the URL can be updated. For more information, see
Chapter 3

1.10.3 IDENTIFIER INTEROPERABILITY THROUGH A POWERFUL
METADATA MODEL

Resources of interest in digital networks originate franae variety of sources, and may
carry identifiers from different established public schemes, official standards, de facto
schemes, or private cataloguing numbering. A key step in facilitating preservatise, re
and exchange of information is to enabgers to reuse these identifiers (and their associ-
ated data) across different applications.

For example, where several Registry Agencies (RA) are issuing DOI names to journal arti-
cles from different publishers, it is likely that some RApuighers will want their DOI

names to be included in jourralated services supported by other RAs. In a similar way,
many RAs will want DOI names issued by other RAs to be available for inclusion in services
they themselves are providing. Such interapility is one of the principal benefits of the

DOI System.

To achieve identifier interoperability in the DOI System, tools and policies are used: see
1.4.

1.10.4 COMPATIBILITY WITH OTHER IDENTIFIER SYSTEMS

TheDOI System is not meant to replace existing identifier systems. Instead, it is designed for
interoperability; that is to use, or work with, existing identifier and metadata schemes.

The DOI System explicitly recognizes other schemes. The ISO DOlaprtifi§O

26324) sets out the specifications for recognizing existing schemes. At minimum, the DOI
metadata must record the fact that another registry identifier exists. Additional optional
steps are possible, including:

1 a consistent way of including tbther scheme in the DOI syntax

1 a business relationship to facilitate this, by collaboration betweddQh&oundation
and the relevant registry
Where such collaboration is agreed, npatential may be unlocked: the ISBNappli-
cation is an example of thimkage of DOI names to an existing regiségr more infor-
mation, seeDOI System and the ISBN System

1.10.5 SERVICE FLEXIBILITY AND EXTENSIBILITY

The DOI System supports any type of physical, digital or abstract entities, and of hierar-
chies and relationships between entities.

Through its scalable architecture, the DOI System is able to handle very large volumes of
registrations and resolutions of DOl names. In fact, the DOI System is made up of Local
Handle Services (LHS) of the Handle System (an LHS manages the DOl names under one or

1 https://www.doi.org/factsheets/ISBN-A.html
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several prefixes): each LHS may be replicated into multiple service sites and\daeh se

site may consist of multiple computers (servers). It means that service requests targeted at
any LHS can be distributed into different service sites, and into different servers within any
service site.

1.10.6 PROTECTED AND TRUSTED INFORMATION

The Handle Systenwhich is used for identification and resolution of DOI narpesvides
client and server authentication, data confidentiality and integrity, andapadiation
based on Public Key Infrastructure {PKI

1 Any exchanged information between a client and a server of the Handle System can be
encrypted using a session key.

1 To ensure nonepudiation, clients may request digitally signed responses from any
server.

1 User access control is supported at DOI record and record element levels.
Resolution requests for confidential data, as well as any administration requests (for ex-
ample, creating or modifying a DOI recon@quire authentication of the user for proper
authorization.

1 The integrity of a DOI record's data is ensured by signing the DOI record.
The digital signature is stored in the DOI record itself and can be validededh a
chain of trust

1.10.7 INFORMATION TRACEABILITY

Traceability is not provided by the DOI System but can be made available through the Digi-
tal Object Architecture (DOA) on which the Handle System exll{asore precisely,
through the DOA's Digital Object Interface Protocol (DOIP)).

Different actors may interact with the Digital Object (DO) (which represents the referent)
throughout its life cycle. Each action is tracked in the DO itself and this iniocaatbe
processed for various applications. For example, in the movie industry, this allows provid-
ing digital revenue reporting as well as detailed consumption metrics for individual assets.

1.11 APPLICATION EXAMPLES OF THE DOI SYSTEM

Many millions of DOI names have been assigned to date, through a growing federation of
Registration Agencies worldwide. For example:

1 Crossref managelBOI namedor the scientific publishing industry. Its application is used
by publishers and societies to enable croisation of scholarly publications.

1 DataCite provide®OIl name servicef®r referencing and sharing research outputs and
resources, primarily resegh data sets, text and samples.

1 The Entertainment ID Registry (EIDR) provides identifiers and associated metadata that
are used in the commercial film and video industry, frompgrosiuction through broad-
cast, digital distribution, and reporting.
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1 The Btish Standards Institution (BSI) Identify id@knamesn building construction
projects to identify the products used in the buildings (interior furnishing, lighting, etc.)
and manage their supply chain information.

For more information, seReqistration AgenciesAreas of Coveragé.

2 https://www.doi.org/RA_Coverage.html
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Chapter 2

DOI
GOV
PAR

This chapter describes the role and functions of the DOI Foundation and of Registration
Agencies within the DOI System. It also summarizes the policies governing the DOI System
and explains the policy formulation process.

In This Chapter

2.1 DOI System Governance Body: the DOl Foundation...............coouiiimmmeeniiininninnn. 28
2.2 DOI System Participants: Registration Agencies and Registrants...................owu.. 34
2.3 DOI System GoVerning PoOlICIES. ... .uiuiiiiiii e 38
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2.1 DOI SYSTEM GOVERNANCE BODY: THE DOl FOUNDA-
TION

This section describes the status, roles, membership and governance of the DOl Foundation.

2.1.1 STATUS OF THE DGOUNDATION

The DOI Foundation is a ngtock membership corporation organized and existing under
and by virtue of the General Corporation Law of the State of Delaware, USA, registered on
10 October 1997, egistration number 2807134 8100. The DOI Foundation's corporate
registered address is via CT Corporation: The Corporation Trust Company, Corporation
Trust Center, 1209 Orange Street, Wilmington DE 19801, USA. The Foundation is con-
trolled by a Board electeby the members of the Foundation. The Corporation is-fonrot

profit organization, it means prohibited from activities not permitted to be carried on by a
corporation exempt from US federal income tax under Section 501(c)(6) of the Internal
Revenue Codef 1986 et seq. The operational address of the Foundation is: The DOI Foun-
dation, c/o EDitEUR Limited, United House, North Road, London N7 9DP, UK.

Costs incurred by the DOI Foundation are recouped from operation of the system via a self
funding businessoadel. The implementation of the DOI System adds value, but necessarily
incurs some resource costs in data management, infrastructure provision, and governance,
all of which contribute to persistence. Persistence is a function of organizations, not technol-
ogy.

A Managing Agent is contracted by the DOI Foundation, who represents the DOI Founda-
tion worldwide, and is responsible for the implementation of policies and management of

all aspects of the affairs of the DOI Foundation. Functions such as technizabopele-

gal and financial services are outsourced.

2.1.2 OVERVIEW OF THE DOI FOUNDATION ROLES

The DOI Foundation is the DOI System registration authority and maintenance agency and
the central body which govesrthe DOI System. It is the common management aodico
nation body for DOI Registration Agencies. It also manages those aspects of the DOI Sys-
tem that are put through external standardization procedures, as well as those aspects of
the DOI System thate@dealt with through internal policies and procedures. Responsibili-
ties of the registration authority include:

i to promote the proper use of the DOI System (and ISO 26324, the ISO specification)

i to maintain the DOI System technical infrastructure and mlatecordance with the
needs of the users

1 to establish guidelines regarding allocation, registration, maintenance and dissemination
of DOI names

1 to continuously adapt the DOl Handbook and guidelines to meet the needs of the market

1 to respond tenquiries and information requests related to ISO 26324 in a timely man-
ner

1 to establish due diligence and quality assurance procedures of the DOI System
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2.1.3 1S0O 26324 REGISTRATION AUTHORITY

The DOI Foundation is the ISO 26324 Registration Authority, governed by an agreement
between ISO and the Foundation. ISO 26324 specifies the duties of the Registration Au-
thority: services to be provided and technical duties.

SERVICES TO BE PROVIDED BY THE REGISTRATION AUTHORITY

The ISO 26324 Registration Authority shall provide the following services:

1 promote, coordinate and supervise the DOI System in compliance with theapecti
of this International Standard

1 supply technology and infrastructure for resolution, metadata and registration function-
ality in compliance with the specifications of this International Standard and ensure that
any changes in selected technology &lcompatible with earlier DOI applications

1 allocate unique DOI prefixes to registrants and maintain an accurate register of the DOI
prefixes that have been assigned

1 secure the maintenance of DOl names and associated DOI resolution records through the
maintenance of a single logical directory of all registered DOI names, the DOI directory

1 enable the registration and mapping of DOI metadata through the maintenance of, or
agreed use of, an appropriate data dictionary

1 implement policies and procedures govegnihe process of DOI registration, including
rules to aid persistence of DOl names and interoperability within networks of DOI users

1 develop, maintain and make available documentation for users of the DOI system, in-
cluding the provision of a User Manuat fegistrants which shall specify implementation
details in conformance with this International Standard

1 review relevant technology developments and maintain current information on appropri-
ate syntax character encoding, resolution software implementagtins

1 provide a unifying record for a referent in case multiple DOl names are assigned to the
same referent (this may happen, for example, through assignment of DOl names by two
different registrants)

TECHNICAL DUTIES OF THE REGISTRATION AUTHORITY
The 1IS26324 Registration Authority shall provide the following technical services by
means of a User Manual:

1 maintain a list of approved proxy servers (such as https://doi.org/ which resolve DOI
names in web browsers)

provide current information appropriate encoding of characters
provide current information on resolution technology

maintain a list of representations used in other schemes
provide information on common encodings

= =2 = A =

specify, if required, more constrained rules foraegignment of DOl names to objects
for services which make use of the DOI System
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Where specified, these rules shall be compatible with the overall DOI System specifica-
tion and shall not form part of this International Standard.

publish rules to aid persestce of identification (for example, requirements for mainte-
nance of records, default resolution services)

publish the DOI Kernel Metadata Declaration that specifies the metadata elements for
each DOI name

provide output metadata to support the servicat®DOI System
establish format and schema specifications for input and service metadata declarations

provide a data dictionary as the repository for all data elements and allowed values
used in DOI metadata specifications to facilitate interoperabditysa selected existing
schemes

provide a data dictionary as the repository for all data elements and allowed values (the
items which may be used as values of each element) used in DOl metadata specifications

provide the data dictionary mappings of othelevant schemes, as determined by the

ISO 26324 Registration Authority (such as ISO codes for territories, currencies and lan-
guages)

specify a set of allowed values of each kernel element

specify an XML Schema of the DOI Kernel Metadata Declaration

registe sets of other metadata elements and-sk@ments as needed

prevent duplication of a DOl name once registered

2.1.4 REPRESENTATION TO STRATEGIC ORGANIZATIONS

A key role of the DOI Foundation is represéptato organizations which are of strategic
importance in the implementation of the DOI System. This includes:

l

participation in governance and continuity activities of the Handle System whose central
body is the DONA Foundation

In addition, the DOI Foundi@an has contractual agreements for provision and persis-
tence of the Handle System with Ei@I technical support service provideso is cur-

rently CNRI)

maintenance of formal and informal alliances and liaisons with several other organiza-
tions

A signifi@ant element of the work of the DOI Foundation lies in tracking standards devel-
opments in related areas, understanding their significance to the context within which the
DOI System operates, and establishing working relationships with the responsible organ-
izations and projects to ensure that appropriateoperation is fostered to mutual bene-

fit and that parallel developments do not remain in ignorance of one another.

role as the formal Registration Authority of the ISO/IEC MPEG21 Rights Data Dictionary
Thisstandard is not a requirement for DOI System use. For further information, send
guestions to info@doi.org.
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2.1.5 DOI FOUNDATION MEMBERSHIP

The activities of the foundation are controlled by its members,tojgetander a legal

Charter and formal Blaws. Membership is open to all organizations with an interest in
digital network publishing, content distribution, rights management, and related enabling
technologies.

MEMBERSHIP OBLIGATIONS

By participating in embership of the DOl Foundation, members agree to:

1 support the goals of the DOI Foundation, which ensure that the DOI System is an interna-
tionally adopted standard for digital object identification

1 participate in the activities of the Didundation

1 comply with the Foundation's By laws, Agreements and Policies as these may be updated
from time to time

1 restrict access to the passwamhtrolled portions of the Foundation's web site to mem-
bers of the Foundation

9 adopt the DOI brand identity
The DOI Foundation provides members with the current identity information and with
marketing materials.

1 add the DOI Foundation to the circulation of all their press releases and news announce-
ments, and notify the Foundation of forthcoming relevant evettacainities
Selected news about members' DOI activities may be carried on the DOl News page,
with a link to the original announcement.

MEMBERSHIP CLASSES

There are four classes of membership:

1 General Membership
This membership is offered to any organaasupporting the development of the DOI
System that is not a Registration Agency. It is subjedigoed agreemefit
General membership ispae-requisite for any organization applying to become a Regis-
tration Agency. If a General Member subsequently is appointed as a Registration
Agency, their membership transfers from the General to the RA category.

1 Registration Agency Membership
This membrship is only available to organizations who have successfully undergone the
process of becoming a Registration Agency (RA)Zs28).
The primary role of RAs is to provide services and applications to registrants by allocat-
ing DOI prefixes, registering DOI names and providing the necessary infrastructure to
allow registrants to declare and maintain DOl metadata andrB€drds. For more in-
formation about RAs, s&e2.

B https://www.doi.org/resources/GeneralMemberAgreement.pdf
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1 Charter Membership
This membership was inityadistablished for founding the DOI Foundation and is only
offered to organizations whose main activities are in the creation or production and dis-
semination of intellectual property. The DOI Board reserves the right to determine eligi-
bility for the Chartemembership category.

1 Affiliate Membership
This membership is restricted to professional associations who have one or more of their
current members in current membership of the DOI Foundation. Organizations outside
this scope may be invited or admittedhst Board's sole discretion. Affiliate membership
does not carry voting rights, and Affiliate members are not eligible for Board member-
ship. Registration Agencies are not eligible for this category of membership.

General, Registration Agency and Chartemmbers are entitled to vote in annual DOI
Foundation's elections within their own category of membership (There are no differences in
member rights and benefits between Charter and General.). Affiliate membership does not
carry voting rights.

More informaion is available on the membership classes oD@leweb sité'.

MEMBERSHIP FEES

This paragraph describes general statements about DOI Foundation membership fees.
The following rules apply:
1 Membershigall due annually on the anniversary of joining.
1 Membership reduction may be applied as follows:
o0 General membership fee may teduced at the sole discretion of the DOI Board.

o0 Registration Agency membership fee is included as part of operational fees, allocated
annually on a cossharing model (se2.2.6).

1 Criteria which will be considered for fee reduction include, in particular, any of the fol-
lowing:
0 organizations with a significant role in the creation or ongoing suppte DOI
Foundation
o not-for-profit organizations, depending on their annual revenue
o for-profit organizations, depending on their annual revenue and other criteria
1 If a General member subsequently is appointed as a Registration Agency (RA), their

membersip transfers from the General to the RA category, and any unexpired portion of
the previous Generalembership fee is credited to their RA membership dues.

NOTE Ingeneral, it is likely that the cost of fees will be deductible as a business expense of the
joining entity. The detailed question of deductibility is, however, a matter for the tax advisors of
the entity that is joining, and it is not governed by DOld&adion's status as a nfur-profit en-

tity.

¥ https://www.doi.org/the -community/whoare-the-membersand-users
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MEMBER STRATEGY MEETINGS

Strategy meetings of the DOI Foundation members are held at least once a year, and usu-
ally one in midyear and one at the end of the year, and are open to all members anrd non
member guests (by invitation only). Members are advised of forthcoming meetings by email.

DOl REPRESENTATIVE OF A MEMBER ORGANIZATION

Each member organization of the DOI Foundation must provide one named DOI repre-
sentative, who will be responsible for the DOI matters. In particular, theeR¥€Xentative

will represent the organization at all Board meetings and in voting issues. Members must en-

sure that the DOI Foundation is kept informed of any representative changes. Should the in-
dividual leave the member organization, or step down from the representation role, the or-
ganizaion will name a replacement.

Additional persons from the member organization may participate in all DOI activities.

TRIAL PREFIX

On joining the DOI Foundation, a unique DOI prefix is availablexXperimental purposes

for each member. The number of DOI names allocated with this experimental prefix will be
subject to review and may be limited at the discretion of the DOI Foundation. If further DOI
prefixes are required for neexperimental purposesnembers must work with one of the
Registration Agency members. Trial prefix use is particularly intended for those members
wishing to develop applications and move to later Registration Agency status.

Contact the DOI technical support service providergdmin@doi.org) to request one,
and discuss possible usage.

2.1.6 DOl FOUNDATION GOVERNANCE
The DOI Foundation is governed by its members, through an elected Board.

BOARD OF DIRECTORS

The Board is responsible for all aspects of management of the DOI System, including policy
formulation and standards maintenance.

The Board consists of:

1 Board officers: a Chair, Vidghair, and Treasurer, each elected from the Board

1 Board members
Members of the DOI Foundation become Board members according to the following
rules:

o All Charter members are automatically members of the Board.

o All Registration Agency (RA) members are aatarally members of the Board after
one full year of RA membership

o0 General members are represented by one seat on the Board held for g/¢laree
term, nominated from amongst the existing General members. Procedures for election
in the event of more thame nomination are defined in the-Bgws.

o Affiliate Members are not represented on the Board.
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The Board reviews the number and distribution of Board seats from time to time.

The members of the Board are not remunerated for their senttve©t©! Foundation.

EXECUTIVE COMMITTEE

The Executive Committee is a subcommittee of the Board, elected by the Board, consisting
of not fewer than three Directors atithired by the Chairman of the Board. It may meet
between Board meetings to deal with matters not requiring a meeting of the full Board, or
requiring urgent discussion. In practice, the Executive Committee normally consists of the
Chair, Vice Chair and Tasurer.

MANAGING AGENT

The Board of Directors of the DOI Foundation appoints a Managing Agent responsible for
managing the DOI Foundation and carrying out policy formulated by the Foundation.

BOARD MEETINGS

The Board meets regularly. Issues which any member feels should be considered by the
Board should first be brought to the attention of the Managing Agent or a Board member.
Board meetings aropen to all members who may attend as observers and participate but
not vote, except for designated closed Executive Sessions.

The DOlrepresentativef each organization will represent the organization at all Board
meetings and in voting issues. Substn of another individual from the organization at
Board meetings is possible by advance agreement of the Chair of the Board.

2.2 DOI SYSTEM PARTICIPANTS: REGISTRATION AGENCIES
AND REGISTRANTS

A Registration Agency (RA) (formally called Registration Agecyber) can be consid-

ered as a module of the DOI System, serving a constituency. New RAs can be added at any
time, thereby allowing modular growth of the system by adding new communities of users
and providing tailored services for them. A registrantpgsraon or organization who has
requested and received the registration of a particular DOl name.

This section explains the role and function of Registration Agencies in the DOI System, in-
cluding operational and technical requirements and policies. & ksirrent Registration
Agencies and their areas of coverage is available orDfBeweb sité.

2.2.1 ROLES OF A REGISTRATION AGENCY

A Registration Agency (RA) provides services to one or several communities of users. A
community is loosely defined, but could be any group of parties sharing a common applica-
tion or interest, under any organizational struesu¢public, private sector, nbédr profit,
regulator, etc).

15 https://www.doi.org/registration_agencies.html
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The services an RA provides to their users include:
9 allocating prefixes

1 registering DOl names and providing the necessary infrastructure to allow registrants to
declare and maintain DOI metadata and DOI record (in other words, use of the DOI Sys-
tem)

1 services not directly involving the DOI System which add value, for examaplage-
ment of a database of related data with facilities for lopkrom metadata to DOl name

The role of an RA could also encompass any of the following activities:
1 providing information and advice to the community

1 providing applications, services, matiwg, outreach, business cases etc. to introduce
the DOI System to the community

1 designing and implementing specific operational processes, for example: quality control
of input data and output data

1 integrating the community into other DOI related asts/and services

2.2.2 BUSINESS MODEL FOR REGISTRATION AGENCIES

Registration Agencies (RA) must comply with the policies and technical standards estab-
lished by the DOI Foundation, but are freelewvelop their own business model for running
their businesses. There is no appropriate "one size fits all" model. RAs may be of any form
(commercial, governmental, or not for profit). Examples of the functions of an organization
which might become an RAlnde, but are not limited to:

1 An organization is running a registry (of identifiers and related data) and wishes to add
DOI functionality and services to its existing services.

1 An existing aggregator of information wishes to use DOIs to improve theteseand
add new features.

1 A new initiative is launched in a defined sector to meet specific needs or solve a prob-
lem, for example, an industry collaboration or effort to solve a common problem (exam-
ples of these including Crossref, DataCite and EIDRnanaeg@st the most successful ex-
isting RAS).

1 A startup which has a business model suggesting a novel DOI application might be fruit-
ful: in view of the importance of persistence, this is likely to require significant guaran-
tees of continuity planning.

The cats of providing DOI registration may be included in the services offered by an RA
provision and not separately distinguished from these. Examples of possible business mod-
els may involve:

1 explicit charging based on the number of prefixes allocated anuimer of DOI names
allocated

1 volume discounts, usage discounts, stepped charges, or any mix of these

1 indirect charging through inclusion of the basic registration functions in related value
added services

9 crosssubsidy from other sources
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Operational costef the system are borne directly or indirectly by the registrants. The busi-
ness model adopted by an individual RA is a matter for the RA alone, provided that it com-
plies with the DOFoundation'policies.

NOTE RAsmay choose to provide other DOI Systetated services to registrants, without limita-
tion as long as they conform with DOI agreements and policies. These services may include any
combination of value added services in, for example, data, content & mgimagement. RAs

may also develop services that exploit the metadata that they collect.

RAs will typically register many thousands or millions of DOl names, and have multiple cus-
tomers and services, thereby generating economies of scale. RAs for ssaldlapplica-

tions will probably not be viable as staabbne entities, though RAs may collaborate, for
example to share baetffice services to improve viability. Communities that cannot identify
an acceptable RA should contact the DOI Foundation to dibowsthe DOI System might

be used, and whether a new RA application might be developed.

NOTE Once a DOI name is assigned, anyone may resolve that DOl name without charge. At least
some information will always be available on resolution.

2.2.3 SERVICE NONEXCLWBIVITY AND COMPETITION MATTERS

Exclusivity of DOI name registration rights covering either a specific geographic territory or
a wide area of application in general (for example, audio) will not normally be granted to
any Registration Agency (RA). Exceptions are possible, for exampte thieeRA is man-

dated to operate as a service for an existing closed community and will not offer their regis-
tration services outside that community. DOI applications often overlap and in the digital
world any number of categorisations are possible, winiakes exclusive arrangements dif-
ficult. The only exception at present is an implementation for the Publications Office of the
EU, covering DOI registration and management of official EU documents.

In order to maintain a persistent identifier, a DOI applocanormally provides more value

than simply registering a DOI, by offering an added value service such as citation linking or
metadata management. RAs operate as independent businesses on the basis of these
added-value services and unique selling protioss they bring to offer to the market. In

order to provide some coherence of DOI services, applications to become an RA are as-
sessed in the context of likely business implications. Where there is an overlap of the ex-
pected market or services of RAs, eadlhbe informed of the potential for overlap or com-
petition and invited to address the problem in such a way as to encourage uptake of the
DOI System as a whole whilst ensuring that legitimate business interests are met.

2.2.4 RA AGREEMENT

Registration Agencies (RA) enter into an agreement with the DOI Foundation. A copy of this
generic agreement is available on the DOI web site RFeAgreement).

6 https://www.doi.org/resources/Master -DOI-FoundatiorAgreement.pdf
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The RA agreement covers a number of areas including:
1. Rights granted to the RA:

o

appointment as an RA having the authority to assign DOl names as part of the
DOI Systernusing the DOI prefix or prefixes that have been assigned to RA by the
DOI Foundation

o nonexclusive right and license to use DOI trademarks

0 sublicenses to exercise all rights in the implementation technologies (such as the

Handle System) required for théfiilment of RA's rights and obligations as an RA
under the DOI System

2. Obligations of the RA:

o

o
o
o

remain a fully paid member of the DOI Foundation, including adherence to all
DOl agreements and policies

provide registration services and infrastructure
adopt procedures to assure quality
respect rights of other RAs

3. Obligations of the DOI Foundation:

0]
o
0]

maintain the DOI System, infrastructure and documentation
cooperate with RAs in setting policies and fees regarding RAs
participate in ISO and other relevastandardssetting bodies

4. Rights and intellectual property:

o

The DOI Foundation has the exclusive right to appoint RAs and to be the Registra-
tion Authority of ISO 26324.

o Trademarks remain the property of DOl Foundation and are licensed to RAs.
0 RAs may assepatent or other proprietary rights in the RA services, but must com-

ply with the DOI Patent and Trademark Policies.

In the event of the DOI Foundation ceasing to be the Registration Authority of ISO
26324, continuity must be ensured.

5. Change procedures, weanties, indemnities, and liability
6. Termination procedures, including:

o

2.2.5

considerations in the event of an RA leaving the DOI Foundation (for example, the
transfer of registered DOl names to a successor)

considerations in the event of the DOI Foundationgbenable to continue (for
example, the orderly transition of the responsibilities of the DOI Foundation to a
successor)

PROCESS OF BECOMING A REGISTRATION AGENCY

To become a Registrati Agency (RA), an organization must:

1. become a General Member of the DOI Foundation
Organizations interested in becoming a General Member of the DOI Foundation with a

DOI Handbook

37



view to developing an RA application are encouraged to contact thé&aidation for
an exploratory discussion. See also the detailed DOl membership inform&iarbin

2. have nade a successful application to the DOI Board to be appointed as an RA
All appointments as an RA are made at the discretion of the Board of the Foundation. It is
unlikely that an application simply to register DOl names without offering additional ser-
vicesutilising these registered DOI names will be acceptable or successful. Potential ap-
plicants are strongly encouraged to review one or more of the existing RAs for examples
of services and operations. See a?sd.2.

3. sign an RA Agreement with the DOI Foundatsee2.2.4

2.2.6 FEE STRUCTURE FOR REGISTRATION AGENCIES

The DOI System is a costovery system. ISO Council resolution 17/2012 "approves that
fees can be charged onastrecovery basis by the DOI Foundation in the operation of the
Registration Authority for ISO 26324". The cost of common DOI infrastructure (managed
by the DOI Foundation on behalf of all Registration Agencies) is met by a charge made to
each Registradtn Agency, whilst allowing each Registration Agency to adopt individual
commercial models incorporating DOl name registration for their services.

2.2.7 REGISTRANT ROLES AND DUTIES

A registrant can be any indiwidl or organization who wishes to uniquely identify entities
using the DOI System.

A registrant:

1 registers DOI names with a Registration Agency (RA)
If a registrant has multiple types of content or application requirements, it may choose to
use several RA® provide services.

1 ensures appropriate content management of their own material (maintenance of URLs
and data), either directly or by contract (for example, with the RA)

1 has an agreed relationship as a customer or client of an RA
9 does not need to be aamber of the DOI Foundation

2.3 DOI SYSTEM GOVERNING POLICIES

This section introduces the policies governing the DOI System.

2.3.1 POLICY FORMULATION PROCESS

Policies are developed within the context of the DOI FoundatiohésvByand Charter.
Within this scope, formal agreements are in place between the DOI Foundation and its part-
ners. Individual policies are then defined consistent with these agreements.

Poicy development takes place through discussion at regular strategy and members meet-
ings of the DOI Foundation, and sometimes through working groups tasked with reviewing
specific areas. All proposed changes in the Core Specification or policies wilseetpde

initially to the RA Working Group (RAWG) for discussion and approval under such quorum
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and voting procedures as may be agreed by the RAWG members. Changes approved by
the RAWG must then be approved by the DOI Foundation's Board.

2.3.2 LIST

OF FORMAL D@OCUMENTS

The table below lists the approved policies and agreements governing the DOI System.

Policies are binding on all members of the DOI Foundation

Formal DOI documents

Formal
document

Description

See

Antitrust policy

The DOI Foundation conducts their operations in strict comy
with the antitrust laws, regulaticarsd guidelines of all jurisdic-
tions where the Foundation conducts meetings, programs, o
tivities.

Antitrust Policy

Conflict of interes
policy

This policy protects the interests of the DOI Foundation whe
contemplating entering into a transaction or arrangement thg
might benefit the private interest of a Director or Officer of th
Foundation.

Conflict of Inter-
est Policy

Trademark policy

Guidelines for use of the trademarks which the International
Foundation owns. D®| DOIX®, DOI.OR@®and shortDO®are
registered trademarks of the International ®Bdundation.

Trademark Pol-

icy

Patent policy

Procedures relating to patent rights andwasaamong Registra-
tion Agencies (RA): to enable the DOI System to be availabl
all who want to use it on equal terms; to preserve and proteq
collective investment in the DOI System and standard; and t
low RAs to develop addedhlue services an@ditures. The DOI
Foundation does not itself hold any patent rights in the DOI
tem.

RA Patent Pol-
icy*

Data policy

This policy concerm®nfidentiality of data such as usage stati
and information about individual DOI name resolution, for th
DOI Foundation and the Registration Agencies.

Data Policy

RA collaboration
policy

General requirements and procedures for resolving conflicts
tween Registration Agencies and encouraging collaboration
the benefit of the DOI community.

Collaboration

Policy?

DOI Proxy imple-
mentation policy

Requirements for support and functionality of proxy servers
Registratiorgencies, including those running instances of th
DOI Proxy Server and their own local proxies, and support f

the Default Proxy and the functionality of the Default Proxy.

Proxy Policies

7 https://www.d oi.org/resources/Antitrust_Policy.pdf

18 https://www.doi.org/resources/Conflict_of_Interest_Policy.pdf

% https://www.doi.org/resources/130718 -trademarkpolicy.pdf

20 https://www.doi.org/resources/RAPatentPolicy.pdf

2t https://www.doi.org/resources/IDF_DataPdicyv3.pdf

22 https://www.doi.org/resources/IDF_RA_CollaborationPolicyv3.pdf
% https://www.doi.org/resources/proxy_policies.html
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Core specificatio

A technical specification relating to the description of the DG
System covered in the DOI Foundation's Registration Agend
Agreement.

DOI Core Speci
ficatior?*

Suspension and
termination of an
RA

This document outlines procedures for dealing with DOI nan
the event of suspension or termination of an RA.

RA Suspension
and Termination
Procedures

General Member
Agreement

This agreement governs the terms and conditions under whi
General Member of the D®oundation agrees to participate i
the DOI Foundation and use the DOI System.

General Mem-
ber Agreemernit

Registration

Thisagreement governs the relationship between a Registrat

RA Agreement

formation and
documentatiorme
Digital object
identifier system

tional components of the digital object identifier system, and
general principles for the creation, registration and administt
of DOI names.

Agency Agree- |Agency (RA) and the DOI Foundation. The RA agreement p
ment vides equal terms to each RA, unless specific waivers or ex(
tions have been agreed to meet the needs of a specific com
nity.
ISO 26324: In- [I1SO 26324 specifies the syntax, description and resolution f( 1.8.1

2 https://www.doi.org/resources/DOICoreSpecificationvl.pdf

% https://www.doi.org/resources/RA_Termination.pdf

% https://www.doi.org/resources/GeneralMemberAgreement.pdf
27 https://www.doi.org/resources/160101RA_Agreement.pdf
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Chapter 3

DOI

This chapter defines the syntax for a DOl name. It also explains the DOl name assignment
principles and how other identifier schemes can be integratecheni»Ql system.

For information about the definition of prefix allocation and suffix naming policies, see
Chapter 8
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3.1 ASSIGNMENT PRINCIPLES OF THE DOl NAME

The followingrinciples for assigning DOl names apply:

1 A DOI name can be assigned to any object whenever there is a functional need to distin-
guish it from other objects.
DOl names can be assigned at any desired degree of precision and granularity that a
Registration Agncy deems to be appropriate based on the needs of their community.

1 Each DOI name shall specify one and only one referent in the DOl System.

1 The assignment of a DOl name requires that the registrant provide metadata describing
the object to which the D@ame is being assigned. The metadata shall describe the ob-
ject to the degree that is necessary to distinguish it as a separate entity within the DOI
System.

1 No time limit for the existence of a DOl name shall be assumed in any assignment (see
1.9).

1 A DOI name shall not be used as a replacement for other ISO identifier schemes.

Whilea referent can be specified by more than one DOI name, it is usually recommended
that each referent has only one DOI name. But depending on the DOI application, there may be
legitimate reasons to assign multiple DOIs to the same referent

3.2 SYNTAX OF THE DIKNAME
The syntax of the DOI name is standardized as part of ISO 26324.

3.2.1 GENERAL CHARACTERISTICS OF THE DOI SYNTAX

The DOI syntax shall be made up of a DOI prefix and a DOI suffacated by a forward
slash.

There is no defined limit on the length of the DOI name, or of the DOI prefix or DOI suffix.

The DOI name is casesensitive and can incorporate any printable characters from the le-
gal graphic characters of Unicode. Furtherstoaints on character use (for example, use

of languagespecific alphanumeric characters) can be defined for an application by the ISO
26324 Registration Authority.

The exact definition of cagesensitivity is expected to be clarified in an upcoreiigion
of the International Standard.

The DOI name is an opaque string for the purposes of the DOI system. No definitive infor-
mation may be inferred from the specific character string of a DOl name. In particular, the
inclusion in a DOI name of any isgant code allocated to a specific registrant does not
provide evidence of the ownership of rights or current management responsibility of any in-
tellectual property in the referent. Such information may be asserted in the associated
metadata.
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3.2.2 DOl PREFIX

The DOI prefix refers to thiEOl namespace (a namespace is allocated to a given service

provider): sed.7.4.

The DOI prefix is <directorylndicator>.<registrantCode>.

The following rules apply:

1 The directory indicator can contain only numeric values. The directory indicator is usually
10 but other indicators may be designated as compliant bip@leFoundation.

1 The registrant code can contain only numeric values and one or several full stops which
are used to subdivide the code. For example: 10.1000, 10.500.100, etc.
If the directory indicator is 10 then a registrant code is mandatory

3.2.3 DOI SUFFIX

Each suffix shall be unique to the prefix element that precedes it. The unique suffix can be a
sequential number, or it might incorporate an identifier generated from or based on an-
other system used by the registrant (for example, ISAN, ISBN, ISRC, ISSN, ISTC, ISNI; in
such cases, a preferred construction for such a suffix can be specified, as in Example 2). No
length limit is set to the suffix by the DOI System.

See als®.3.

EXAMPLES

1 Example 1
10.1000/123456: DOI name with the DOI prefix "10.1000" and the DOI suffix
"123456"

1 Example 2
10.1038/ issn.14764687: DOI suffix using an ISSN
To construct a DOI suffix using an ISSN, precede the ISSN (including the hyphen
the lowercase letters "issn" and a period, as in this hypothetical example of a DO
for the electronic version of the scienjournal Nature.

3.2.4 CHARACTER SET SUPPORTED IN THE DOl NAME

DOl Names may incorporate any printable characters from the Universal Character Set
(UCS) of ISO/IEC 10646, which is the character set defingdJnicode. The Handle Sys-

tem at its core uses UBFwhich is a Unicode implementation and so in its pure form has no
character set constraints at all: any character can be sent to, stored in, and retrieved from a
Handle server.

The character set encoagses most characters used in every major language written today
(see alsdl0.2.1).

Somecharacters should be avoided: 4.

3.2.5 CASE INSENSITIVITY OF THE DOI NAME

DOI names are case insensitive, using ASCII case folding for comparison of text. (Case in-
sensitivity for DOl names applies only to ASCII characters. DOl names which differ in the
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case of noPASCII Unicode characters may be different identiji@&&123/ABC is identi-

cal to 10.123/AbC. All DOI names are converted to upper case upon registration, which is
a common practice for making any kind of service case insensitive. The same is true with
resolution. If a DOl name were registered as 10.123/ABisn 10.123/abc will resolve

it and an attempt to register 10.123/AbC would be rejected with the error message that
this DOI name already existed.

Although from a character encoding viewpoint suffixes are case sensitive, for example
10.123/ABC is differert from 10.123/AbC and the two could be distinguished as different
identifiers, the DOI Foundation decided to remove case sensitivity, after a detailed review
of the consequences. The Handle System is configurable by service so as to be either case
sensitie or case insensitive and therefore allows this. This restriction has been implemented
from an early stage, and Registration Agencies have not introduced any cases of two DOI
names distinguishable only by ASCII case resolving to the same thing.

The advantges of case sensitivity (librarian and publisher practice, human readability and
expectations) were outweighed by considerations of data integrity. Case sensitivity practice
across Internet applications varies: DNS is not, the rest of URLs are excepteothet

aren't (this depends on the server), Unix vs PC/Mac file names (Microsoft Windows in gen-
eral is not cassensitive, Unix operating systems are always case sensitive), markup lan-
guage tags, etc. can all cause unexpected problems and one canmantgmthat any

particular piece of software will respect case sensitivity and not conflate two DOI names in-
tended to be different. Some search engines and directories are partially case sensitive. Dif-
ferent web browsers may differ in case sensitive ran{iieb browser developers have
advised that "authors should not rely on easeasitivity as a way of creating distinct identi-
fiers, unless they are designing solely for a truly standeasdgpliant browser").

This argued in favor of case insensitivity dgp¢ine safer, and more robust, option for future
evolution and development of the DOI System.

3.2.6 CONSIDERATIONS ABOUT THE USE OF CHECK DIGITS IN DOI
NAMES

A DOI name is an opaque string. The DOlk&wysdoes not itself make use of check digits.
This is deliberate, for a number of reasons:

1 ability to include an existing identifier string as a prefix in a DOI without any alteration:
some common strings like ISO identifiers already have a diggtkn them which act as
aids to readability or keyboard data entry in the absence of any automated protocol cor-
rection;

1 performance considerations if a check sum is calculated at each resolution;

1 identifier schemes such as URL have no check digit: the underlying TCP/IP protocol they
use has an errecorrection component. This aids creation and use.

However, other applicatns may make use of check digits, so a checksum digit may be in-

serted into a DOI name if it would be useful for some other application. Use of checksums in

a particular DOI System application can be introduced as a rule of that application by the

Registrabn Agency concerned. An example is the EIDR application, where the check char-
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acter is computed only over the DOI suffix. It does not include the prefix because if the pre-
fix is wrong, it is highly probable that the DOI name will go to an incorrect ieadys-

tem anyway. The EIDR registry separately validates the prefix of any DOl name sent
through its API.

3.3 PRESENTATION FORMATS OF A DOI NAME

A DOI name should be preceded by a lowercase "doi:" unlessotitext clearly indicates

that a DOI name is implied. The "doi:" label is not part of the DOl name value. For exam-
ple, the DOI name "10.1006/jmbi.1998.2354" is displayed and printed as
"doi:10.1006/jmbi.1998.2354". This representation complies with thatax f the IETF
specification, RFC 3986, for a representation as a URI (Uniform Resource ldentifier), in the
same way as "ftp:" and "http:".

In a print version, to let the readers know that the DOI name is actionable, Registration
Agencies may elect toipt the DOI Proxy URL form (ské&.1). It is then advantageous to

use some convention of showing both the plain DOI name and a way to resolve it online (a
shorthand way of saying "the DOI name for this article is 10.1002/prot.999 and current
information may be found ahe web through https://doi.org/10.1002/prot.999" or
"...available via https://doi.org/...").

If the URL form of a DOI name is represented by a button on a web page, the web browser
will normally display the full DOl name when the cursor is meeedhe button.

3.3.1 SPECIFIC PRESENTATION FORMATS OF A DOI NAME

Specific representations may be agreed to meet special technical requirements. For exam-
ple, the joint ANSI / Society of Cable and Telecommunications Engineers standard "Digital
Program Insertion2ing Message for Cable" (SCTE 35:2013) defines (among other
things) the standard method for cable TV systems to include EIDR DOI rAaameswith
the programs being broadcast. It uses a compact lossless EIDR representation rather than
the full ASCII DOstring. This also makes use of the resolvability of DOI names, suggesting
that IDs so carried can be resolved via anafttband mechanism to collect more data.

DOI names may also be presented in a shortened version via the shortDOI serfice: see

3.4 CONSTRAINTS ON DOI NAME SYNTAX IN SPECIFIC CON-
TEXTS

If the DOI name is used in specific application contexts then there megubements or
restrictions on the use of particular characters:

1 When presented as above as an URL (Uniform Resource Locator) with the web proxy ad-
dress prepended, some characters must be percent encoded (for example, # must be en-
coded because this charr is used in a URL to indicate the beginning of a URL frag-
ment).

1 Characters which cannot be handled directly in a specific network or reference context,
or where ambiguity can arise (for example, minus sign, the hyphen, and-tleskerall
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look similaron the screen but carry different character values) should be avoided or en-
coded in an appropriate way (for example, for URLs: should be converted-® &ntF
then hexencoded).

The Unicode Standard imposes additional constraints on implementati®@gI&C
10646:2020, the Universal multiptectet coded character set (usually referred to as the
Universal Character Set, UCS). S&r@code® for more information.

3.5 INTEGRATION OPOTHER IDENTIFIER SCHEMES

A DOI name shall not be used as a replacement for other identifier schemes such as ISAN,
ISBN, ISRC, ISSN, ISTC, ISNI and other commonly recognized identifiers, but when used
with them it can enhantlee identification functionality provided by those systems with ad-
ditional DOI System functionality, and thus, provide interoperability with existing identifier
schemes.

This section explains the different ways other identifier schemes can be intégrabeale

considerations about identifier interoperability, tdentifier Interoperability factshéebn
the DOI web site.

3.5.1 SPECIFICATION OF ANOTHER IDENTIFIER IN THE DOI
METADATA

The existence of other existing identifier(s) for a referent is incorporated into the DOI
Metadata Kernel Declaration.

With thisrequirement, an existing legacy scheme can be used by any automated processes
which pick up structured metadata from a DOI System service, using the DOI Kernel decla-
ration of this referent.

3.5.2 INCORPORATION OF AN EXISTING IDENTIFIER INTO A DOI
NAME

An existing identifier scheme can be included in the DOI syntax.

PURPOSES

DOI names can incorporate established identifiers (like ISBN, ISAN, ISWC, PIl, or a
prietary identifier) to allow integration with existBygtems. Use of DOI name allows re
interoperability with existing abstraction identifiers, with associated manifestation id
ers and other metadata; with rights metadata; and builds on what is practical in eac!
tor.

CONSIDERATIONS TO BE TAKENIIDN ACCOUNT

Where syntax rules permit the incorporation of an existing identifier from another sc
as part of the DOI name, such rules do not form part of ISO 26324 but are documen

2 https://home.unicode.org
2 https://www.doi.org/factsheets/lIdentifier_Interoper.html
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separately by the registration authority. In such cases, attentioaws to the following
points.

1 The same referent shall be denoted by both the DOl name and the included ident
string, to the degree that is necessary to distinguish it as a separate entity within
identifier scheme.

1 Within the DOI System itsellie DOl name is an opaque string. No definitive infor-
mation relating to the other identifier scheme should be inferred from the specific
ter string used for a DOl name, and the DOI name is not guaranteed to be usable
non-DOI applications desited for the other identifier scheme.

1 Specific syntaxules for the incorporation of an existing identifier from another sch
shall be maintained by the ISO 26324 Registration Authority.

EXAMPLES

Examples 1 and 2 show the incorporation of an ISBN an@&38n into a DOI name. Othe
agreed syntaxes for integration are also possible. Example 3 shows that the DOI na
not a replacement for the other identifier scheme.

1 Example 1
10.978.86123/45678 shows a possible incorporation of an ISBN (8@123-4567 -
8) into a DOI prefix and suffix.

1 Example 2
10.1038/issn.1476 -4687 shows a DOI suffix using an ISSN.

1 Example 3
10.97812345/99990 is a DOI name. It cannot be validly submitted to an ISBN-po
of-sale ordering system, or converted to a GS1 bar code for use as an ISBN bar ¢
does not conform to the ISBN syntax.
978-12345-99990 is an ISBN. It cannot be validly submitted to a 2&dblution ser-
vice; it does not conform to the DOI syntax.
However both identifier strings hathee same referent.

3.5.3 LINKAGE OF DOl NAMES TO ANOTHER REGISTRY

A business relationship can be builtdaoilitate the inclusion of another identifier scheme in
the DOI syntax, by collaboration between the DOI Foundation and the relevant registry.
Where such collaboration is agreed, new potential may be unlocked: theASpplica-

tion is an example of thenkage of DOI names to an existing registry. For more infor-
mation, seeDOI System and the ISBN System

3.5.4 COMPLEMENTATION OF OTHER IDENTIFIER SERVICES

The DOI Sgtem functionality can be offered to complement other identifier services which
are available through other parties, for example, for the resolution of identifiers in a vari-
ety of contexts. Services using an identifier can be offered by multiple proRidlersof

%0 https//www.doi.org/the -identifier/resources/factsheets/doisystemand-the-isbn-system
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certain identifier systems can necessitate the use of only specified preferred service provid-
ers; in such cases, the application of the identifier shall follow the rules of the relevant reg-
istration authority. Each registration authority fordantifier scheme retains autonomy in
determining rules for usage within its own scheme or community. The DOI Foundation main-
tains current information on agreed specific mechanisms for use with other identifier
schemes.
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Chapter 4

DOI

This chapter explasnthe basis for one of the main technical components of the DOI System,
the DOI data model, and its ability to ensure interoperability of DOl name metadata as-
signed through metadata schemes.

In This Chapter

4.1 INtroduction t0 DOI MetAG@ALA .. .....vuieiiie et e 50
4.2 MetadataRequirements According to 1SO 26324........c.ouiiniiiiiiiniim e 50
4.3 DOI Data MOUEI ..ceiiiieii et ettt 51
4.4 Metadata INteroperability . ... ..o e 55
4.5  Automated Integration of Metadata...........oo.veiiiiiiiiii e 57
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4.1 INTRODUCTION TO DOl METADATA

Without metadata, an identifier is of very little value. Metadata, which may be defined in
this context as information about an identified referent, provides human beings or machines
with the data they need to enable them to make use of that identieeeinteMetadata

may include names, identifiers, descriptions, types, classifications, locations, times, meas-
urements, relationships and any other kind of information related to a referent.

There are two ways in which every Registration Agency (RA) is tmdedl with
metadata as illustrated below:

1 An RA will gather input metadata from referent providers (typically, descriptions of the
referents and associated rights and policies).

1 An RA will need to provide some level of output or service metadata torsDip sys-
tem services.

Registration Agency (RA)
/'“\' -
' -lf 1-._"
Inout f_,n'f A Metadata
_met: data II;’ ; > EegistrFlﬁnn —»
e \ Service
Registrant | |
] i Metadata
[ Internet | deposit
Servi "\ r,-*JI Content
ervice | | Renderi
metadata | | ;n enng 1« -
|— | \_4\ ) ervice . :
Service user vy $

Input and service metadata

Input metadata will provide some, but not necessarily all, of the service metadata.
In some cases, a metadata declaration will itself be a complete DOI System service.

4.2 METADATAREQUIREMENTS ACCORDING TO ISO 26324

This section describes the requirements on DOI metadata specified in ISO 26324.

4.2.1 GENERAL REQUIREMENTS ON METADATA

According to ISO 26324, the referent shall be described unambgjy@nd precisely by

DOl metadata, based on a structured data model that enables the referent of a DOI name
to be associated with metadata of any desired degree of precision and granularity to sup-
port identification, description and services associatddavieferent. This is designed to

do the following:

1 promote interoperability within networks of DOI users by enabling independent systems
to exchange information and initiate actions from each other in transactions involving
DOI names
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Since DOI namesan be assigned to any type of object, such interoperability can be
across different types of content (for example, audiovisual, music and text).

1 ensure minimum standards of quality of administration of DOl names by registrants, and
facilitate the adminisation of the DOI system as a whole

4.2.2 REQUIREMENTS ON METADATA FUNCTIONS
According to ISO 26324, DOI metadata should support the following functions:

1 generic mechanism for handling complex metadata for all different types of intellectual
property
For exampleinstead of treating sound carriers, books, videos, and photographs as fun-
damentally different things with different (if similar) characteristics, they are all recog-
nized as creations with different values of the same highel attributes, whose
metadda can be supported in a common environment.

1 interoperability of metadata across applications, with reference to:

o media (for example, books, serials, audio, audiovisual, software, abstract works, vis-

ual material)
o functions (for examplesataloguing, discovery, workflow, and rights management)
o levels of metadata (from simple to complex)
0 semantic barriers
o linguistic barriers

i functional granularity, making it possible to identify an object whenever it needs to be
distinguished

4.2.3 REQUIREMENTSMMETADATA REGISTRATION

According to ISO 26324, metadata describing and identifying the referent to which the
DOI name is being assigned shall be recorded promptly and accurately. In addition:

1 Data elements and allowed values used in DOl metadata deolasathall be placed in
a repository (data dictionary) to facilitate interoperability across selected existing
schemes.

1 The metadata shall meet the minimum requirements of the DOI Kernel Metadata Declara-
tion.

4.3 DOI DATA MODEL

The DOI data model consists of a policy and various tools. It can be extended to meet the
needs of the Registration Agencies.

4.3.1 DOI DATA MODEL POLICY

DOI metadata model policy is concerned with the internal management and exchange of
metadata between Registration Agencies (RA) within the RA network, and is designed to:

1 promote interoperability within the network of DOI system users
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1 ensure nMimum standards of quality of administration of DOl names by RAs and facili-
tate the administration of the DOI System as a whole

POLICY ON DOl METADATA DECLARATION

A metadata declaration must be made for every entity identified with a DOl name accord-
ing to the following principles:

1 The declaration must contain a minimum set of mandatory metadata which is defined
through the DOI Kerhé&chema. This schema is designed to be as limited in scope as
possible, and it is applicable to any entity identifiable by the DOI System.

1 Additional metadata can be declared. They should be based on an agreed metadata ex-
change schema if metadaitateroperability is required with other Registration Agencies
(RA).

1 All declared DOI metadata is based on an underlying ontology through the DOI Kernel
Schema which specifies all data elements and allowed values.

DOl data model policy places no restriogoon the form and content of input and service
metadata declarations of a Registration Agency (RA), except insofar as input metadata
must support the minimum requirements implicit in the DOI Kernel. RAs may specify their
own metadata schemes and messag@esise any existing schemes in whole or part for

their input and service metadata declarations.

POLICY ON DOI NAME ADMINISTRATION

The second aim of DOI data model policy is to ensure minimum standards of quality of ad-
ministration of DOl names by Registration Agencies (RA), and facilitate the administration
of the DOI System as a whole. This aim may also be seen as supportirsg & ff in-
teroperability, but it specifically addresses the need to ensure that a prospective RA is com-
petent to issue DOI names responsibly and that ambiguous DOl names do not enter the net-
work.

The policy provides a simple test of an RA's competrecability to make a DOI Kernel
Declaration, which requires that the RA has an internal system which can support the unam-
biguous allocation of a DOl name, and is fundamentally sound enough to support interop-
erability within the network. In addition, thelipy requires that RAs maintain a record of

the date of allocation of a DOl name, and the identity of the registrant on whose behalf the
DOI name was allocated.

The DOI data model policy also exists to support the future development of mechanisms for
facilitating the administration of the DOI System as a whole. This might be done, for exam-
ple, through the use of terms registered in the DOI Kernel Schema as types, to classify DOI
names, or services.

4.3.2 DOI KERNEL METADATA

The assignment of a DOI name requires that the registrant provide metadata describing the
object to which the DOI name is being assigned. At minimum, this metadata shall consist of
a DOI Kernel Metadata Declaration.

The DOI Kernel is specified through the DOI Kernel Schema (seel0.1).
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BASIC INFORMATION CONTAINED IN THE DOI KERNEL

The DOI Kernel Metadata Declaration should answer basic questions such as:
What is the DOl name assigned to the referent?

Is the referent commonly referenced with another identifier?

What is the referent usually calfed

What is the primary type of the referent (examples: creation, party, event)?

What is the structural type of the referent (for example, for a creation: physical, digital,
performance, abstraction)?

It answers other questions about the refedepending on the primary type of the referent,
and the following administrative questions:

1 Which Registration Agency issued this DOl name?

= =/ = =4 A

1 When was the declaration issued?
1 Which Kernel version is it?

The data elements of the Kernel are specified by thekKBel Schema (sel®.1 for more
information).

NOTE Registratiogencies can add new values to open lists of allowed values of the DOI Kernel:
see4.3.6.

PURPO& OF THE DOI KERNEL

The purpose of the DOI Kernel is to allow:

1 recognition
Recognition in this context means that the Kernel metadata should be sufficient to show
clearly what kind of thing which is the DOI referent (by various classifications), and al-
low a user to identify with reasonable accuracy the particular thing (by various names,
identifiers and relationships). These two are complementary, for it is possible to know
that something is (for example) a movie or a DVD without knowing that it is "Casa-
blanca", and vice versa. Recognition is required for the discovery of referents, and also
to provide information to a user when a referent is discovered, whether by intent or acci-
dent. The user of metadata may be a person or a machine. The structureeohéhéskK
often but not always sufficient to provide a unique description of a referent (disambigua-
tion), and further specialized metadata elements may be required in some cases. A
unique description can in fact always be achieved by adding additionaiptesztext
to a referent, but this is not a satisfactory way if the additional text is being used in place
of a formal classification, measurement, identifier, time or other structured contextual
metadata, as it undermines the second goal of interopésabil

1 interoperability
Interoperabilityin this context means that Kernel metadata from different DOI Registra-
tion Agencies may be combined or queried by the same software without requiring se-
mantic mapping or transformation. Interoperability is achieved when data elements or
their values areammon to diverse metadata schemas. The Kernel provides this directly
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by mandating a common set of core elements and classifications, but this of course sup-
ports only limited interoperability.

4.3.3 ADDITIONAL METADATA

Additional metadata can be declared. They should be based on an agreed metadata ex-
change schema if metadata interoperability is required with other Registration Agencies
(RA). XML, RDF or JSON schemas maydas.

The DOI Kernel Schema specifies all data elements and allowed valuemefatata ex-
change schemas (sk@.1).

4.3.4 DATA DICTIONARY

A data dictionary specifies the data elements and allowed values of all declared DOI
metadata. This data dictionary is defined through the DOI Kernel Schenmi® (Eee

Terms will be added to the dictionary at the request of any Registration Agency (RA): see
4.3.6.

Users need not understand the underlying concepts and construction of the data dictionary
in order to make use of it. Key features of the dictionary are:

The dctionary is extensible to whatever level of detail and granularity is required.
The dictionary is neutral as to business model.

The dictionary is independent of any implementation technology.

The dictionary allows use of any existing metadateeme.

Multiple, different, specialized views can be made available.

=2 = A A4 -4 A

Local terms can be included.
An RA can add all their own local data elements and names into the ontology, and use
only those terms they need.

1 The dictionary can include different ternosnf different internal systems and map them
together.

1 The dictionary incorporates external and standard schemes such ISO territory, currency
and language codes, and sector specific external schemes, allowing them to be treated
seamlessly alongside localnes.

1 Any public terms are accessible to all RAs.

The data dictionary was previously specified through the DOI Data Dictionary file which is
no longer actively updated. The last update of the DOI Data Dictionary was in 2015 and can be
found on thédOI web sité&.

4.3.5 UNDERLYING ONTOLOGY
As described idi.4, the DOI data model is based on the INDECS framework.

3t https://www.doi.org/resources/DO1%20Data%20Dictionary%20201503-23.pdf
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The ontology logical data model, providing a consistent and logical world view, differs

from the traditional taxonomic approach to knowledge representation in that it does not fol-
low a rigid parent/child hierarchical structure. Terms may inherit meamingrfrore than

one parent and a more complex relationship may be maintained. An interoperable data
dictionary contains terms from different computerized systems or metadata schemes, and
shows the relationships they have with one another in a formal wayusirative graphic

of the high level concept model is provided on the DOI webDzata Model Underlying
Ontology??) and further documentatn is available. Please consult the DOl Foundation for
further information.

4.3.6 DATA MODEL EXTENSION AND MAINTENANCE
Registration Agencies can request:

1 the addition of new terms to the DKernel Schema, or the publication of additional
metadata schemas

1 the addition of new values to open lists of values of the DOI Kernel Schema

Authority to make changes in the existing DOI schemas lies with the Schema Working
Group. A fundamental role ohe DOI Foundation is to provide assurance to users that the
changes have been peeeviewed, tested in practical implementations, and are based on
sound principles.

For more information, seke4.

4.4 METADATA INTEROPERABILITY

The first aim of DOI data model policy is to promote interoperability within the network of
DOI name users. It does thisgrpviding ways of achieving semantic compatibility between
different Registration Agencies.

4.4.1 MOTIVATIONS FOR INTEROPERABILITY

Standardization of any kind is driven by a need for interoperability. If a Registration

Agency (RA) is issuing DOI names for refiés for use within a private domain where that

RA is able to command all aspects of metadata gathering and output, then it has no need
for standardization or conformance with DOI data model obligations. The RA will lay out its
schemas and declarations, dirts providers and users should conform to them. Such a situ-
ation is described as restricted use of the DOI System, and applies typically where an or-
ganization becomes an RA for the specific purpose of issuing DOl names for use only within
its own privaterganization.

However, such isolation is unusual. Normally, when a DOI name is issued to a referent, one
fundamental assumption may be made about interoperability: the RA or the referent pro-
vider may wish (now or in the future) that the DOl name showddaable for use in ser-

vices provided by other RAs. For example, where several RAs are issuing DOI names to

32 https://www.doi.org/resources/DataModelUnderlyingOntology.pdf
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journal articles from different publishers, it is likely that some RAs and publishers will want
their DOl names to be included in journallatedservices supported by other RAs.

In a similar way, many RAs will want DOI names issued by other RAs to be available for in-
clusion in services they themselves are providing. Such interoperability is one of the princi-
pal benefits of the DOI System.

As the RAetwork grows, such requirements are emerging, and where specific opportuni-
ties do not yet exist they are anticipated. In such circumstances neither the RA nor the refer-
ent provider wishes to issue a second DOI name for the referent, nor to providgpand ca

ture the input metadata all over again from its source.

4.4.2 ACHIEVEMENT OF INTEROPERABILITY

Any DOI name which is intended for interoperabdétthat is, which has the possibility of

use in services outside of the direct control of the issuingi®Rsubjetto DOI metadata

policy:

1 The DOI Kernel Metadata ensures that the minimum set of metadata held by different RAs
IS consistent.

1 The interchange provisions of the additional metadata exchange schemas and of the data
dictionary ensure that an efficient andensible means of interchange exists for trans-
porting metadata between RAs (and in future other service providers).

The figure below shows how interoperability is achieved when the content rendering service
of an RA (RA1) processes DOI names managed bthan RA (RA2). In this example, the
content rendering service of RALl receives metadata about a DOl name managed by RAZ2.
To be able to process this metadata, RA1's service uses, in addition to the DOI Kernel
Schema, the metadata exchange schema agreeddmtViRAl and RA2.

RA1 with prefix 10.998

Content DDI Kernel ::':::fu
—® Rendering sd'nemgue
Service RA1 <> RAZ

i

ahol 012

Metadata of

10.999/12345 RA2 with prefix 10.999

RAZ's
Metadata Metadata Are DD'I Kernel additional
Services declaration sJ_bu sed on "'::I:zd:;ﬂ

Achievement of interoperability
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4.5 AUTOMATED INTEGRATION OF METADATA

The DOI Foundation recognizes that the automated integration of metadata is the key to re-
alizing the full potential of the DOI System. This is also the underlying objective of the Se-
mantic Web and Linked Data: that the Web should be seen as a mediumchoread, in-
terlinked and machinprocessable information, as much as, in its current form, a network

of documents presenting the information for human consumption.

The DOI Kernel Metadata and the data dictionary exist to provide a basis of good practice
and a start point for the integration of metadata for different DOI referents. Initiatives such
as Linked Open Data provide further essential infrastructure, but only in technology and
syntax: they do not provide solutions at the level of shared meapmagr{tic alignment)

for the automated integration of different datasets which can allow services from different
RAs and other parties to interact fully without human intervention or a plethoratof one

one "silo" solutions.

The key to this is the develaarhof welstructured metadata schemas and of services
which make use of the semantic mapping capabilities of tools such as the DOI Kernel
Schema. The DOI Foundation will provide support to their RAs where they choese-to co
erate in the development aich services.
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Chapter 5
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This chapter describes the identifier / resolution services included in the DOI System pack-
age.
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5.1 IDENTIFIER / RESOLUTION SERVICES BASED ON THE
HANDLE SYSTEM

The DOI System offers DOI identifier / resolution services through the Handle System which
meetsthe functional requirements defined by ISO 26324.

5.1.1 1S0O 26234 FUNCTIONAL REQUIREMENTS ON THE RESOLU-
TION SYSTEM

According to ISO 26234, the technology deployed to manage the resolution of the DOI
name shall suppothe functions listed below:

1 internet compatible: transmission via the global information system that is logically linked
by a globally unique address space and communications

9 first class naming: identifiers resolved by the system shall have an ideepgndeht of
any other object

1 unique identification: the specification by an identifier string of one and only one referent

1 functional granularity: separate resolution of an object whenever it needs to be distin-
guished

1 data typing: The extensible definitioihconstraints placed upon the interpretation of
certain data entries in a resolution record, such that data values with similar constraints
can be grouped and treated in the same way.

1 multiple resolution: the simultaneous return as output of severd pfecurrent infor-
mation related to the object, in defined typed data structures
Resolution requests should be capable of returning all associated values of current infor-
mation, individual values or all values of one data type.

1 designatedauthority: The administrator of an identifier shall be securely identified and
capable of transfer.

1 appropriate access to resolution records: Changes to a resolution record shall be rec-
orded and shall be capable of providing access to the data on whicdhi@istrator
depends and privacy and confidentiality from those who are not dependent on it.

1 DNS independent but compatible: not reliant on the Domain Name System (DNS), but
capable of working with DNS domain naming and resolution services

1 granularity ofadministration: DOl names can be administered individually or in groups.
1 scalability:

o efficient and infinitely scalable protocol

0 no limitations on absolute number of identifiers assigned or length of identifier string
9 unicode compliant

The regular pdate of the DOI records is crucm@lrhaintain quality services

5.1.2 INTRODUCTION TO THE HANDLE RECORD

With the Handle System, a Handle is resolved to a set of elements called the Handle Record
(the DOI record in case of a DOl name). An element is a typed Rlia@defined types exist

59

DOI Handbook



in the Handle Systeand new types can be added at any time (the proaasadding new
types is under development). For example, a DOl name could resolve to a Java servlet, or
other dynamic mechanism.

An element inside a DOI record may be:
9 alink to a resource: web address, IP address, etc.

1 metadata: description, type, termsc&nditions, ownership, etc. of the entity represented
by the DOI name

1 security information: public key, digital signature, etc.

1 administration information: administrator of the DOI record with permissions
1 state information: entity status, etc.

The followng figure shows a DOI record example.

& v T»;;? ndles 10.1D33£;p£}ys1 170 — O X
. alue
File Tools
) URL: http:iiwww.nature.com/articlesnphys1170
IL'S' “:1 Last Modified: 2021.12.02 08:10:15 CET | Expires in 1 day|  adminorw publico- || index: 1
E Eme s Lalal Ralel |J|':':r"m
in the il Timestamp it Permission Indlex =
Dol Last Modilrew: oo 16:21:44 CEST  EXpuwesw 1 day Jevel cir- wwes: 700050 3
record HS_ADMIN: handle=0.na/10.1038; index=200; [delete hdl,read val,modity val,del val,add val,modify a ®
Last Modified: 2021.12.02 08:10:15 CET Expires in 1 day adminorw publicar-  indesx: 100

DOl record example

An element consists of:
1 an index:unique element identifier inside the DOI record

1 a global and registered type (for example, URL, description, IP address,asldesks,
etc.)

1 a value (data)

1 a permission level: specifies if the value is publicly available or not and if it can be
changed by an authorized administrator

1 atimestamp
1 aTime To Live (TTL): spectims long the element value can be cached before the in-
formation source should again be consulted

Anelement inside a Handle Record can point to one or several Handles or to one or several
elements in the same or in another Handle Record.

5.1.3 HANDLE SYSTEM SERVICE ARCHITECTURE

This section introduces briefly the Handle System services. For more infosmeDdagital
Object Identifier Resolution Protocol ({DRP) Specificatich

% https://www.dona.net/sites/default/ files/2022 -06/DO -IRPV3.0-2022-06-30.pdf
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The Handle System consists of a single distri@ltdzthl Handle Registry (GHR), and un-
limited number of Local Handle Services (LHS):

1 ldentifiers (called Handles) are managed by LHSs. Handles under the same prefix are
managed by the same LHS.
1 The GHR stores the information necessary to locate the LHBsibptor any Handle
in the system.
To resolve a Handle, a Handle System client will first connect to the GHR which will redirect
it to the LHS responsible for the requested Handle.

To understand in more details how the GHR and LHS work, it is netesstgduce first
the prefix Handle concept.

INTRODUCTION TO PREFIX HANDLES (0.NA PREFIX)

Specific Handles are used in the Handle System to represent the prefixes:
1 The Handle of a prefiis in the format "0.NA/<prefix>".

1 The record of a prefix Handle (record returned by Handle resolution) contains admin-
istration data for managing the prefix. For example, 0.NA/10.100 record stores the lo-
cation (service information) of the LHS responséibléhe resolution of DOl names under
10.100 (see alsa prefix handle example in secti@f.6).

GLOBAL HANDLE REGISTRY (GHR)

The GHR is a distributed regystrhose operation is managed collaboratively by the DONA
Foundation and multiple organizations. An organization that is authorized by the DONA
Foundation to participate in the distributed administration of the GHR is referred to as a
Multi-Primary Adminisator (MPA). Each MPA is "credentialed" and allotted a -zhylkom-

iter prefix by the DONA Foundation. It operates its own GHR Service in accordance with
the Foundation procedures, and coordinates it with the other MPAs and DONA on a multi
primary basis.

The DOI Foundation is an MPA and was allotted the prefix 10.

The GHR consists of:

1 the GHR services of the MPAs called MPA GHR Services

{ the GHR Service operated by the DONA Foundation

An MPA GHR Service provides:

9 firstlevel resolution of Handles
The GHR is the first access point for any client requesting a Handle resolution. Based on
the prefix Handles hosted in the GHR, it redirects the client to the Local Handle Service
(LHS) responsible for this Handle.

1 administration for its assigned credahfprefix
The MPA GHR Service allows the creation and maintenance by an authorized administra-
tor of the onedelimiter prefix Handles derived from the credential prefix. All prefix Han-
dles managed in a GHR Service are automatically copied across all ¢éneé&sétR Ser-
vices.
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The GHR stores only the records of zard onedelimiter prefix Handles (up to the limit
of one million). The other prefixes are managed through LHSs.

MPA GHR Service .
MPA GHR Service dential Prafix 11 dei Foundatien
Credential Pre
Credenhul Prefix 86 MFPA GHR Service
Credential Prefix 10

i Global Handle Regist
GHR Servlce €gisiry
Al zero- and one-delimiter prefix z
‘ DZNA Handle Records are automatically \ gl
4 and securely replicated among alf ;
GHR Services MP.A GHR SEWICE
MPA GHR Service Credential Prefix 21
Credential Prefix 22 MPA GHR Service

Credential Prefix 20

Global Handle Registry (GHR)

LOCAL HANDLE SERVICEHS)

An LHS is operated independently by a service provider and is assigned one or several
prefixes.

LHS INSTANCES: HANDLE AND PREFIX

There arédwo types of LHS instances:

1 Handle LHS
A Handle LHS hosts and provides resolution and administration of all Handles un
given prefix.

1 Prefix LHS

A Prefix LHS hosts and provides resolution and administration of prefixes derived
given prefix.

Administration means creation, modification and deletion of the Handle Records. It
administrator permissions. For more informationDégital Objectidentifier Resolution Protc
col (DGIRP) Specificatiéh

3 https://www.dona.net/sites/default/files/2022 -06/DO -IRPV3.0-2022-06-30.pdf
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The same LHS can provide both instancesande responsible for any number of pre-
fixes.

0.NA/10.500.80
0.NA/10.500.50

10.500/65_z81
10.500 /8 4_tégf

dal N7

Figure 13 Thetwo types of Local Handle Service (LHS)

Both these LHSs operate with the same LHS software and are configured the same

SERVICE SITES OF AN LHS

Handle System service components are scalable and extensible to accommodate ar
amount of servicembd. An LHS may consist of multiple service sites, each hosting a |
lica of the Handles managed by the service. A site may be a primary site (it means |
can be used for administrative operations: to create, modify or delete Handle Recor
stordl in its database) or a mirror site (no administrative operation is possible). Eacl
vice site may also consist of a cluster of computers working together, each with a p:
subset of the Handles managed by the service. Having multiple serviag@dssany sin-
gle point of failure and allows load balancing among these service sites. Using mult
servers at any service site distributes the service load into multiple server processe
lows less powerful computers to be utilized for the nanvécs.

Primary service site Mirror service site 1

Server 1 Server 2

Cluster of computers (LHS servers)

Figure 14 Service sites of an LHS

5.2 DOI DIRECTORY

The DOI Directory is a virtual service consisting of Handle System serviée$.89esnd

web proxies located and configured to provide highly reliable resolution, administration,
and backup for all DOI names, regardless of the varying adndtiidrarrangements of

the Registration Agencies (RA). This approach provides the flexibility RAs need to develop
individual business models and meet customer requirements while guaranteeing reliable
overall service.
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The DOI names are stored in Local HargHevices (LHS) which are usually managed by
the DOI technical support service provider but may also be operated by the RA.

NOTE All DOI names must be registered in the DOI Directory.

5.2.1 LOCAL HANDLE SERVICES (LHS) USED IN THE DOI SYSTEM

The DOI Foundation has contractual agreements for provision and persistence of the Han-
dle System with the DOI technical supgerwice provider who:

1 provides technical and operational support for the DOI System

1 usually manages the Local Handle Services used in the DOI System (DOI LHS). A Regis-
tration Agency (RA) can choose to install and use the Handle LHS responsible for their
DOl names (A Prefix LHS will always be managed by the technical support service pro-
vider.).

5.2.2 DOI LHS OPERATED BY A REGISTRATION AGENCY

A Registration Agency (RA) can run the Local Handle Service(s) responsible for the DOI
names of their registrants. This may the best choice for an RA who:

1 wish to have immediate control of busir@sScalinfrastructure components such as DOI
registration

1 plan to implement high performance standards for administration and resolution by
choosing levels of performance appropriate to their application

In this case, the DOI technical support service providerumia mirror service of this LHS

so that they have a copy of the DOl name database managed by the RA. The DOI Founda-
tion requires that RAs be responsible for modification of the configuration of their Handle
servers to allow a secondary server instadlaat the DOI technical support service pro-

vider. In the illustration below, if the RA who was allocated the prefix 10.550 wants to run
their own LHS, then the technical support service provider would run one of the mirror LHSs.

dai 014

0.MA/ 10.500.50

Housed and
operated by CNRI

Housed and
operated by
CHNRI

Yo, -

Figure 15 Handle LHS operated by a Registration Agency
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Choosing the option of running their own LHS will require more technical expertise on the
part of the RA. If an RA is interested in running a DOI LHS it is wise to schedule a technical over-
view meeting wth the staff of thBOI technical support service provid&o set this up or to an-
swer any questions please send email tdthétechnical support service provi@tidorad-
min@doi.org.

5.3 DOI RESOLVERS

To be able to use the core resolution service of the DOI System, a DOI resolver is required.
A DOl resolver is a client of the Handle System.

5.3.1 DOI PROXY

With the HTTPS Proxy Server of the DOI Sy¢iepsy//doi.org ), users can resolve DOI
names from any standard web browser by using the URL syntax. For example, the resolu-
tion ofthe DOI name "10.10.123/456" would be done from the address
https://doi.org/10.123/456.

An earlier proxy addresgttps://dx.doi.org ) is maintained but its use is discouraged.

DOI PROXY SERVICE CHARACTERISTICS

The DOI Proxy is accessible over IPv6, and supports DNSSEC.
The DOI Proxy consists of multiple servers running at multiple locations, with the load dis-
tributed evenly across all servers.

Thecore DOI name resolution service is used bp@eProxybut is not constrained by the
DOI Proxy

DOI PROXY RESOLUTION FUNCTION

The DOI Proxy supports the single and multiple DOI resolution§.4ee
The resolution process is as follows:

1. The DOI Proxy receives an HTTPS or HTTP request from a requester for resolving a DOI
name. The request is in the forima@ps://doi.org/<doi -name>?<parameters>. For more
information, sed 0.3.

2. The DOI Proxy requests the DOI nam®olution from the GH®r retrieves it from its
cache, if the record is in its cache and no authoritative query is @b redirects it
to the responsible DOI LHBefore sending the resolution request, the DOI Proxy de-
codes the percergncoded DOI name if necessary (4€e2.2).

3. The responsible DOI LHS returns the DOI retmotde DOI Proxy.

4. The actions performed by the DOI Proxy depend on the query parameters. Typically:

o If the DOI record contains a 10320/LOC element thea DOl Proxy interprets the
XML code it contains and embeds the resulting URL in an HTTP(S) redirect, and sends
it back to the requester (sbed.2).

o Otherwise, the DOI Proxy redirects the requester to the first URL element it finds in the
DOl record (seé.4.1).
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To speed resolution, the proxy servers cache DOI record values, with the TTL (Time To Live)
set to one hour. This means that if a DOI record value is changed, it can take up to one hour before
the new value is retued. This setting is specific to the current proxy system and different DOI soft-
ware clients could be configured to behave differently. The default Handle Record TTL setting is 24
hours, which is a common TTL for Internet applications. While the orettirayucsrrently holds
for the DOI proxy, it would be best to design various DOI workflows assuming the more conserva-
tive 24 hour period.

DOI PROXY MAINTENANCE COMMITMENT

The DOI technical support service provider and the DOl Foundation are committed to main-
taining the DOI Proxy in perpetuity, as it is an essential component to maintaining the integ-
rity of the millions of instances of DOI ndmased web links. Maintainingéd utility of

those links over time will require maintaining both the core DOI System and the specific
gateway service, doi.org, that those links reference and so use to gain access to the core
DOI System. This, of course, is not at all unique and snjoidter variation on the Internet
theme of layering services on top of one another. doi.org is itself dependent on the Domain
Name System (DNS), which is itself dependent on IP addressing and routing, etc.

5.3.2 CUSTOM DOl RESOLVERS

Additional DOI resolvers can be built and additional methods can be used to access the
core DOI name resolution system without interfering in any way with the ongoing operation
of the DOI Proxy. For more information, §eB.

5.3.3 DOI REST API

The DOI REST API allows programmatic access to DOI name resolution services using
HTTP(S). A REST API request can be made by performing a standard HTTP GET. The API re
turns JSON.

The DOI REST API provides specifications for using the Handie Bystvoids the need
for users to address the Handle System directly and in depth. The API ensures the portability
of any code written to address DOI System services and applications.

For technical details, sd®.4.

In addition to Java, API libraries are available for Python, Perl, and C.

5.4 DOI RESOLUTION FUNCTIONS

This section describes the resolutimttions provided through the DOI System. They are
supported by the DOI Proxy and the DOI REST API.

5.4.1 SINGLE DOI RESOLUTION

The single resolution function of the DOI System consists in returning to the requester the lo-
cation stored as an URL element in the DOI record. With the DOI Proxy, the requester is re-
directed to this URL through an HTTPS request.&é&¢ The process is as follows:

1. A user sends a DOI name resolution request to a DOI resolver.
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2. The DOI resolver sendg@solution request of the DOl name to the GHR. The GHR redi-
rects the resolver to the responsible DOI LHS which returns the DOI record to the re-
solver.

3. The DOI resolver retrieves the first URL element it finds in the list of DOI record elements
and returnghis URL to the requester.

5.4.2 MULTIPLE DOI RESOLUTION

With the multipl®OI resolution, multiple resources in potentially any format can be man-
aged in the DOI record. The multiple resolution is typically used to manage several URLs of
the same referent (sde6.1) or to select a different URL according to various criteria.

To manage multiple resources in the DOI record, an element of the predefined type
10320/LOC is used. This element allows specifying complex rules formatted in RDF/X
which can be interpreted by the DOI resolver to retrieve the resources to be returned to the
resolution requester. For example, a resource may be selected according to the context of
the request (in particular, to the country of the requester). Forinformation, sed.0.5.

The following figure shows a DOI record containing a 10320/LOC element used to retrieve

URL(s). Th&#0320/LOC element could also be stored at prefix level, thus applying to all
DOI names under that prefix.

Defauvlt URL fis refurned by Complex rules interpreted|
DO resolvers which do not by the DOV resolver to
sypport 10320/,10C) refrieve the URL(s)
V Y
T 10320/L0OC
103390 Types_somin DREURL Ve Lo :
479 Valve: .. alue: hiip:/fwww.mdpi.com/ (i <condition1> then <URLT>... 3
S if <condition2> then <URL2> etc.)

Multiple DOI resolution (multiple URLS)
The multiple DOI resolution process is as follows:

1. A requester (user or applicatigprocess) sends an HTTP request to the DOI resolver.

2. The DOI resolver sends a resolution request of the DOI name to the GHR. The GHR redi-
rects the resolver to the responsible DOI LHS which returns the DOI record to the re-
solver.

3. The DOI resolver recognigehe 10320/LOC element. Depending on the HTTP request
features, the DOI resolver may interpret the code it contains and return the interpretation
result (for example, an URL) to the requester; or it may return the raw XML code, or a list
of possible resaees (for example, a list of URLS).

If there are DOI resolvers (other than the DOI Proxy) that do not understand the
10320/LOC type, these resolvers would ignore it and simply apply a single DOI resolution
request.
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5.4.3 PARAMETER PASSING

With the parameter passing feature, information about the context of the request (for exam-
ple, the particular user making the request) can be included in the DOI resaqtiest

sent to the DOI Proxy. Different context expressed in the request may result in different res-
olution results. Changes in context are predictable, and do not require the original creator
of the hyperlink to handcraft different URLs for differertegtm

Two URLs are involved in the parameter passing feature:

1 the referrer URL: URL sent by the requester (referrer) to the DOI Proxy and containing
the DOI name to be resolved and the context information

1 the referent URL: URL registered in the respdz@Veecord (by the referent) and which
may also contain parameters

The DOI Proxy combines the referrer URL with the referent URL to creatdothenduink.
It supports two different methods :

1 urlappend: simple method (see below)
1 OpenURLdeprecated method (see Appendix)

PARAMETER PASSING WITH URLAPPEND

With urlappend, keyalue pairs can be passed to the-bound link by placing them in t
referrer URL as follows:

https://doi.org/<doi - name>?urlappend=%3F<keyl>=<valuel>%26<key2>=<value2>.
The question mark (%3F) or the ampersand (%26) must be used before eacluleey
pair.

For example,

the referrer URL https://doi.org/10.1256/003590?urlap-
pend=%3Fparam1=12345%26param2=6789

is combined with the referent URL https://www.publisher.orgtresce9876
to create the oubound link https://www.publisher.org/re-
source9876?paraml1=12345%26param2=6789

If the referent URL already contains parameters then they may conflict with the urla
values. In the above example, the urlappend should starawidtmpersand character ra
ther than a question mark character.

5.4.4 CONTENT NEGOTIATION

Content negotiation refers to mechanisms defined as a part of HTTP(S) that make it possible
to serve different representations of a resource at the same URL, so that the content render-
ing software can specify which version fits their capabilities the best. In the context of the
DOI System, content negotiation allows making a request that faadenttypes specific

to a particular Registration Agency (RA) but which will also degrade to respond with a

more standard content type for other RAs.

A content negotiated request to a DOI resolver is much like a standard HTTP(S) request, ex-
cept servedriven negotiation will take place based on the list of acceptable content types
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a client provides. The request is done by using an HTTPS header "Accept” where the GET in-
cludes several content types that are acceptable to the requesting client proceshdthose
it knows how to parse), each content type with a specific preference level (quality factor).

For example, Crossref RA uses content negotiation to redirect all requests which are not for
the content type "text/html" to the metadata service manadiagdquested DOI name. To

do so, the 10320/LOC element (which corresponds to the content type "applica-
tion/rdf+xml") is used in the DOI record to specify the redirection to the respective
metadata service. If the DOI resolver does not support this ctyperthen it will redirect

to the URL defined in the URL element (content type "text/html"). This is illustrated in the
DOl name example below.

Values for: 10.1525/bi0.2009.59.5.9
Index Type Timestamp Data
1 URL Fri Apr 1 2022 https://www.sciencemag.org/cgi/doi/10.1126/sci-
13:32:18 EST ence.169.3946.635
1000 10320/LOC Mon Jun 27 2021 <locations chooseby="locatt,country,weighted">
14:28:25 EDT <location weight="0" http_role="conneg" href_tem-
plate="https://data.crossref.org/10.1126/sci-
ence.1693946.635" />
</locations>

DOI record example with RDF XML content type

Shown below is an Accept header for the content negotiated request, listing both "applica-
tion/citeproc+json” and "application/rdf+xni| and the metadata returned by the

metadata service. The requesting client wishes to receive citeproc JSON if it is available,
but can also handle RDF XML if citeproc JSON is unavailable. A preference level ("q" fac-
tor) is used in the request to spedify preferred choice.

$ curl —LH "Accept: application/rdf+xml;g=0.5, application/vnd.citationstyles.csl+json;qg=1.0" http://dx.doi.org/10.
1126/science.169.3946.635

{
"volume" : "169",
"issue" : "3948",
"DOI"™ : "1@.1126/science.169.3946.635",
"URL" : "http://dx.doi.org/1@.1126/science.169.3946.635",
"title" : "The Structure of Ordinary Water: New data and interpretations are
yielding new insights into this fascinating substance",
"container-title" : "Science",
"publisher" : "American Association for the Advancement of Science AAAS (Science)",
"issued" : { "date-parts" : [ [ 1970,8,14 ] ] },
"author" : [ { "family" : "Frank", "given" : "H. S."} 1,
"editor" : [],
"page" : "635-641",
"type" : "article-journal"

Content negotiated request with response

5.4.5 HANDLING OF RESOLUTION ERRORS IN THE DOI SYSTEM

Actions which result in an attempted resolution not being successful result in error messages
These can be provided by Registration Agencies, or by the DOI System centrally.
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The error page provided by the DOI System directs the user thdlyaddress (dei
help@doi.org) which is managed by the DOI technical support service provider:

1 If the problem is with the Handle System, ¢ technical support service provider
sponds to the sender appropriately.

1 If the DOI name is not found, a e handling is performed (see below).

"DOI NOT FOUND" AND "DOI PREFIX NOT FOUND" ERRORS

The entered DOI name or DOI prefix may not be found, for example, when resolutio
guests for DOI names are incorrectly formatted or the DOI names do not ekist.clse,
a response page is displayed with:
1 details about the error
To further assist users, the error response system checks to see if a user has att:
resolve a DOI prefix only, or a DOI that contains multiple slashes or a trailing slas
which might be causing the error, and advises the user accordingly.

1 the possibility for theser to send a report to the responsible RA
If required by an RA, the technical support service provider can configure the DO
to automatically report therror message to the responsible RA.

5.5 SHORTDOI SERVICE

The shortDOI service is a public servirtgpé://shortdoi.org/ ), open to anyone, that cre-

ates shortcuts to DOl names which are often very long strings. The shortDOI service pro-
vides a function similar to that which URL shortening services do for URLs. The service cre-
ates short DOI names of the form 10/abcde and enablestsHTTPS URIs of the form
https://doi.org/abcde that are ideal for use in email, blogs, mobile messaging and more.
(Note that shortDOIs are not themselves DOI names and therefore do not conform to the
ISO standard syntax and other requirements. A shorda®lonly be created for an exist-

ing DOI name.)

The shortDOI service proxy server only resolves the shortcuts, identically to the way the
DOI Proxy only resolves full DOI names. The service will either create a new shortcut, or re-
turn the existing shortcif one has already been created.

For automated purposes, the shortDOI service can also be used by simply appending the
original DOI name to the URL for the service. A format parameter can be used to specify
how information is to be returned. For furtiddormation, see thghortDOlservice web

page®.

5.6 WHICH RA? SERVICE

Which RA? is a simple service that has been built to examine the type/value pairs returned
from Handle resolution and provide specific information that is available from the DOI

% https://shortdoi.org
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Proxy. This service returns the name of the DOI Registration AB&jaesponsible for a

specific DOI name, or group of DOI names.

The service is requested by using the command

https://doi.org/doiRA/<doi - names>

where:

1 <doknames>: single DOI name or a list of DOl names separated by commas
If a DOl namecontains commas, then the commas must be percent encodd@®.2¢.
Note that shortDOI names are not suppdrte

A bit of JSON specifying the name of the RA is returned.

For example, resolving https://doi.org/doiRA/10.5240/B1FA-OEEGC316-3316-
3A73-L will return:

[

"DOI" "10.5240/B1FA - OEEG C316- 3316- 3A73- L",
IIRAII: “EIDR"

}
]

A full list of RA names and abbreviations can be found owebesité®. Possible error
states include RlInvalid DOIF, RDOI does not

% https://www.doi.org/registration_agencies.html
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Chapter 6

DOI

This chapter discusses some of the ways in which resolution can be harnessed to provide
applications with the ability to resolve a DOI name to the most appropriate content chosen
from multiple DOI resolution options. These options candie popup menus offering

manual selection, and consistent automated selection through content negotiation and
Linked Data.

In This Chapter

6.1 Introduction to DOI APPlIICATIONS. .. .uei et 73
6.2 Use and Extension of the Resolution FUNCLIONS............oiuiiiiiiimn e 73
6.3  Applications of the 10320/LOC El@MENL......ouuiiiiiiiieii e 74
6.4 Redirection to LiNKed Dat@ISICeS. . ...cuiuiiiiiiiiiit et 76
6.5 Dynamic Identification of the Fragments of an Entity...........ccooovvviiimmevnivenenenn d 1
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6.1 INTRODUCTION TO DOI APPLICATIONS

In order to maintain gersistent identifier, an active management service in collaboration
with registrants is required. To justify that management service, a DOI application normally
provides more value than simply registering a BEQypically a Registration Agency offers

an added value service, such as citation linking or metadata management.

DOI names can identify many types of content, and may resolve to more than just a perma-
nent, indirect link to that content. They can also provide or point to any useful information
about the object when that information has been provided by the registrant or a third party.
This information can include any type of descriptive metadata and any type of service re-
lated to the object, such as rights clearance, alerting services, data \@atoaliar any

other associated information or service. The information can be used in many ways by DOI
applications customized to meet users' needs.

No ability to search from metadata to DOl name (reverseupdks provided by the DOI
System. It mabe offered by Registration Agencies or other services as aadded feature. A
variety of technologies are in use for this purpose among the RAs, includogditiad7 registry
system as well as custom applications.

6.2 USE AND EXTENSION OF THE RESOLUTION FUNCTIONS

At the most basic level, all DOI applications query the DOI System by resolving a DOI
name. The request can be structuredstofor all of the DOI record elements associated

with that DOI name, or all of the elements of a specific type and/or index, etcDQke

Proxy Query Command Format pplications are built to understand one or more of the el-
ement types, and parse, evaluate, and take action based on the corresponding element val-
ues.

The DOI record that is associated with a DOI name is stored in the DOI System in
type/value pairs (se 5.1.2). This is extremely flexible and open: new types can be added
at any time, and the values can be of arbitrary complexity. Type/value pairbe admin-
istrative (creation date, permissions, etc.), well known and standardized (URL, email,
10320/LOC, etc.), or created by a Registration Agency for a specific application purpose
(for example, a custom type with a value that is binary data peeially formatted

string). There can be many type/value pairs associated with a DOI name, and multiples of
the same type.

Associating XML, or other machine readable data with a DOI name, expands the utility of
multiple resolution even further, adding igass, and offering more options for negotiating
content, and facilitating the creation of Linked Data applications.

New types should, but are not required to, be registered in the Handle System as Handles.
As a general rule types containing a sldshgxample, 10320/LOC) should be considered full
Handles and those without a slash (for example, URL) should be assumed to be suffixes under the
0.TYPE prefix (with the previous example: 0.TYPE/URL). The type Handle Record may define the

8" https://www.cordra.org/
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syntax, structurgpossible semantics, or any other necessary descriptive characteristics of the cor-
responding value field. For more information, se®igéal Object IdentifieResolution Proto-
col (DOIRP) Specificatich

6.3 APPLICATIONS OF THE 10320/LOC ELEMENT

The 10320/LOC element can be used if multiple resolution is required.

6.3.1 CHOOSEBY MECHANISM

Multiple resolution with 10320/LOC element (sBet.2) is useful for building applications

where the required evaluation is to choose from a set of possible outcomes based on some
criteria. An applicabn developer could create a type in which to store values used by a cli-
ent to generate a menu of options for a user when the user resolves a DOI name. In the case
of a document, the user might be given the option to view the document, view document
metadda, share the document by emailing the URL to an associate, visit the author's blog,
etc. For a dataset, the choices offered to the user on the landing page may include viewing
the complete dataset, viewing only selected data, or some other choice attiotewith

the dataset based on the information made available to a client via resolution of the DOI
name.

For example, scholarly journal articles are assigned one DOI name, but they can be availa-
ble from multiple web sites, and readers may wish to dadma article from a service to
which they are subscribed. Crossref uses multiple resolution to enable users to resolve an
article's DOI name, and choose which version of an article they wish to view, as illustrated
below.

UNIVERSITY OF CALIFORNIA PRESS
JOURNALY « DIOITAL PURLIBKHING

You are trying to access:

BioSclence (2009),59(5).418

This articie is avallable from multiple websites, Please salect one of the following websites 10 access the article or view other options.

==——cg
N B . H
A BioONEe =" si0ne

Choose by mechanism example

% https://www.dona.net/sites/default/files/2022 -06/DO -IRPV3.0-2022-06-30.pdf
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6.3.2 AUTOMATED SELECTION OF AN URL ACCORDING TO VARI-
OUS CRITERIA

Multiple resolution with 10320/LOC element (sBet.2) can be used to enable a DOI re-
solver to choose what the outcome of resolving a DOI name will be for a specific user,
based on a given criteria. The figure below shows-gdministrative) elements associated
with DOI name 10.1525/bi0.2009.59.5.9. When this DOl name was registered it had a
single URL element (type of URL and value, aka data, equal to a JSTOR URL). A
10320/LOC type was added to provide instructions for offering other resolution options
(seel0.5.1 for information about the XML attributes used in 10320/LOC element). When
this record is returned to the DOI Proxy, it recognizes the 10320/LOC type and, if asked
to do so, performs an evaluation of tleedtion values based on a given criteria.

Values for: 10.1525/bi0.2009.59.5.9

Index Type Timestamp Data
1 URL Sun Jan 02 2022 https://www.jstor.org/stable/25502450
13:32:18 EST

1000 10320/LOC Mon Jul 27 2020 <locations choosebytotatt,country,weighted">
13:18:25 EDT <location id="1" cr_type="MRIST" href="https://mr.cross-

ref.org/iPage?doi=10.1525%2Fbio.2009.59.5.9"
weight="1" />
<location id="2" cr_src="unca" label="SECOND-
ARY_BIOONE" cr_type="MRST"
href="https://www.bioone.org/doi/full/10 .1525/bio.20
09.59.5.9" country="gb" weight="0" />
</locations>

10320/LOC example

The DOI Proxy may be required to (see dl6d®):

1 ignore type 10320/LOC
In that case, the DOI Proxy would resolve 10.1525/bi0.2009.59.5.9 and select the URL
value https://www.jstor.org/stable/25502450. This action woud be performed by
any DOI resolver not knowing the type 10320/LOC.

1 resolve 10.1525/bi0.2009.59.5.9 and return to the user both of the URLs in the cr_type
attributes in the 10320/LOC value, letting the user choose the next action (chgose
mechanism)

1 resole 10.1525/bi0.2009.59.5.9?locatt=country:gb
In that case, the DOI Proxy would determine the user's geographic location from their IP
address. It would then select the URL
https://www.bioone.org/doi/full/10.1525/bi0.2009.59.5.9 for users in the UK
("gb" cade), and would perform a random selection for all others.

1 resolve 10.1525/bi0.2009.59.5.9?locatt=id:1
In that casethe Crossref metadata service at https://mr.cross-
ref.org/iPage?doi=10.1525%2Fbio.2009.59.5.9 would be selected.
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6.4 REDIRECTION TO LINKED DATBRY/ICES

Linked Data is the general term for a set of best practices for exposing data in machine
readable formusing the contesntegotiation feature of the standard HTTP(S) web protocol.
These best practices support the development of tools to link and make use of data from
multiple web sources without the need to deal with many different proprietary and incom-
patible application programming interfaces (APIs), and use of HTTP(S) to request data in
structured form meant for machines instead of hiwneadable displays.

In Linked Data applications, evaluation of the HTTP(S) request that comes in to the proxy
service deermines if it is a request for content of form application/rdf+xml, or one of a few
similar types that are commonly understood to be a request for Linked Data. These requests
for special content types would come from automated processes or specialdated

browsers and would not normally come from end users. The utility of this, of course, is that
it allows outside developers to query the extensive and reliable set of metadata records
held by Registration Agencies (RA) to build vadded services.

Some RAs are using this approach for all of their DOI names, offering services that return
metadata in a common machineadable format. A significant advantage of applying

Linked Data principles and technologies to b&jistered material is that it is tdavorth

linking to": it is curated, valuedded, data, which is managed, corrected, updated and
consistently maintained by RAs. It is also persistent, so avoidingt™blh practice, the

guality of Linked data implementations is only as good as tlaeyda are linking to, and

the meaning and contextualization of the link you use. The DOI System can offer "curated
data", it means consistent, managed, linking so you can link to other "quality data" with
confidence, while still using the standard Lirikath technologies.

The following figure shows a redirection to the metadata service managing the DOI name.
The 10320/LOC element information can be stored at prefix level 16e®3): should an
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RA at some point need to change their approach to linked data and point to a different ser-
vice a use different parameters, the change could be made to a single DOI prefix and it
would apply to all of the millions of DOl names automatically.

Handle System }m Type: 10320/10C
m Vﬂhﬂt {leCDdl:‘

© DOI recnrd—‘

Resolution request
for 10.3390/s18020479

| The DOV Proxy interprefs the XML
(1) code in the DO/ record refurned b
HTTPS request for the Handle System and refrieves the
RDF+XML content > DOI Proxy address of the metadata service
responsible for the DO/I name. If

redirects the request fo this service.
o)

A vser asks for Redirection
the resolution of /
10.3390/518020479 ©
Request result RA’s Metadata Meiudm? declarations
(metadata) = Service for assigned to
10.3390,/518020479 i 10-339(})’51 8020479

Dynamicbuilding of a web page enriched with metadata

For more information, sée4.4.

6.5 DYNAMIC IDENTIFICATION OF THE FRAGMENTS OF AN
ENTITY

In some cases, applications may require the identification of fragments of an entity, rather
than the full entity. Each such fragment may be assigned a separate DOI name if it is practi-
cal and useful to do so (for @xple, if a specific table within a book is likely to besed

many times). However, this may not always be possible: there are also cases where one
wishes to identify in principle any fragment of this entity as it becomes needed on the fly.
For such cas, use may be made of Template Handles (see section 11Handke.net
Technical Manudl): a single template DOI Handle can be included in tha & a base

formula that allows any number of extensions to that base to be resolved as full DOI Han-
dles, according to a pattern, without each such Handle being individually registered. This
would allow, for example, the use of DOl names to referencenAmited number of

ranges within a video without each potential range having to be registered with a separate
Handle. If the pattern needs to be changed, for example, the video moves or a different
kind of server is used to deliver the video clips, omlithigle base DOI name (Handle)

% http://www.handle.net/tech_manual/HN_Tech_Manual_9.pdf
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needs to be changed to allow an unlimited number of previously constructed extensions to
continue to resolve properly.
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Chapter 7

DESI
DEV
DO

This chapter assists business analystsleanelopers in designing and developing applica-
tions based on the DOI System.

Before starting the design or development of a DOI application, you should have read the
previous chapters of the Handbook.

See alsdl0.7.

In This Chapter

7.1 Checklist for Designing a DOl ApplicatiQn.........co.iiiiiiii i 80
7.2 DESIgN CONSIAEIATIONS . ..ttt et e e e e et e et e e e et s 80
7.3 Defining an ldentifier SCheme...........oiii e 81
7.4 Managing DOl Metadata SChemMaSs...........ouiiiiiii e e 82
7.5 Developing @ DOl RESOIVEL. . ... it 83
7.6 Configuring the Resolution Error Message Handling...........ccoovviiimne i, 84
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7.1 CHECKLIST FOR DESIGNING A DOI APPLICATION

The DOI System has the flexibility to meet identification and resalegiuirements of any

application domain. However, these don't come "in a box": someone needs to build the

specific social and technical structures to support the particular requirements of a commu-

nity, and provide applications which offer value to tllhmunity. In designing a DOI Sys-
tem application several questions need to be considered.

Checklist for designing a DOI application

application be
paid for?

tifiers and data to ensure lotgrm stability, because of the need fo
human intervention and support of an infrastructure. In the DOI S
the way in which these costs areotged depends on the applicatio
RAs are free to establish their own business model for the allocaf
DOI names. The services offered by a DOl RA will include more {
simple provision of a DOI name: these value added services may
clude data, corgnt or rights management. There is no single busir
model applicable to all DOI RAs (and consequently no single ans

the question of how a DOI name is paid for and what it costs).

Question Description See
What are we The rules about what is identified, and whether two things being i
identifying with [ fied are "the same thing", are made at the level of a specific appli
this identifier? | tion of the DOI System, and this is a role of Registration Agencies

This deceptively easy question (usualbwn as "granularity") is one

of the most difficult encountered in all discussions about identifier

the one most commonly overlooked) and an answer is often muc

difficult than it might at first appear. The answer to when two thing

"the sare thing" is entirely contextual, it means what a specific ap

tion will need to distinguish.
What are we re- | A DOl name can resolve to anything. At minimum, it will resolve t| Chapter 5
solving to from | URL, but there may be multiple URLlisaan be configured to return
this identifier? | multiple other data types.
What metadata | Without an explicit strtired metadata layer, an identifier essentiall Chapter 4
are we associat-| can have no meaning at all outside a specific application. Most D
ing with this DOI| names are not yet used for widespread interoperability, but are uj
name? within specific applications. They do not need to reveal explicit st

tured metadata, but RAs maintain Kernel metadata and additiona

plication metadata which may be delivered in a number of ways.
What arethe in- | The DOI System has a mechanism for interoperability with other {4.4
teroperability re- | ards. If the application is in a sector where other identifiers or me
guirements? schemes are already in use, an RA will need to work out an imple

tation ofthis in detail that is practical for the community that they 4
How will the DOI| A cost is associated with managing persistence and with assignir] 2.2.2

7.2 DESIGN CONSIDERATIONS

Flexibility and scalability are important features of wseBigned DOlenabled services.

DOI Handbook
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The most flexible and scalable approach is to use the DOI System as a lightweight redirec-
tion mechanism, resolving identifiers to sgé&llctured data. This approachn be used to
provide DOtrelated services beyond that of a single level of redirection. In addition to
simply resolving a DOl name and getting back a single URL, DOI registration agencies may
offer multiple resolution services, linking a DOI name topteubptions about the content

(for example, bibliographic metadata), and those options may include requests for particu-
lar representations of metadata, or metadata useable only for particular contexts.

Developers may choose to put all or most of thenmdtion provided by the service in the

DOI System itself, such that the DOI system is the primary service provider, or alternatively,
use the DOI System to point to one or more external services to provide the desired infor-
mation and functions. For examplee DOl System may be used to store all of the data re-
quired to display a simple menu of labelled options for a user to pick from, but redirecting
to an external service that stores large quantities of scientific data for visualization tools, or
multipleimage files, might be preferable to storing that data in the DOI System.

Developing applications that store, use, and share-hjigddity machingeadable data in a
standardized format is a further design consideration. DOI applications can be designed to
conform to the best practices of Linked Data, a-kredlvn concept of exposing data in ma-
chinereadable form, using the content negotiation feature of the standard HTTP web proto-
col.

NOTE The use of HTTPS over HTTP is highly recommended.

Creating servicethat take advantage of DOI structured data to create consistency across
RA applications is encouraged. Collaboration is encouraged whenever possible. Third party
application developers not part of the DOl Foundation are also encouraged to be part of
theprocess of creating services that take advantage of DOI structured data.

A sampling of DOI application services based on multiple resolution and content negotia-
tion are described i€@hapter 6 New services may be created at any time. Questions can
be sent to info@doi.org.

7.3 DEFINING AN IDENTIFIER SCHEME

If you need to define a new identifier scheme, consider the following:
1 Avoid reiinventing the wheel: if it appears that you need to devise a new identifier
scheme, examine whether the problem can be avoided-bigirg existing identifiers.

1 If a new scheme is needed, consider if an existing protocol or identifier regmstrg ca
harnessed to implement your scheme.

1 Register your scheme with an appropriate public namespace declaration.

1 Provide easy links for semantic mapping by specifying afevaled metadata scheme
and publishing it.

1 Consider the community and business aaptins for others who may need to use your
scheme.

9 Provide clear guidance on rights and obligations of use of your scheme.
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1 Adopt identifiers with a mechanism for ensuring persistence

7.3.1 INTEGRATING ANOTHER IDENTIFIER SCHEME

Where syntax rules permit the incorporation of an existing identifier from another scheme
as part of the DOI name, such rules shall not form part of ISO 26324. In such cases, atten-
tion is drawn to the following points.

1 The same referent shak denoted by both the DOl name and the included identifier
string, to the degree that is necessary to distinguish it as a separate entity within each
identifier scheme.

1 Within the DOI System itself, the DOl name is an opaque string. No definitive infor-
mation relating to the other identifier scheme should be inferred from the specific charac-
ter string used for a DOl name, and the DOI name is not guaranteed to be usable in any
non-DOI applications designed for the other identifier scheme.

1 Specific syntaxules for the incorporation of an existing identifier from another scheme
shall be maintained by the ISO 26324 Registration Authority.

7.4 MANAGING DOl METADATA SCHEMAS

Schemas are used to specify Kernel additional metadata (se4.3). You may want to
update existing schemas or create new ones.

7.4.1 CREATING OR UPDATING A METADATA SCHEMA

Authority to m&e changes in the existing DOl schemas lies with the Schema Working
Group. Any member of the DOI Community may make proposals for updates to a schema,
or for introducing a new schema, at any time. Implementing the changes will be the respon-
sibility of theDOI Foundation's selected technical provider as managers of the schemas,
who will acknowledge each proposal and give an estimated deliverable time according to
the scope and complexity of the proposed changes.
The procedure is:
1. initial proposal
DOI RA member submits suggestions for changes to a schema, or for a new schema, to
the Schema Working Grouprhese may be in the form of specific proposals (for exam-
ple, the addition of a new allowed value or element) or of requirements (for example, a
request to introduce a way of identifying the owner of a proprietary ID scheme in the
Kernel). Others on the list may comment.

2. proposal agreed
If necessary, request for clarifications or comments and suggestions for implementation
will be made, allowing timBor anyone else on the list to respond. The aim is to reach
consensus before going ahead to implement the change, and so the time period to reach
agreement will vary according to the proposal: some will be very quick, other proposals
may be abandoned if gre is no agreement.
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3. draft implementation
Once the proposal or requirement is clear, an estimated time will be provided for the up-
date, and then issuance of new drafts of the appropriate schema(s) in the time frame, let-
ting theSchema Working Grouknow inadvance if there is going to be delay for any
reason.

4. review updated or new draft schema
The group will be given an opportunity (typically a working week for routine changes) to
make any comments on the drafts. If further revision is then needed, atep4 @ill be
repeated.

5. release of updated or new schema
When the updated schema is agreed, it will be put on the web site accessible to DOI
Foundation members.

RAs wishing to develop de novo schemes and new metadata applications are also encour-
agedto contact the DOI Foundation for advice.

7.4.2 ADDING TERMS TO THE DOl KERNEL SCHEMA

Terms will be added to the D®ernel Schema at the request of any Registration Agency
(RA) by the modification of the Metadata Kernel and/or its Allowed Values, or the publica-
tion of other DOl message schemas in addition to the Metadata Kernel. Any RA may add
new values to the openlldwed Value Sets (AVS) by registering them with the DOI Founda-
tion. To do so, the procedure is as described4nl.

7.5 DEVELOPING A DOl RESOLVER

For your DOI application, you may use the DOI Proxy &8€l). Additional DOI resolv-

ers can be built and additional methods can be used to access the core DOI name resolution
system without interfering in angywvith the ongoing operation of the DOI Proxy. For ex-
ample, you may:

1 set up your own webo-DOI-name proxy server

1 use the DARP protocol to query the DOI System directly7sed

1 use the DOI REST API to access to DOl name resolution services using HI'BES: see
Theresolution functionality might also be delivered to a browser by means of a scripting

feature, such as JavaScript. However, this method is not recommended since languages are likely
to evolve faster than protocols.

As resolution is freely available, yoan develop your DOI resolver entirely independently

of the DOI Foundation, but we encourage developers to let us know about their applica-
tions in order that we may: let others know about it if it is public; work with developers to
improve their understanty of the DOI System and thus the success of their efforts.
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7.5.1 DEVELOPING HANDLE SYSTEM CLIENT SOFTWARE

An organization or individual developing Handle System client components is encouraged
to use theCNRI client software and the standard interfaces supplied with Hathe
dle.Net®Software Client Library JaZaVersiori’ is freely available and can be ustilde-

velop new resolution clients as needed, either for individual applications or for use in com-
pletely separate systems. In particular, the Handle System client shall not interfere with the
normal operation of a Local Handle Service (LHS) or other apgtitations in interacting

with the Handle System client software or the GHR5(4¢eln the event an orgaration

or individual wishes to use its own interface software, it is their responsibility to ensure that
these interfaces remain compatible with the current Handle System interface specification.

Thenet.handle.apps.simple package has a number of@xples of how to use the Han-
dle client library. Contact the Handle.Net Registry Administrator at hdladmin@cnri.reston.va.us for
information.

7.6 CONFIGURING THE RESOLUTION ERROR MESSAGE HAN-
DLING

Actions which result in an attempted resolution not being successful result in error messages.
These can be provided by Registration Agencies (RA), or by the DOI System centrally. RAs
may use similar wording and procedures in their own services as the DOI System.

In addition, an RA can request the DOI technical support service provider to configure the
DOI Proxy to report a "DOI Name Not Found" error message to you in case the entered
prefix is your prefix.

See5.4.5.

4 https://www.handle.net/client_download.html
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Chapter 8

DEFI

REGI ICIES

The DOI Foundation defines hitgvel operational policy and assigns the execution of this
policy to the Rgistration Agencies (s&€e3). The Registration Agencies enforce their own
operational policies, specific to their community of @steThese specific policies will be
consistent with the DOI Foundation's Higlel policies.

This chapter assists the Registration Agencies or registrants in defining their own policies.

In This Chapter

8.1 Defining a Prefix AlloCation POICY.......c.viuiiiiii e 86
8.2 Defining a Data MaintenanCe POlICY..........oiuiiiiiiiii e e 86
8.3 Defining a DOName Registration POlICY .........ouiiiiiiiii e 86
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8.1 DEFINING A PREFIX ALLOCATION POLICY

As a Registration Agency (RA), you may choose to assign prefixes to your customers (see
1.7.4). To do so, you should define a prefix allocation policy.

The DOI Foundation allots to each RA prefixes as a block of sequential numbers that have
no special meaning (prefixes are created by@i@d technical support service provider).
No reserved prefixes may be requested.

Some RAs will manage all assignments themselves and can operate under a single prefix.
Others will want to delegate assignment to customers and in this case, it is recommended
that prefixes are assigned at an appropriate level to deal with business requirements. Typi-
cally, a Registration Agency (RA) may issue one prefix per customer, but it might also be
appropriate to issue a prefix per brand, or to some recognizable cluspeodtcts (for

example, a publisher imprint). The choice is the RA's, but the DOI Foundation and/or other
RAs can discuss requirements and make recommendations.

In case DOI names must be transferred from one RA to another, the foremost technical issue
in this transfer is the ct@one relation of prefix to Local Handle Service (LHS). In this perspective,
RAs should allocate at least one separate prefix for eatdnoers and where appropriate more
than one, since the fundamental constraint is that all DOl names under a given prefix must reside in
the same LHS (this general architecture is a logical and efficient approach to a distributed service
and is far from unige to the Handle System).

8.2 DEFINING A DATA MAINTENANCE POLICY

The effective operation of the DOI Systeapethds on accurate resolution of a DOI name to
the appropriate URL or other data type. To maintain quality services, it is also crucial that
metadata assigned to a DOl name be regularly updated. Therefore, the maintenance of
URLs and data about a DOI nasteould be subject to a policy. In particular, the policy
should specify who, between the Registration Agency (RA), the registrant or a service or-
ganization acting with the authority of the registrant, is responsible for the data mainte-
nance.

8.3 DEFINING A DOINAME REGISTRATION POLICY

You must define a policy which specifies:
1 that dl DOI names must be registered in B! Directory (se&.2)
1 who, between the Registration Agency or the registgarterates the DOI names

1 the general scheme of the suffix to be followed, if any (for example, if another identifier
scheme is integrated in the DOl name syntax)

1 the rules governing the suffix syntaed alsd.2) withpossible constraints from outside
the DOI System on the suffix, for example:

0 on the character set: s@84
0 on the suffix length
9 etc.
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Chapter 9
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This chapteassists the Registration Agency's service operations team in performing service
operation tasks.
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9.1 DEFINING OPERATIONAL PROCESSES

This section describes a DOl name registration process workflow example.

If you want to allow DOI name administration from a local web server, you may use CNRI's
net.handle.apps.admin_servlets . Contact the Handle.Net Registry Administrator at
hdladmin@cnri.reston.va.us for information

9.1.1 DEFINING THE DOI NAME REGISTRATION PROCESS

Registration Agencies (RA) support registration of DOl names with an associated metadata
declaration. Individual RAs develop their own workflow and procedures for the manage-
ment of DOI name registration, and metadata deposit and maintenance, and provide the
own information to their community of registrants.

The service provided by each RA must include quality assurance measures, so that the in-
tegrity of the DOI System as a whole is maintained at the highest possible level (delivering
reliable and consistémesults to users). This includes ensuring that the DOI record is accu-
rate and upto-date and that the DOl metadata is consistent and complies with both DOI
Kernel and appropriate DOI data model standards.

The general steps of the DOI name registratiocgss are:

1. The registrant sends to the RA data of DOl names to be registered.
2. The RA creates the DOI names by registering them in the Handle System.

3. The RA adds the appropriate registrant data to their metadata seidbe(current
time there is nmetadata database or mechanism for depositing metadata in a service
run by the DOI technical support service provider.)

4. The RAsends to the registrant the registration process results.

9.2 MANAGING THE USER ACCESS RIGHTS

Each Registration Agency administbesdccess rights and permissions for the DOl name
registrants that form their community. They must provide adequate security to ensure that
only the registrant (or someone acting with the registrant's permission) is able to maintain
both metadata and DOlkcord data.

For information about the user access right management in the Handle SystemDgge the
tal Object Identifier Resolution Protocol ¢(DRP) Specificatn*.

9.3 ISSUING PREFIXES TO REGISTRANTS

An authorized Registration Agency issues prefixes to registrants wheentreled re-

guests the DOI Directory Manager to register such new prefixes in the Handle System. The
RA maindins the systems environment for storing a minimum set of descriptive metadata
that can be provided and may be integrated with the Handle System.

4 https://www.dona.net/sites/default/files/2022 -06/DO -IRPV3.0-2022-06-30.pdf
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9.4 MAINTAINING THE RESOLUTION SERVICES

The Registration Agency (RA) is responsible for taking the necessariostapure the
proper maintenance of their DOI prefixes and DOI names, including the following:

1 An administrator must be designated for each prefix (or set of prefixes): the prefix ad-
ministrator can create DOl names under their prefix.
The DOlechnical support service provider also maintains administrative permission for
the prefix. This is intended as backup for administration. Note that the creation of de-
rived prefixes can only be done by the technical support service provider.

The techical support service provider configures the prefix administrators in the prefix
Handle (sed.0.6).

1 Secure maintenance of privateyls must be ensured by each administrator.

1 Service configuration changes must be timely reported to the DOI technical support ser-
vice provider.

1 The RA must inform the technical support service provider and the DOI Foundation in the
event of any major opation on the DOI names that could possibly interrupt the mirror-
ing mechanism.

1 Additional requirements apply to RAs who operate their own LHS:58e

9.41 TROUBLESHOOTING RESOLUTION PROBLEMS

The DOI technical support service provider provides technical and operational support for
the DOI System as a contractor. Further details of the relevant Agreement foral &drh
vices are available to potential and current Registration Agencies.

If you receive an error message forwarded by the DOI technical support service provider,
you must take the appropriate action. $lee handling of resolution errors in the DOI Sys-
tem in5.4.5.

9.5 OPERATING YOUR OWN LHS

If a Registration Agency (RA) chooses to implement and operate a Local Handle Service
(LHS) for their DOI names (s&.2), the DOI technical support service provider will pro-
vide the RA with the necessary technical guidance to help them install andtadheair

LHS. The technical support service provider is responsible for the scalability of the system
and, in consultation with the DOI Foundation, for implementing future developments lead-
ing to its growth and any improvement to its technical sophisitica

9.5.1 INSTALLING THE LHS
For information about the LHS installation, dandle.Net Technical Manual

The installation process will create a file cadietndl.bin that will contain the service
information for the LHS. As per the instructions in the distribution, you will need to send the

4 https://www.handle.net/tech_manual.html
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file to the DOI technical support service provider atadimnin@doorg. Name, organiza-
tion name, and the fact that the request is coming from a DOI RA is important so that the
technical support service provider knows to create prefixes that begin with 10.

9.5.2 SETTING UP THE LHS

You are responsible for modification of tle@ftguration of your LHS to allow a secondary
server installation at the DOI technical support service provider. The secondary server will
house a complete database of the your DOI names. This requires a minor change in the
server's configuration file. Shwill be coordinated by the technical support service pro-
vider. After setup is complete a regularly executing task (for instance, a cron job) will be
created to check to see if the secondary server is able to connect to your server. If there is
problem wih the connection (for example, your server is shut down) you will be notified by
email and expected to correct the problem as soon as possible.

For more information about LHS setup, Haadle.Net Technical Manual

9.5.3 LHS OPERATION REQUIREMENTS

Maintaining overall integrity of the Handle System entails ensuring that each of the follow-
ing conditions is met by administrators, who must agree to ogbmtaesolution services
during the period while the authorization is in effect. The term "system" as used below refers
to those components run by each administrator, and the interaction of these components
with the Global Handle Registry (GHR) and thexsusf the Local Handle Service (LHS).
Operational goals for administrators include:

1 Ensuring compatibility and smooth interaction among system components

1 maintaining consistency and reliability in service performance

9 conducting proper systemanagement and performance tracking

9 offering noninterrupted access to the GHR

1 taking adequate system security measures

It is also the responsibility of the Registration Agency to inform the DOI technical support
service provider of any configuration chasgn their LHS.

A number of utilities for Ielevel maintenance of a Handle server are available such as
net.handle.apps.tools and net.handle.apps.site_tool . Contact the DOI technical support
service provider at dadmin@doi.org.

9.6 TRANSFERRING DOIAMES FROM ONE REGISTRANT TO
ANOTHER

If a compilation of multiple assigned DOI names (for example, a journal containing a col-
lection of articles; an imprint; a recording catalogue; etc.) is transferred from one registrant
to another (both registrants beinglated to the same Registration Agency (RA)), the DOI
names within that compilation are transferred as well. Each RA will develop appropriate

% https://www.handle.net/tech_manual.html
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procedures for proper transfers. Transfers may be a sale, or any form of exchange, com-
mercial or otherwise. Iféghnew owner is not already a registrant, special arrangements
may have to be made appropriate to the case. Consult the DOI Foundation for guidance if
necessary.

The individual DOl names stay the same, it means that what the DOI name identifies is not
changd. This is a fundamental requirement. The DOI name prefix does NOT change (recall
that a prefix is not meaningful, but is initially assigned to a registrant for convenience in
generating DOI names only; no reverse lagkcan be inferred to a prefix). Thdminis-

trative value is changed in order for the new owner to modify its data elements (most likely
the URL element). Both registrants involved in the transfer need to send email to the DOI
technical support service provider at-@aimin@doi.org giving pmission for the transfer.

The technical support service provider will assist RAs to ensure an efficient and successful
outcome.

9.7 TRANSFERRING DOI NAMES FROM ONE REGISTRATION
AGENCY TO ANOTHER

Moving an entire prefix worth of DOl names from one RegistrAgency (RA) to another

is easy. Splitting control of a prefix between two administrative bodies who both use the
same Handle service (it means, when it has not been possible to foresee a split by issuing
separate prefixes) is also possible but more coxmphegeneral, there are two solutions:

1. leave it with one or the other service (or the DOI default Handle service run@lIthe
technical support service providar behalf of the DOI Foundation) and split up the ad-
ministration, such that the manager®wé service allowed the 'foreign' admins access

2. alias all the DOI names under the old prefix to DOI names under a new prefix controlled
by the new RA
The old DOI names do not have to be maintained other than ensuring resolution to the
new DOI names.

All of the above is strictly from a DOI System point of view and does not address any inter-
nal workflow issues or valtedded services that the RAs provide that interact with Handle
administration, which would of course be specific to the RA.
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10.1 DOl KERNEL SCHEMA

The DOI Kernel Schema is an XML schema (also called DOI Kernel XML Schema). It speci-
fiesthe DOI Kernel Metadata and all data elements and allowed values (data dictionary) of
the metadata exchange schematsis maintaned by the DOI Foundation.

It consists of two files available on the DOI web site:
91 DOI Schem#&
1 DOI Schema AVS(Allowed Value Sets)

10.1.1 DOI KERNEL ELEMENTS

This section describes the elements of the DOI Kernel. These descriptions are based on the
extensible kernel contained in ISO 26324. Additional terms beyond those stated in ISO
26324 may be listed but only for terms which are open lists for which new items may be
registered.

DESCRIPTIVE ELEMENTS

The table below lists the descriptive elements used in DOl Metadata Kernel.

DOI Kernel: descriptive elements

Kernel element | Occurs Description
DOI name 1 Specific DOl name allocated to the identified referent.
referentldentifier(s)| 0-n Other identifier(s) referencing the same referent (examples: ISAN, I

ISRC, ISSN, ISTC, ISNI).

This element contains a type element appropriate to the primaryRef
entType. The schema at present recognises a creationldepefi@ndy
partyldentifierType, which are open fists

referentName(s) |[0-n Name(s) by which the referent is usually known (example: title).
This element contains a type element appropriate to the primaryRef
entType. The schema at present recognises aoafdatheType and par
tyNameType, which are open likts
This element also contains a language element, for which the allows
value list is the 1SO 638 code list.
primaryRefer- 1 The primary type of the referent (examples: creation, pawvgnt). This ig

entType an open list.

4 https://doi.org/10.1000/276
4% https://doi.org/10.1000/282
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structuralType

The primary structuralType of a referent.

For creations, there are four mutually exclusive creationStructuralTy
(physical, digital, performance, abstraction) that allow classification

cording to overall form. Where structuralTypes may be contained wi
one another, the referent's structuralType is defined by the overall fq
(for example, a CD (physical) maymtain files (digital) which contain rq
cordings of performances of songs (abstractions)), and elements of
tent can be further classified if necessary under referentType.

For parties there are three mutually exclusive partyStructuralTypes

son, animalorganization). These lists are cloded

mode

For creations only, the principal sensory mode(s) by which a referen
tended to be perceived (audio, visual, tangible, olfactory, tasteable,
none). Mode identifies only the principal intended moélpgrception.
Most physical resources are perceivable with all five senses, but soj
these perceptions may be trivial. For example, a printed book may
touched or smelled, but these are supplementary or incidental to vis
mode, the intended functi@s a content carrier. For a Braille book, hd

ever, tangible would be a principal mode. This list is &osed

character

For creations only, a fundamental form of communication in which t
content of a referent is expressed. There arevidues: music, language

image, other. This list is cloded

referentType

0-n

Specification of type(s) of referent for parties: author, composer, bog
publisher, library, university, financial institution, film studio.

For creations, the abstract natafehe content of a referent, irrespecti
of its creationStructuralType, is typically described by creationType,
may be extended as needed to include format and genre elements (
ples: audio file, scientific journal, musical composition, datseséd) arti-
cle, eBook, PDF).

For parties, referentType is a role with which the party is associated
described by associatedPartyRole (examples: Composer, Author, B
Publisher, JournalPublisher).

This is an open fist

linkedCreation

0-n

For credions only. Another creation with which a referentCreation is
ciated.

This element contains a creationRoleToCreation element, which is &
list for which new allowed values may be registered.

linkedParty

0-n

For parties only. Another party with which a referentParty is associa
This element contains a partyRoleToParty element, which is an 3pe

principalAgent

0-n

For creations only, the entity or entities principally responsible for th
ation orpublication of the referent.

This element contains an agentRole element which specifies the pa
role played (examples: Creator, Author, BookPublisher). This is an d

list”.

dateOfBirthOrFor-
mation

0-1

For parties only, the date of birth (for an individual or animal) or for-
mation (for an organization) of the referentParty.
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dateOfDeathOrD- | 0-1 For parties only, the date of death (for an individual or animal) or dig
issolution tion (for an organizationyf the referentParty.

associatedTerritory] 0-n For parties only, a territory with which the referentParty is associate
amples: a territory of birth, nationality or residence). The allowed va
list is the 1ISO 3166a2 territory code list.

1) Registratin Agencies can request the addition of new allowed values to open ligtS8 6Bge

2) No new vdues can be added to closed lists.

ADMINISTRATIVE ELEMENTS
The table below lists the descriptive elements used in DOI Metadata Kernel.

DOI Kernel: administrative elements

Kernel element Occurs Description

registrationAuthorityCode 1 Code assigned to denote the name of the agency (auth
ized by the ISO 26324 Registration Authority) that issu
this DOI name.

issueDate 1 Date when this DOI name was issued.

issueNumber 0-1 Number or other designation assdeid with the specific
version of the DOI Kernel Metadata Declaration.

10.2 DOl NAME ENCODING

This section contains various information related to DOl name encoding.

10.2.1 UTF8 ENCODING OF NONASCII CHARACTERS

UTF8 is a Unicode encoding that allows characters to be encoded in terms of one to six oc-
tets. UTB encoding plays a role when n&SClIl characters are used. For example, the
Japanese word "nihonga$ written as:

:JEL
The Unicode sequence representing the Han characters for "niheng§6E5 672C 8A9E.
These may be encoded in Ud &s follows: E6 97 A5 E6 9C AC E8 AA 9E.

For further information on U-BFsee RFC 36209.

10.2.2 DOI NAME ENCODING RULES FOR URL PRESENTATION

Hex-encoding must be used when presenting a DOl name as a Uniform Resource Locator
(URL) if the DOI name contains characters that are not allowed, or have other meanings, in
the URL application context. Hercoding consists of sulbsting for the given character its
hexadecimal value preceded by percent. For example, # becomes %23 and
https://doi.org/10.1000/456#789 is encoded as

https://doi.org/10.1000/456%23789 (Thus, the browser does not now encounter the

bare #, which it would nnally treat as the end of the URL and the start of a fragment, and
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so sends the entire string off to the DOI network of servers for resolution, instead of stop-
ping at the #.).

The table below lists the mandatory and recommendecheading rules (the cemmen-
dation was established based on a practical experience of the current web browsers).

DOI name encoding rules

Character Encoding
Mandatory Rules
% %25
! %22
# %23
SPACE %20
”? %3F
Recommended Rules
< %3C
> %3E
{ %7B
} %7D
" %5E
[ %5B
] %5D
: %60
| %7C
\ %5C
+ %2B
, (only necessary in a Which RA service requeq %2C
context)

Theweb browser treatment of /./ and /../ can be inconsistent. It is recommended that
one of the slashes be percent encoded, for example, /./ is changed to /.%2F and /../ to
1..%2F.

Toenable the use of DOI names in workflows that have already standardized on URNS, the
DOI proxy servers understand the substitution of a colon in place of the initial slash in a DOl name.
DOI names may therefore be expressed as URNSs in the doi.org dgmwaitiry, for example,
the DOI name 10.123/456 in the form https://doi.org/urn:doi:10.123:456. However, a DOI
suffix is allowed to contain other slashes, and where these occur they musgeieokdlex! rather
than replaced with a colon: for example, theld@me 10.123/456ABC/zyz would become
https://doi.org/urn:doi:10.123:456 ABC%2Fzyz, with the final slash character encoded as %2F.

10.3 DOI PROXY QUERY COMMAND FORMAT

The format o& resolution query command to the DOI Proxy &8€l) is as follows:
https://doi.org/<doi - hame>7?<param_1>&<param_2>&..
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